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NOTICE 

This document is disseminated under the sponsorship of the U.S. Department of Transportation in 

the interest of information exchange. The U.S. Government assumes no liability for the contents 

or use thereof. The U.S. Government does not endorse products or manufacturers. Trade or 

manufacturers’ names appear herein solely because they are considered essential to the objective 

of this report. The findings and conclusions in this report are those of the author(s) and do not 

necessarily represent the views of the funding agency. This document does not constitute FAA 

policy. Consult the FAA sponsoring organization listed on the Technical Documentation page as 

to its use. 
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LEGAL DISCLAIMER 

The information provided herein may include content supplied by third parties. Although the data 

and information contained herein has been produced or processed from sources believed to be 

reliable, the Federal Aviation Administration makes no warranty, expressed or implied, regarding 

the accuracy, adequacy, completeness, legality, reliability or usefulness of any information, 

conclusions or recommendations provided herein. Distribution of the information contained herein 

does not constitute an endorsement or warranty of the data or information provided herein by the 

Federal Aviation Administration or the U.S. Department of Transportation. Neither the Federal 

Aviation Administration nor the U.S. Department of Transportation shall be held liable for any 

improper or incorrect use of the information contained herein and assumes no responsibility for 

anyone’s use of the information. The Federal Aviation Administration and U.S. Department of 

Transportation shall not be liable for any claim for any loss, harm, or other damages arising from 

access to or use of data or information, including without limitation any direct, indirect, incidental, 

exemplary, special or consequential damages, even if advised of the possibility of such damages. 

The Federal Aviation Administration shall not be liable to anyone for any decision made or action 

taken, or not taken, in reliance on the information contained herein. 
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1.  OPERATIONAL RISK ASSESSMENT (ORA) 

1.1  Purpose of an Operational Risk Assessment (ORA) 

An ORA supports the analysis of a Concept of Operation (CONOP) to identify if mitigation actions 

are in place to conduct Unmanned Aircraft Systems (UAS) missions with an acceptable level of 

risk. 

An ORA should include specific details to support the authorization of the CONOP for the specific 

UAS mission. The ORA follows a consistent approach to assess the acceptability of risks and 

mitigation procedures for mission safety. Mitigation procedures for each risk outlined in an ORA 

provide details on the best strategy and mitigation action to reduce risk to a level acceptable for 

safe operations. Mitigation procedures ensure acceptable risk levels for the proposed operations. 

Federal Aviation Administration (FAA) severity and likelihood decision matrices are used to 

assess the hazard risk level for operations and the adjusted risk when the mitigation measure is in 

place. 

1.2  Process of Using the ORA along with the CONOP 

The methodology of applying the ORA with the CONOP focuses on establishing, with a level of 

confidence, that the operations can be conducted with an acceptable level of risk.  The evaluation 

process centers on assessing the ground and air risk along with any risk placed on critical 

infrastructure in and around the mission location. The CONOP is evaluated against the defined 

hazards in the ORA to check that the CONOP includes mitigation procedures to ensure that the 

severity and likelihood of the hazard impacting flight operations are at a minimum. 

1.3  Risks Associated with UAS Flight Operations 

In building an ORA, the hazards that can impact flight operations are collated into six categories 

that focus on adverse operating conditions, external systems, human factors, the UAS itself, and 

cyber threats to UAS operations. 

Adverse Operating Conditions: These hazards focus on conditions/events outside the aircraft being 

flown that can impact flight operations. Two hazards included in this category - Collision into 

Terrain and Terrestrial Entities, and Mid-Air Collision – can be classified as a UAS technical issue 

or a human error. Since either a UAS technical malfunction and/or human error could cause these 

hazards, the ORA classifies them under Adverse Operating Conditions. Additional hazards in this 

category include Inclement Weather Conditions on Site and Unexpected Winds Aloft. 

Deterioration of External Systems: These focus on the systems and equipment hazards that can 

cause an unacceptable level of risk to the mission. In this category, hazards are external to the 

aircraft or to any payloads or instruments onboard. Examples of hazards include Generator Failure; 

Loss Function of Tracking Antenna; and Loss of Ground Control Station. 

Human Error: These hazards relate to impacts that human operations and error can have on mission 

safety. This can include human error- from the flight team or anyone near the mission. Hazards 

include Human Factor Events (such as fatigue and loss of Situational Awareness; Loss of 

Communications Between crew Members; Loss of Communications between the Flight Crew and 

Air Traffic Control (ATC); and Non-Crew Member Interruption of Flight Crew. 

UAS Technical Issues: This category focuses on the mission UAS and its associated on-board and 

command and control equipment. All aspects that involve the UAS during a disaster response are 
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listed within this section. Hazards include Aircraft Fly Away; Engine/Power Failure; Frequency 

Interference; Global Positioning System Signal Outage; Loss of Navigational Control; Loss of 

UAS Command and Control  link; Stuck Landing Gear (for appropriate UAS); Tire/Brake or 

Landing Gear Failure; and Unrecoverable Onboard Failure/Malfunctions. 

UAS Cyber Threats: This final category focuses on risks that can result from cyber-based attacks 

to the UAS missions. Three threats are provided: Unmanned Aerial Vehicle hardware, Ground 

Control System, and Network link cyber-attacks. 

1.4  Risk Assessment Table Structure 

Each hazard has an associated risk, along with a mitigation procedure and action to minimize the 

severity of the impact and likelihood of occurrence. The causes and possible effects if the hazard 

were to occur are included in the ORA. The purpose of the ORA is to determine the hazards that 

can impact safe flight operations under the CONOP. For these hazards, an ORA assesses the risk 

they place on operations and classifies them based on severity versus likelihood matrices. Next, 

the mitigation action and post assessment are defined that reduce the risk to an acceptable level for 

safe operations. The final task, per hazard, is to classify the final risk on operations that it has given 

the mitigation actions in place. Below are definitions on the required content within the ORA 

Hazard and Mitigation Risk Assessment Table. These describe how the table is used to cross 

reference with the CONOP to evaluate if the proposed mission has an acceptable level of risk. 

Risk Category: As defined in the previous section, this defines the category of the specific hazard. 

Hazard Description: This description provides sufficient details to ensure that the evaluator of the 

CONOP can reference to the location of where the hazard impacts the disaster specific CONOP. 

Hazard Assessment: This assessment provides the causes that lead to this hazard occurring during 

a specific mission. This lists the likely causes of the hazard impacting a mission to support the 

CONOP evaluation so that the hazard does not put a mission at an unacceptable level risk. 

Hazard Assessment Description: This section provides details for each hazard on the effects caused 

if it occurs and potential knock-on effects to the flight operations. This provides sufficient details 

on the hazard so that all impacts are catalogued, and the appropriate mitigation action and 

procedures are defined to mitigate the risk to flight operations. 

Original Hazard Risk: This section classifies the severity and likelihood for the hazard. Using the 

risk matrices in Section 1.9 for both small (sUAS) and large UAS (lUAS), the hazard is classified 

with an associated code. For example: a code of C1 related to Likelihood: Remote (C) and 

Severity: Catastrophic (1) with color = Red for a High-Risk Hazards for both sUAS and lUAS. 

Note for B3 code the color is yellow for sUAS and red for lUAS. 

Mitigation Action: This section provides sufficient information on the mitigation procedures 

performed by the flight team/crew member to minimize the impact of the hazard on the flight 

operations. When analyzing the CONOP, the detailed mitigation plans from the ORA Hazard and 

Mitigation Risk Assessment Table should be included if the hazard could impact the flight 

operations. This ensures that the CONOP is approved with an acceptable level of risk for safe 

flight operations 

Mitigation Post Assessment: This section provides details on the impact that the mitigation action 

has on the severity of the hazard and likelihood of its occurrence. In evaluating the acceptable risk 
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for safe flight operation, this assessment demonstrates how the procedures benefit safe flight 

operations  

Residual Hazard Risk: This section determines the residual risk on flight operations with the 

mitigation action and procedure in place using the severity versus likelihood matrices Section 1.9 

for both small and large UAS. Here, the residual risk is lower than the original hazard risk. For 

example: Under the UAS Technical Issue category, there is the hazard of an “Aircraft Flyaway”. 

The original risk for this hazard is B2 (Severity: Hazardous; Likelihood: Probable) and High-Risk. 

The mitigation action reduced this to D4 (Severity: Extremely Remote; Likelihood: Minor) and 

Low-Risk. 

1.5  Real-time Hazards to Flight Operations 

For specific disaster responses, additional risks may occur during flight operations. These hazards 

should be evaluated using the ORA Hazard and Mitigation Risk Assessment Table highlighted in 

Section 1.9 with appropriate mitigation actions to minimize the severity and likelihood of the 

hazard impacting operations. This ensures the CONOP is completed with acceptable level of risk. 

Assessing these hazards in real-time as flight operations occurs, the flight crew will determine 

mitigation actions to minimize the impact of these hazards on the safety of the flight. Adding new 

hazards to the ORA Hazard and Mitigation Risk Assessment Table, as they occur, supports the 

building of even more comprehensive risk assessment of operations for each specific disaster 

response and/or preparedness mission. Updated ORA Hazard and Mitigation Risk Assessment 

Tables can be used by follow-on UAS missions. 

1.6  Adding in Disaster Response Hazards 

In building an ORA for each disaster response, the lead organization follows the same procedure 

for common hazards as defined in the ORA Hazard and Mitigation Risk Assessment Table, Table 

1 in Section 1.8, and include specific hazards where appropriate. These disaster-specific hazards 

are defined following the common design in the ORA Hazard and Mitigation Risk Assessment 

Table with an original risk for the hazard and defined mitigation actions with a final residual risk 

for the hazard impact flight operations. 

Example: Volcanic-based disaster responses have unique hazards, like impact of ash on aircraft 

maintenance and/or plumes from cooling lava flows. Such hazards could impact flight operations 

but would likely not occur in other non-volcanic disaster response. 

1.7  ORA Summary 

ORAs support the evaluation of CONOPS to ensure that they can be completed with an acceptable 

level of risk with safe flight operations in the National Airspace System. Severity versus likelihood 

matrices are used to define the risk for each potential hazard. Once mitigation actions and 

procedures are defined, the residual risk is outlined for each hazard. With these mitigation actions 

in place, the CONOP has sufficient procedures for flight operations to occur within the acceptable 

level of risk. 

1.8  ORA Hazard and Mitigation Risk Assessment Table 

The risk assessment table which follows is used to define the hazards that could put the mission at 

risk along with a classification of their risk category using the severity versus likelihood matrices 

from Figures 1 and 2 in Section 1.9, both for small and large UAS. The right-hand side of the table 

provides details per hazard on the mitigation action and post assessment that reduces the hazard 
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risk and support safe flight operations under the CONOP. This table provides the common 

structure to use when developing an ORA per disaster response or preparedness CONOP.
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Table 1. ORA Hazard and Mitigation Risk Assessment Table. 
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1.9  Risk Severity versus Likelihood Matrix 

Risk severity versus likelihood matrices are used to define the original and residual hazard risk in 

the ORA. These matrices come from FAA Order 8040.4B: Safety Risk Management Policy. 

Included with the two matrices are the page numbers within the FAA order. 

 

Figure 1. Severity versus Likelihood Matrix for Large UAS. 

 

Figure 2. Severity versus Likelihood Matrix for Small UAS. 

The following color scale is used for both matrices. 
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1.10 MISHAP Response Checklist 

Immediately after an incident or accident, and before additional flights in the operation, the initial 

notification of the following information should be relayed to the FAA via the UAS Certificate of 

Authorization (COA) On-Line forms (Incident/Accident) must be submitted. 

1) All accidents/mishaps involving UAS operations where any of the following 

occurs: 

a. Fatal injury, where the operation of a UAS results in a death 

occurring within 30 days of the accident/mishap; 

b. Serious injury, where the operation of a UAS results in a 

hospitalization of more than 48 hours, the fracture of any bone 

(except simple fractures of fingers, toes, or nose), severe 

hemorrhage or tissue damage, internal injuries, or second- or third-

degree burns; 

c. Total unmanned aircraft loss; 

d. Substantial damage to the unmanned aircraft system where there is 

damage to the airframe, power plant, or onboard systems that must 

be repaired prior to further flight; 

e. Damage to property, other than the unmanned aircraft. 

2) Any incident/mishap that results in unsafe/abnormal operation including but not 

limited to: 

a. A malfunction or failure of the unmanned aircraft’s on-board flight 

control system (including navigation); 

b. A malfunction or failure of ground control station flight control 

hardware or software (other than loss of control link); 

c. A power plant failure or malfunction; 

d. An in-flight fire; 

e. An aircraft collision; 

f. Any in-flight failure of the unmanned aircraft’s electrical system 

requiring use of alternate or emergency power to complete the flight; 

g. A deviation from any provision contained in the COA; 

h. A deviation from an ATC clearance and/or Letter(s) of 

Agreement/Procedures; 

i. A lost control link event resulting in fly-away, or execution of a pre-

planned/unplanned lost link procedure. 
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3) Initial reports contain the information identified in COA On-Line 

Accident/Incident Report. 

4) Follow-on reports describing the accident/incident/mishap(s) submitted by 

providing copies of proponent aviation accident/incident reports upon completion 

of safety investigations. Such reports must be limited to information only where 

privileged safety or law enforcement information is included in the final report. 

5) Public-use agencies other than those which are part of the Department of Defense 

are advised that the above procedures are not a substitute for separate 

accident/incident reporting required by the National Transportation Safety Board 

under 49 CFR Part 830 §830.5. 

6) Any COA issued with the provision that the FAA permitted involvement in the 

proponent’s incident/accident/mishap investigation as prescribed by FAA Order 

8020.11, Aircraft Accident and Incident Notification, Investigation, and Reporting. 

1.11 Federal Aviation Administration Relevant Orders 

Below are FAA orders that apply to safety risk management and safety management systems. The 

orders can be used as reference material for the ORA development and were used to develop the 

original and residual risk classifications for the ORA hazards.  

Rather than include the original multi-page documents, hyperlinks are inserted so that those 

developing the ORA to accompany their CONOP can access the FAA Order. These hyperlinks 

allow the lead organization access to the FAA Safety Management Systems and Management 

Policies as they develop the ORA including disaster-specific hazards. 

FAA Order 8040.4B: Safety Risk Management Policy, effective: May 2, 2017 

FAA Order 8000.369C: Safety Management System, effective: June 24, 2020 

FAA Order 8040.6: Unmanned Aircraft Systems Safety Risk Management Policy, effective: 

October 4, 2019 

https://www.faa.gov/documentLibrary/media/Order/FAA_Order_8040.4B.pdf
https://www.faa.gov/documentLibrary/media/Order/Order_8000.369C.pdf
http://www.faa.gov/documentLibrary/media/Order/FAA_Order_8040.6.pdf

