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NOTICE

This document is disseminated under the sponsorship of the U.S. Department of Transportation in
the interest of information exchange. The U.S. Government assumes no liability for the contents
or use thereof. The U.S. Government does not endorse products or manufacturers. Trade or
manufacturers’ names appear herein solely because they are considered essential to the objective
of this report. The findings and conclusions in this report are those of the author(s) and do not
necessarily represent the views of the funding agency. This document does not constitute FAA

policy. Consult the FAA sponsoring organization listed on the Technical Documentation page as
to its use.



LEGAL DISCLAIMER

The information provided herein may include content supplied by third parties. Although the data
and information contained herein has been produced or processed from sources believed to be
reliable, the Federal Aviation Administration makes no warranty, expressed or implied, regarding
the accuracy, adequacy, completeness, legality, reliability or usefulness of any information,
conclusions or recommendations provided herein. Distribution of the information contained herein
does not constitute an endorsement or warranty of the data or information provided herein by the
Federal Aviation Administration or the U.S. Department of Transportation. Neither the Federal
Aviation Administration nor the U.S. Department of Transportation shall be held liable for any
improper or incorrect use of the information contained herein and assumes no responsibility for
anyone’s use of the information. The Federal Aviation Administration and U.S. Department of
Transportation shall not be liable for any claim for any loss, harm, or other damages arising from
access to or use of data or information, including without limitation any direct, indirect, incidental,
exemplary, special or consequential damages, even if advised of the possibility of such damages.
The Federal Aviation Administration shall not be liable to anyone for any decision made or action
taken, or not taken, in reliance on the information contained herein.
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EXECUTIVE SUMMARY

Unvalidated or unavailable Automatic Dependent Surveillance-Broadcast (ADS-B) and
Global Position Systems (GPS) data poses security and safety risks to automated Unmanned
Aircraft Systems (UAS) navigation and to Detect and Avoid (DAA) operations. Erroneous,
spoofed, jammed, or drop outs of GPS data may result in unmanned aircraft position and
navigation being incorrect. This may result in a fly away beyond radio control, flight into
infrastructure, or flight into controlled airspace. Erroneous, spoofed, jammed, or drop outs of
“ADSB-In” data may result in automated unmanned aircraft being unable to detect and avoid
other aircraft or result in detecting and avoiding illusionary aircraft. For automated DAA, a
false ADS-B track can potentially be used to corral the unmanned aircraft to fly towards
controlled airspace, structures, terrain, and so on. This research is necessary to enable safe and
secure automated small UAS (sUAS) navigation and safe and secure automated SUAS DAA
operations. Goals for the project include reports and recommendations useful for Federal
Aviation Administration (FAA) policy development and UAS standards development. It is
expected that this information will be used to better understand the risks and potential
mitigations, and to help the FAA to reassess and refine FAA policy with respect to validation
of ADS-B data. The research may lead to new navigation requirements related to GPS as well.

The team conducted a literature review and meta-analysis that identified the potential safety
and security risks of relying on GPS and ADS-B data used for UAS operations. It is divided
into three areas of investigation: signal dropouts and erroneous data, jamming, and spoofing
that may result in safety or security risks to UAS operations that rely on GPS and ADS-B data.
The report also includes a safety and security risk assessment of potential UAS operations that
rely on GPS and ADS-B data.

As expected, the analysis found that the only low risk situations occur with operations in the
Part 107 conditions, the medium risk category contains primarily BVLOS conditions, and the
high risk category contains primarily urban and near airport operations, which require
significant mitigation schemes to reduce the risk to an acceptable level.

Going forward, based on the risk assessment in Task 1, the research team will conduct a market
survey of market solutions to mitigate loss of GPS and loss of ADS-B data as part of Task 2.
The work will focus on reducing the level of risk for medium risk operations, while also
considering solutions for high risk operations. Mitigating BVLOS operations flying at low
altitudes and conducting long linear infrastructure inspection, agriculture operations, package
delivery, or aerial surveillance will be a focus area. The market solutions to mitigate
unvalidated GPS and unvalidated ADS-B In data and will include estimated costs, ease of
implementation, and a preliminary assessment of their effectiveness. The research team will
explore and propose potential solutions for GPS mitigation strategies for denied and/or
jammed environments, in addition to cybersecurity and counterintelligence measures. Finally,
the team will examine the recorded ABS-B data to expose potential risks and provide guidance
on mitigation schemes.



INTRODUCTION & BACKGROUND

The FAA position communicated to RTCA Special Committee 228 is that that UAS DAA
systems should validate “ADS-B In” data before it is used to conduct Detect and Avoid (DAA).
A risk assessment and exploration of potential solutions is needed to inform potential policy
updates for different types of UAS and operations for both GPS validation and ADS-B In
validation. Example potential risks and mitigations that were considered at the onset of the
project are listed below.

Potential Risk: If GPS data drops out or is jammed, the UAS may not know exactly where
it is located and may fly away without anyone’s knowledge of where it is. Note that SUAS
are not tracked by Air Traffic Control (ATC) radar. Potential mitigations include means to
detect broad area GPS jamming or GPS dropouts. Examples: monitor the known GPS
position of a fixed GPS receiver on a cell phone, ground control station, tower, and other
UAS that is on the ground. Alternatively, have an independent means of temporary
navigation and UAS tracking sufficient to cease operations safely. Examples: Inertial
Measurement Unit (IMU) navigation, UAS beacons (Radio Frequency (RF) or optical),
vision-based navigation, rough triangulation or signal direction finding from the ground
using Command and Control (C2) Signal to Noise ratio or time of flight analysis, etc.

Potential Risk: If GPS signals are spoofed, the UAS may think it is in one location when it
is actually in another location. This may result in the UAS crossing airspace boundaries,
flying beyond radio control, sudden climbing to avoid terrain referenced onboard digital
terrain elevation maps, etc. Potential mitigations could include means to detect broad are
GPS spoofing. Examples: monitor the known GPS position of a fixed GPS receiver on a cell
phone, Ground Control Station (GCS), tower, or other UAS that is on the ground.
Alternatively, have an independent means of temporary navigation sufficient to cease
operations. Potential examples may include: temporary IMU navigation, navigate by C2
signal strength, UAS beacons (RF or optical), vision-based navigation, etc.

Potential Risk: “ADS-B In” signals drop out or are jammed. This prevents UAS from
detecting and avoiding other aircraft that are transmitting “ADS-B Out”._Potential
mitigations could include have a means to detect ADS-B dropouts and jamming and cease
UAS operations when jamming is detected. Example: monitor the signal from a fixed “ADS-
B Out” source (potentially easy and low cost). Alternatively, potential mitigations could rely
upon detecting jamming, have a means to safely cease DAA operations.

Potential Risk: A false “ADS-B In” signal is detected that harasses the UAS. If the UAS is
automated to avoid collisions with other aircraft, there is the potential for false signals to
harass and corral an automated UAS thereby directing it where a malicious actor desires it
to fly (fly into infrastructure, terrain, controlled airspace, etc.). Potential mitigations could
include having a means to validate “ADS-B In” tracks or detect false tracks. Example
solutions: rough triangulation or signal direction finding from the ground using Signal to
Noise ratio or time of flight analysis. Have an ability for overriding UAS automated collision
avoidance on unvalidated “ADS-B In” tracks. Cease UAS operations when false (ADS-B
In” tracks are detected.

This project is intended to assess the safety and security risks of unvalidated GPS and ADS-B In
data used to support a variety of UAS operations to include primarily SUAS operations, while also
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providing data to unmanned cargo transport and remotely piloted passenger transport operations
where applicable. For SUAS operations, low cost and easy to implement mitigations commensurate
with their safety and security risks is emphasized

The literature review presented in this document represents the initial step towards identifying
potential safety and security risks of relying on GPS and ADS-B data used for UAS operations. It
includes an initial description of potential causes that may result in safety or security risks to UAS
operations that rely on GPS and ADS-B data. Much of the published work has a focus on
mitigation schemes and do not produce a risk assessment. The research team worked to understand
the situations and produce a risk assessment of the operational scenarios. Over 200 references are
included in this literature review that contributed to the findings presented.

This report is organized into six major categories of ADS-B and GPS data safety and security risks:
ADS-B Dropouts and Erroneous Data, GPS Dropouts and Erroneous Data, ADS-B Jamming, GPS
Jamming, ADS-B Spooking, and GPS Spoofing. The research team has contributors in each area
and the literature review findings will be presented. The findings are divided into four sections:
Risk Assessment Overview, Dropouts and Erroneous Data Literature Review, Jamming Literature
Review, Spoofing Literature Review, and Standards Bodies Literature Review.

The Risk Assessment Overview provided a high-level risk assessment summary of the findings
that are broken into the six major categories in four different scenarios to assess the risk and
illustrate a risk continuum depending on the environment in which the aircraft are operated. The
next three sections each focus on one of the major categories and gives more depth into the past
and present work in these areas.



Il. RISK ASSESSMENT OVERVIEW

Risk assessments are needed to inform FAA policy decisions and to inform follow-on tasks in this
research project that will explore potential low cost mitigations. The risk assessments presented
here are preliminary and based on the expertise of the research team and the literature review. It
IS important to note that the likelihood of malicious acts impacting GPS and ADS-B have been
increasing over time. This is in part due to the forward advancement of available technology and
the decrease in technology cost over time. The risk assessments presented here use projected
likelihoods based on current trends and the subject matter expertise of the research team for the
2025 to 2030 timeframe.

The FAA regulates drone operations to represent and protect the interests of third parties that might
otherwise be negatively impacted by drone operations. Most drone rules and regulations are built
around operators complying with the regulations during operations. Therefore, these drone risk
assessments are intended to inform operational approvals and changes to the National Airspace
System that would be applied to law abiding drone operators. Another primary purpose of the
drone risk assessments is to represent third parties that may be adversely harmed by drone
operations. This counter balances the drone industry’s self-interests that may at times neglect the
safety interests of third parties

A summary of the risk assessments is provided based on the literature review and subject matter
expert discussions. The risk assessments were informed by Order 8040.6 which provides
additional information to what is listed in Order 8040.4. The risk assessments were also informed
by the Safety Management System (SMS) Air Traffic Organization (ATO) SMS Manual, and
Safety Risk Management Guidance for System Acquisitions (SRMGSA) along with internal risk
assessment measures. Order 8040.6 states that for operations above 400’ above ground level
(AGL) in class G airspace, the FAA follows the UAS Safety Risk Management (SRM) policy.
Order 8040.6 provides the following tables and risk matrices to be used for drone operations in
class G airspace below 400” AGL and for operations below the ATO Facility Map Altitudes.

Minimal Minor Major Hazardous Catastrophic
5 4 3 2 1

MNegligible safety - Physical — Physical distress | Multiple serious Multiple fatalities
effect discomfort to or injuries to injuries; fatal injury | (or fatality to all on
persons persons to a relatively board) usually with
- Slight damage to |- Substantial small number of the loss of aircraft/

aircraftivehicle damage to persons (one or vehicle
aircraft/vehicle two); or a hull loss
without fatalities

" Excludes vehicles. crew. and particinants of commercial space fliaht.
Fig. 1 FAA Order 8040.6 Severity Definitions

For Fig. 1 Order 8040.6 Severity Definitions, it is often interpreted that the severity that is of most
interest is the severity experienced by people and systems external to the drone and its remote
pilot. This includes people on the ground, people in other aircraft, damage to other aircraft, and
so forth.



Qualitative

Quantitative — Time/Calendar-based Occurrences

Domain-wide/System-wide

Frequent

A Expected to occur routinaly

Expected to occur more than 100 times per year (or
maore than approximately 10 times a month)

Probable

B Expected to occur often

Expected to occur between 10 and 100 times per
year (or apgproximately 1-10 times a month)

Regote Expected to occur infrequently

Expected to occur one time every 1 month to 1 year

Extremely
Remote Expected to occur rarely
D

Expected to occur one time every 1 to 10 years

Extremely
E

(eIl E 1 28 Unlikely to occur, but not impossible

Expected to cccur less than one time every 10 years

Fig. 2 FAA Order 8040.6 Likelihood definitions for general aviation operations for small aircraft

and rotorcraft.

N\

Severity
ikl
S

Ninor Major Hazadous Catactrophic
4 3 2 1
Ukelihosd
gt [Yellow]
Proh'uh [Ye||0\vl [Ye”o;.”]
e | IGieen] | [Green] | [Ysliow] | [Yellow]
“';'?w [Green] | [Green] | [Green] | [Veliow]
iz | [Greer] | (Green | [Groen] | (Green] | [veliov]
* HSh Ris win Sngle
S e
Cow P Green

Fig. 3. Order 8040.6 risk matrix for general aviation operations for small aircraft and rotorcraft.

The FAA ATO SMS manual provides guidelines to assess the severity and likelihood of identified
risks under the domain of the FAA ATO. This includes drone operations above 400° AGL in class
G airspace, operations above the ATO Facility Map Altitudes, and operations in all other airspace.
For flight operations, the research team used the SMS severity classifications for UAS shown in
Figure 4. In addition to these severity classifications and additional security classifications for
security risks was developed, as shown in Figure 2.



Minimal

Minor

Major

Severity Classifications for Unmanned Aircraft Systems

Hazardous

Catastrophic

b 4 Conditions resulting in any one of the following:
Unmanned  Discomfort to those on Low Risk Analysis Event Medium Risk Analysis Event High Risk Analysis Event A collision with a
Aircraft the ground severity, two or fewer severity, three indicators fail severity, four indicators fail manned aircraft
Systems indicators fail

Loss of separation leading
to a Measure of Compliance
greater than or equal to

66 percent

Non-serious injury to three or
fewer people on the ground

Non-serious injury to more
than three people on
the ground

A reduced ability of the
crew to cope with adverse
operating conditions to the
extent that there would be
a significant reduction in

Incapacitation to Unmanned
Aircraft System crew

Proximity of less than 500
feet to a manned aircraft

Serious injury to persons
other than the Unmanned
Aircraft System crew

Fatality or fatal injury to
persons other than the
Unmanned Aircraft
System crew

safety margins

Manned aircraft making

an evasive maneuver, but
proximity from Unmanned
Aircraft remains greater than
500 feet

Fig. 4. Severity Classifications of flight operations for Unmanned Aircraft Systems from the
Safety Management System ATO SMS Manual.

The SMS qualitative likelihood table used for both flight operations and security threats under the
domain of the FAA ATO is shown in Figure 5.

Note: This table only applies if the proposed NAS change or existing safety
issue affects all ATO operations in a particular air traffic domain. Therefore, it
cannot be used for site-specific changes or issues.

Likelihood Table — Qualitative
Operations: Expected Occurrence Rate
(Calendar-based)

Qualitative (Domain-wide: NAS-wide, Terminal, or En Route)
o Frequent Equal to or more than once per week

e Probable

e Remote

o Extremely Remote

Less than once per week and equal to or more than once per three months
Less than once per three months and equal to or more than once per three years
Less than once per three years and equal to or more than once per 30 years

e Extremely Improbable Less than once per 30 years

Fig. 5. Qualitative Likelihood Table for Unmanned Aircraft Systems from the Safety
Management System ATO SMS Manual.

As noted in Figure 5 of the ATO SMS Manual and in Figure 2 of order 8040.6, the FAA likelihood
criteria only applies to proposed NAS wide changes that affect all similar operations in a particular
air traffic domain. FAA likelihood tables are intended to assess the safety of wide scale changes
and new types of operations applied across the NAS. For a given severity assignment, the
associated likelihood tables refer to all events across all similar drone operations throughout the
NAS. The FAA likelihood tables are not for a single drone and its specific operation. For example,
there is a large difference between the likelihood of a specific drone and its operation experiencing
a certain severity rating every 3 years and the likelihood of any drone throughout the entire NAS
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that is operating in a similar manner experiencing the same severity rating every 3 years. Using
these definitions, the risk matrix and associated classifications under the domain of the FAA ATO
are shown in Figure 6.

Risk Matrix and Classification

@ High
Unacceptable Risk Severity p
¢ Must be mitigated to a Medium or Low Likelihood
risk prior to implementation ! elvao Minimal Minor Major Hazardous Catastrophic
o Predicted residual risk must be monitored until verified 5 4 3 2
¢ Recorded in the ATO SMTS Frequent A - M n
o Need to get AOV to approve mitigation
. M
Medlum prObabIe B - n
Minimum Acceptable Risk
e May be implemented (but safety requirements are Remote C - M “
recommended to increase the safety margin)
o Predicted residual risk must be monitored until verified
Extremely M
* Recorded in the ATO SMTS Remote P
. Low . . L - Extremely E M
Acceptable Risk (without restriction or limitation) Improbable

« May be implemented (but safety requirements are
recommended to increase the safety margin)

¢ Predicted residual risk must be monitored until verified

* Recorded in the ATO SMTS

*Risk is high when there is a single point or common cause failure.

Fig. 6. Risk Assessment and Classifications for Unmanned Aircraft Systems from the Safety
Management System ATO SMS Manual.

In order to use the likelihood tables, the risk assessment assumes a 2025-2030 timeframe. It
assumes that there are many tens of thousands of BVLOS drone operations throughout the NAS
over rural areas, over urban areas, and also near airports.

Many drones receive GPS signals for navigation. This risk assessment will examine the potential
severity and likelihood of outcomes for drone operations where GPS is the sole means of
navigating beyond visual line of sight (BVLOS). Risk assessments will include events traced to
GPS dropouts and erroneous GPS signals derived from non-malicious causes. In addition, this
risk assessment will also examine the risks of cyber attacks that jam or spoof GPS signals used for
drone navigation.

This risk assessment will also investigate the potential severity and likelihood of outcomes for
drone operations where the drone uses “ADS-B In” as the sole means of detecting other aircraft
transmitting “ADS-B Out”. This risk assessment assumes that all other aircraft are equipped with
“ADS-B Out” and that the drone does not have additional surveillance capabilities to detect
approaching aircraft. The purpose of this risk assessment is to focus on potential risks that may
occur under these theoretical assumptions and conditions. The risk assessment can then be
leveraged when considering future changes to the NAS to enable wider drone operations. One
such theoretical concept includes mandating ADS-B equipage on crewed aircraft that are operating
at low altitudes in order to provide a low cost and easy way for drones to detect and avoid them.
This risk assessment will inform discussions on the potential risks of over reliance on ADS-B as a
means for aircraft detection under these hypothetical scenarios.



By focusing only on the avoidance of other aircraft equipped with “ADS-B Out”, the risk
assessment will also inform DAA standards and DAA architectures that intend to operate in the
National Airspace System as it exists today. A concern that has been expressed by the small UAS
DAA industry is that the cost and complexities of independent validation of ADS-B messages can
be high and overly burdensome. By focusing the risk assessment only on interactions between the
drone and ADS-B equipped aircraft, this risk assessment can also inform those discussions.

Many DAA architectures for small drones that operate Beyond Visual Line of Sight (BVLOS) use
received ADS-B signals transmitted from other aircraft in order to Detect and Avoid (DAA) them.
This risk assessment will examine the potential severity and likelihood of outcomes if the ADS-B
information is not received by the drone due to signal drop outs or if the information in them is
erroneous from non-malicious causes. In addition, this risk assessment will also examine the risks
of cyber attacks that jam or spoof ADS-B signals used by the drone for detecting and avoiding
other aircraft. The risk assessment will assume that the drone only encounters other aircraft that
are equipped with ADS-B Out transmitters. It will also assume that ADS-B receivers are the sole
sensors that the drone has for detecting and avoiding these ADS-B Out transmitting aircraft (e.g.
there are not other Detect and Avoid sensors such as radar and cameras). This isolate the
operational risks related directly to relying solely on received ADS-B signals for drone avoidance
of ADS-B Out transmitting aircraft to inform the degree that mitigations may be needed. Because
the information contained within transmitted ADS-B signals is derived from the transmitting
aircraft’s GPS positional data, if the aircraft transmitting ADS-B messages to the drone
experiences a GPS dropout, that will in turn impact the usability of the ADS-B message to be used
by the drone for Detect and Avoid. Hence, the risks associated with using received ADS-B signals
for Detect and Avoid are impacted by the GPS signals that other aircraft rely on for creating ADS-
B messages. A wide area GPS drop out or jamming event will not only impact the drone’s ability
to navigate but also the drone’s ability to Detect and Avoid aircraft.

Another assumption in this risk assessment is that there are not obstructions between ADS-B
transmitters and ADS-B receivers. It is assumed that adequate ADS-B surveillance coverage has
already been obtained for the drone operation. There are generally two ways in which ADS-B
messages are received for use in a low altitude Detect and Avoid (DAA) system. The first is
directly from the transmitting aircraft to the drone operation using an ADS-B In receiver that is
part of the drone DAA system. This is often the preferred approach because it has the best coverage
for the drone operation with the least amount of latency. The second approach is via a subscription
to an external network where the signal was received by an ADS-B In receiver owned by another
entity and then relayed to the drone operation and its DAA system. This second approach often
results in limited low altitude coverage due to earth curvature and radio line of sight obstructions
caused by the surrounding terrain and structures. Whatever approach is used, this risk assessment
assumes that the transmitting aircraft are within the surveillance coverage area of the ADS-B In
receiver.

The six major categories of ADS-B and GPS data safety and security risks: ADS-B Dropouts and
Erroneous Data, GPS Dropouts and Erroneous Data, ADS-B Jamming, GPS Jamming, ADS-B
Spoofing, and GPS Spoofing are broken into smaller operation types. Further definition of the
Risk Assessment is required to provide a clear and informative overview, the mission operation
types are broken into four classifications: Part 107 Operations, Beyond Visual Line Of Sight



(BVLOS) over rural areas BVLOS Operations over Urban Areas, and BVLOS operations Near
Airports in class B, Class C, or Class D airspace or airports which have Facility Map Altitude
limitations. For BVLOS operations near airports, the drone operation under evaluation is intended
to remain under the facility map altitudes and the risk assessment will also consider events that
may result in the drone crossing facility map altitudes in addition to other risks. For each category,
the severity and likelihood probability and associated references is presented.

Part 107 Operations will serve as the base reference. BVLOS operations over rural areas is the
next category as it is crucial for many UAS operations and is of great importance to the UAS
community. BVLOS operations over urban areas represent a unique case due to signal
interruptions and other artifacts along with the density of humans and infrastructure. BVLOS
operations near airports operations represent another unique situation due to the air traffic density
and potential impacts to commercial airline traffic.

The team used a qualitative approach to risk assessment as there is a void in literature in regard to
an appropriate quantitative scale. The risk levels are chosen by the ASSURE subject matter experts
involved in this project in all the categories reviewed. They are based on an extensive literature
review on the topics and use the most up-to-date and comprehensive studies that are available.

2-1 ADS-B Dropout and Erroneous Data Risk Classes

A typical ADS-B system broadcasts an unencrypted message including the aircraft velocity,
position, direction, and other Air Traffic Management (ATM) and control related information to
nearby aircraft and ground station over radio transmission links on a regular basis. Usually, the
update rate is about one message per second. However, the unencrypted nature of the ADS-B
messages along with their transmission over wireless networks make them exposed to several
anomalies, including the dropout and erroneous data. Dropout of ADS-B data in this risk
assessment refers to any discontinuation in the update rate of greater than the nominal one second
interval that results in a sufficient duration to impact the ability for the information to be used to
detect and avoid an aircraft that is transmitting ADS-B Out. ADS-B dropouts have various causes.
They may occur due to error by an onboard pilot in using their ADS-B Out equipage,
malfunctioning onboard equipment, loss of GPS signals that are used to form ADS-B messages,
and many other potential causes. During periods when no ADS-B signals are being received in the
region, it may not always be known whether this is due to a lack of local air traffic or due to a
dropout condition.

ADS-B dropouts and erroneous ADS-B information that occur somewhere within the NAS are
expected to occur regularly and with a likelihood assignment of Frequent. However, the likelihood
that there is a dropout that occurs simultaneously to the data being needed for a drone to detect
and avoid the aircraft transmitting the ADS-B information is expected to be much less that. Hence
the likelihoods associated with severity outcomes is expected to be less than frequent even though
dropouts and erroneous data received by drones across the NAS may be frequent.

(Tabassum and Semke 2018; Tabassum 2017; Semke et al. 2017). On the other hand, erroneous
data implies all errors induced into the ADS-B data that comprise communication integrity
(Kinowski and Skorupski 2016).



2.1.1 ADS-B Dropouts and Part 107 operations

Severity = 5 (Minimal) and Likelihood = D Extremely Remote Risk Level EOW

Small unmanned aircraft systems operating under Part 107 have to obey a certain set of rules,
including avoiding manned aircraft, keeping the drone within sight, altitude restrictions, flying
safely, not pose a hazard, avoiding potential collisions, and abiding by certain operational
limitations. Part 107 operations are also limited to drones weighing less than 55 Ibs. However, it
is likely that certain external anomalies, related to the environment and cyberattacks, or internal
anomalies, related to the system itself, could still impact the flying experience which are addressed
in the jamming and spoofing sections of this report. Part 107 operators may choose to supplement
their visual operation with a device that allows them to receive ADS-B information for greater
airspace awareness. This may be received directly from the transmitting aircraft or through a
network service that relays information from a ground station to the Part 107 operator. Multipath
reflection and RF interference are examples of external threats. Multipath, spoofing, natural
disaster, and ionospheric scintillations at high and low latitudes are also major factors in inducing
erroneous data into the ADS-B messages and compromising communication integrity. Part 107
operations are based on visual separation of the drone with crewed aircraft (see Part 107.31). Part
107 operations are often limited to very low altitudes below 400 feet above ground level (AGL)
(see Part 107.51) which reduces the likelihood of mid-air collisions. There is an option to request
a waiver to operate at higher altitudes, and when within 400 feet of a ground based structure, the
SUA may operate at any AGL altitude compliant with 107.31. For example, the SUA may fly at
1000’agl if within 400 feet of a radio tower and if the operation meets 107.31. Use of generally,
or just saying the regulation with a few exeptions (reference the reg IE 107.51B) etc. Part 107
operations may optionally leverage received ADS-B messages for enhanced airspace situational
awareness. Because Part 107 operations require visual means of separation and are not solely
reliant on ADS-B messages for keeping the drone separated from ADS-B equipped aircraft, an
interruption of ADS-B messages does not result in a critical failure for keeping the drone separated
from other aircraft. Part 107 operators are not required to receive ADS-B information, and hence
the impact of ADS-B dropouts or errant ADS-B information is minimal. Because most Part 107
operators do not use ADS-B information, the likelihood that ADS-B drop outs will impact Part
107 operations even in a minimal way when the information may be useful for enhanced situational
awareness is estimated to be Extremely Remote. This qualitative likelihood is a combination of
the number of Part 107 operations that may optionally choose to receive ADS-B information and
the simultaneous chance that the drone encounters a manned aircraft and that there is also an ADS-
B dropout.

It should be noted that the FAA tables are intended to be used by the FAA when considering
changes to the NAS. Since Part 107 operations are already part of the regulatory structure these
drone operations are not a change to the NAS. Part 107 operations occur regularly every day.
However, this Part 107 risk assessment was conducted anyway as a reference baseline when
considering future BVLOS operations.

Associated References: (Tabassum 2017; B. S. Ali et al. 2014; Kinowski and Skorupski 2016),
(Aquino et al. 2009), (Park et al. 2017)

2.1.2 ADS-B Dropouts and Beyond Visual line of sight (BVLOS) Operations in Rural Areas
Below 400 AGL



Severity = 2 Hazardous and Likelihood = D Extremely Remote Risk Level MEDIUM

Operating BVLOS introduces additional risks as compared to operating within visual line of sight
(VLOS) resulting in a higher level of risk. For Part 107 operations, ADS-B messages provide an
additional situational awareness safety enhancement to the baseline visual operations. In most
rural areas, manned aircraft are not required to be equipped with ADS-B Out. These non-equipped
aircraft are not part of this risk analysis. For our treatment of BVLOS operations, ADS-B is
assumed to be the sole means of detecting other aircraft and that all the aircraft that the drone
encounters are equipped with ADS-B Out transmitters. The isolation of risks related directly to
ADS-B will then inform whether additional mitigations may be needed with respect to avoiding
ADS-B intruders such as track validation, having a backup means of detection using sensors that
can detect aircraft that are not transmitting ADS-B Out. We know that not all aircraft that the
drone may encounter will be equipped with ADS-B Out, but this risk assessment is focused on
aircraft with ADS-B equipage in order to directly inform the risks related to using ADS-B for
Detect and Avoid. Because in this risk assessment we assume that received ADS-B messages are
the sole means of detecting the ADS-B Out equipped aircraft, an ADS-B dropout of significant
duration (e.g. one minute or less) therefore results in a complete loss of ability to Detect and Avoid.
This may result in a mid-air collision with the ADS-B Out equipped aircraft. While BVLOS
drones are not restricted to weighing less than 55 Ibs as required in Part 107.3, for our assessment
we assume that our BVLOS drones weigh just under 55 Ibs. The drone weight and the collision
speeds are important variables when assessing damage to a manned aircraft. Using the risk tables
in 8040.6, the severity rating depends on whether a collision is more likely to result in one or two
fatalities (Hazardous) or multiple fatalities (Catastrophic). For mid-air collisions in rural areas
below 400’ AGL, the most likely number of people to be onboard the aircraft was assumed to be
limited to one or two persons in the vast majority of cases. Hence, a Hazardous severity rating is
used to represent the most likely severity outcome of a mid-air collision while noting that there
may be certain cases where more than two people might be onboard a low altitude aircraft in flying
over a rural area (e.g. EMS Helicopter). The frequency of a Hazardous event occurring anywhere
across the NAS when considering wide scale drone operations depends on the likelihood of ADS-
B dropouts and the likelihood of non-malicious erroneous ADS-B data contributing to a collision.
This is a combination of these ADS-B drop out events occurring along with the likelihood that one
drone among many tens of thousands of BVLOS drones in the NAS flying in rural areas below
400’ AGL, encounter a manned aircraft on a collision course. Using the end of the 2025-2030
timeframe, we make the assumption that there are many tens of thousands of BVLOS drones flying
in the NAS on any given day. If we assume 100 BVLOS drones each day flying in rural areas in
the NAS encounter a manned aircraft while there is simultaneously an ADS-B dropout or
significantly erroneous ADS-B position data, that prevents the drone from performing detect and
avoid, then we can estimate the unmitigated likelihood of collision given an encounter. Leveraging
likelihood estimates by the ASSURE A47 project and from MIT Lincoln Laboratory analysis, the
unmitigated probability of a drone colliding with a manned aircraft when there is an encounter
depends on the definition of encounter used, the size of the drone, relative aircraft speeds, and
assumptions about the randomness of encounter geometries. It comprises the product of the
unmitigated probability of mid-air collision given a near mid-air collision (roughly 1 in 150) and
the unmitigated probability of near mid-air collision given an encounter (roughly 1 in 250). Hence,
the likelihood of an unmitigated mid-air collision given an encounter is estimated to be within an
order of magnitude of 1 in 37,500. When multiplied by 100 drone encounters a day with
simultaneous ADS-B dropouts or significant ADS-B errors, a rough order of magnitude estimate
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results in a collision in the NAS to occur slightly less than once every year. This is on the border
between likelihood definitions, but if it occurs on average less than once every year then in the
8040.6 risk tables this equates to an extremely remote probability. A change in the above
assumptions could push the likelihood into a different category. This assessment assumes that there
are not additional mitigations to avoid the approaching aircraft such as other sensors. Even though
estimated values were used to help inform the likelihood, this is a qualitative assessment rather
than a quantitative assessment. This is due to assumptions and unquantified uncertainties about
the value of 100 BVLOS drone encounters a day in rural areas of the NAS where there is a
simultaneous ADS-B dropout or significant ADS-B error.

Associated References: (Kinowski and Skorupski 2016; Tabassum 2017; Riahi Manesh and
Kaabouch 2017; Martin Strohmeier, Lenders, and Martinovic 2014), (La Cour-Harbo, 2017),
(Dolph et al. 2017)

2.1.3 ADS-B Dropouts and BVLOS Operation in Urban Areas Below 400’ AGL

Severity = 1 Catastrophic and Likelihood = Extremely Remote Risk Level MEDIUM

Urban areas are characterized by an abundance of buildings, vehicles, trees, and other
infrastructure that directly contribute to factors such as multipath reflection and obstruction that
attenuate GPS signals, create interference, and which may impact the ADS-B data reliability. For
the risk assessment we assume that ADS-B receivers have adequate field of regard surveillance
coverage with direct line of sight to detect approaching aircraft that are transmitting ADS-B
messages, even though multipath, wires, and other objects may interfere with or attenuate those
signals.

Based on regulation 14 CFR Part 91.119, it is expected that the most common aircraft that the
drone may encounter at low altitudes include helicopter operators performing emergency medical
services, news gathering, police operations, or helicopter tours. It is assumed that on average,
aircraft flying at or below 400° AGL over urban areas are more likely to have 3 or more people on
board rather than just one or two. For example, it seems reasonable to expect that in cases
involving air ambulance there are often multiple people onboard such as a pilot, emergency
medical technician, and a patient. While a drone could encounter an air ambulance in a rural area,
the assumption is that encounters with these aircraft are much more common when flying in urban
areas where most hospitals are located. A hard landing of a helicopter in an urban area is also
more likely to result in ground fatalities than in a rural area due to ground population densities. It
is assumed that there is likely to be more fatalities that result from a drone collision when flying
over an urban area as compared to a rural area. Because it is expected that there could be multiple
fatalities that result from a drone collision when flying over urban areas, the severity assignment
is Catastrophic.

A significant ADS-B dropout removes the ability for the drone to detect and avoid an approaching
aircraft. Significantly erroneous ADS-B information also may prevent the drone from avoiding
an approaching aircraft. Because urban areas are expected to create greater opportunities for
multipath and unintentional interference with ADS-B messages, the likelihood of experiencing
erroneous ADS-B information in urban areas is somewhat greater than in rural areas. It is also
assumed that the concentration of manned aircraft activity and future drone operations will be
higher over urban areas than over rural areas. This increases the likelihood of there simultaneously
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being a drone encounter with a manned aircraft and also there either being an ADS-B dropout or
significantly erroneous ADS-B information. The same likelihood justification and rationale for
BVLOS operations over rural areas will be used, but the likelihood will be increased by one rating
to account for the increased likelihood of collision due to increase traffic densities and greater
opportunity for interference. Hence, the likelihood assignment without additional mitigations is
Remote.

Associated References: (Morales and Kassas 2021; Lykou, Moustakas, and Gritzalis 2020; Lagkas
et al. 2018; Gupta, Jain, and Vaszkun 2016), (Couturier and Akhloufi 2020), (Spanik et al., 2017),
(Tongleamnak & Nagai, 2017), (Heng et al., 2015), (Bijjahalli et al. 2019)

2.1.4 ADS-B Dropouts and BVLOS Operation in Airspace Near Airports and under the
Facility Map Altitudes

Severity = 1 Catastrophic and Likelihood = C (Remote) Risk Level [Hl@8l on ATO SMS
Risk Matrix

This risk assessment applies to BVLOS operations Near Airports in class B, Class C, or Class D
airspace or which have Facility Map Altitude limitations that result in the use of the ATO SMS
Risk Matrix. BVLOS drone operations near airports may include infrastructure inspection,
package delivery from a distribution hub next to the airport, airport perimeter monitoring and
security, and other operations. Drone flights near airports are likely to encounter aircraft with
multiple passengers onboard. A collision resulting from an inability to detect and avoid because
of ADS-B dropouts is assigned a Catastrophic severity rating. Airports are areas of concentrated
traffic. Flying below 400 feet AGL and flying below the Facility Map Altitudes helps to keep
BVLOS drones separated from manned air traffic. The Facility Map Altitudes help to constrain
drone encounters in this high air traffic airspace. While the rate of encounters when operating near
airports is expected to be higher than when operating over urban areas due to increased traffic, the
Likelihood rating is assumed to remain within the same order of magnitude as with operations over
urban areas. Hence a likelihood rating of Remote is assigned without additional mitigations beyond
the Facility Map Altitudes.

Important to the ADS-B dropout assessment is an assumption that an ADS-B dropout event may
go unnoticed. The drone may not be able to tell the cause of not receiving ADS-B information
which could be that there is no proximate traffic, or that there is an ADS-B dropout that prevents
detecting local traffic which may be a result of various causes such as pilot error, malfunctioning
transmitter equipment, local radio obstruction such as a hill, and so forth.

Associated References: (Sedjelmaci, Senouci, and Messous 2016; Sedjelmaci, Senouci, and
Ansari 2017; Cui et al. 2016; Morales and Kassas 2021; Souli, Kolios, and Ellinas 2020), (L1,
2009), (Aquino et al. 2009), (Park et al. 2017)

2-2 GPS Dropout and Erroneous Data Risk Classes

A formal definition for dropout of GPS data is not identified in scholarly literature, but for the
purposes of this analysis, any circumstance that makes it conducive for GPS data to be degraded
(poor or intermittent reception) or denied (unavailability of data for definite periods of time) can
be classified as a factor contributing to dropped GPS data (Silvagni et al. 2017; Goforth and Lucey
2019). Erroneous data implies all errors induced into the ADS-B/GPS data, intentionally or
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unintentionally, and attempts to comprise communication integrity (Kinowski and Skorupski
2016).

The quality and strength of received GPS signals can be significantly affected by terrestrial factors
or causes beyond the earth’s atmosphere which can lead. Two of these factors are multipath
reflection and ionospheric scintillation which can lead to erroneous and dropped GPS data
respectively. Multipath reflections are a significant source of error that particularly affects
receivers that use differential GPS (DGPS) technology. Though the occurrence of the ionospheric
scintillations and its effects is less likely, it can cause GPS data can be dropped because the GPS
receiver on the SUAS can lose lock depending on the strength of magnetic storms

For this risk assessment it is assumed that GPS data is the sole means of long distance and long
duration navigation. Many drones may be able to temporarily navigate for a short duration without
a GPS update or with a temporary degradation in positional accuracy for a few seconds without
significant impact on the performance or DAA. This risk assessment considers non-intentional
and non-malicious GPS dropouts and GPS degradation that is significant enough to contribute to
the severity outcomes listed in FAA severity tables. Many drones that use GPS for navigation are
robust to a few missed GPS updates or a temporary change in GPS accuracy. However when
operating near terrain or structures, the sensitivity to drop outs and GPS errors increases. GPS
data is not only used for drone navigation, but it is also important for the drone to avoid manned
aircraft that are transmitting ADS-B Out messages. Manned aircraft use GPS to create ADS-B Out
messages containing their position that a drone can receive for detecting and avoiding the manned
aircraft. GPS data is also received by the drone and used when forming the avoidance decisions
for how the drone will safely avoid the manned aircraft that is transmitting ADS-B Out. GPS
dropouts and erroneous GPS information that may impact a drone operating somewhere in the
NAS is expected to occur frequently. However, frequent GPS dropouts does not result in drones
causing frequent harm to other people on the ground or in other aircraft. For most GPS dropout
events, no harm will occur. The below risk assessments leverage the FAA severity tables and
determine the likelihood of those end outcomes listed on the severity tables. This results in a risk
assignment for different categories of operations related to frequent GPS dropouts and erroneous
GPS data.

2.2.1 GPS Dropouts and Part 107 operations

Severity = Various and Likelihood = Various All Risk Levels are EOW

Small unmanned aerial vehicles subject to Part 107 have operating requirements such as direct line
of sight to the remote pilot in command (RPIC) unaided by any vision-assistive devices, a
minimum weather visibility of 3 miles from the operator, altitude restrictions, weight limitations,
restrictions for flight over people (see Part 107.39), an anti-collision lighting to make them more
conspicuous at night, and many other operating rules.

Based on ASSURE project A50 drone statistics the most commonly flown drones are under 2 kg.
While some Part 107 drone operations can be flown using GPS waypoints, it is assumed that the
majority of Part 107 drones can also be flown manually. This combined with visual monitoring
of the drone and the many operating restrictions placed on Part 107 operations serve to mitigate
the potential effects of a GPS dropout and erroneous GPS information. Some Part 107 drones also
have features that will cause the drone to hover/orbit until GPS is reacquired or becomes usable

13



again. Other Part 107 drones may perform an emergency landing. For Part 107 drones that can
only be flown by waypoint and do not have these emergency features, the drone could potentially
wander until it is flying over people and then potentially fall on them if other variables like loss of
power come into play. This severity may be minor, major, or hazardous depending on the size and
flight hours of the Part 107 drone. A hazardous severity is expected to be less common since
heavier drones operated under Part 107 are not as common as lighter drones. . There are also
additional requirements for heavier drones (drones over 55 Ibs) to operate over people contained
in the FAA’s “Operations of Small Unmanned Aircraft Systems Over People” final rule. It is
important to note that BVLOS drones are likely to be larger and heavier than most of the small
drones sold. Commercial BVLOS drones will often have longer flight times, might have additional
payloads, etc. than Part 107 operations (which include both commercial and personal drones). All
combinations of severity and likelihood based on drone weight are expected to result in a LOW
risk rating (hazardous and extremely improbable, major and extremely remote, minor and remote.

Most Part 107 drones can support flight times less than one hour due to their limited size. This
limits the exposure time that a Part 107 drone without any manual controls and solely reliant on
waypoint navigation may continue to fly/hover in the event of a GPS dropout. The likelihood that
a GPS dropout or errant GPS information will cause a Part 107 drone operation to wander into the
path of an oncoming aircraft is considered extremely improbable. For most Part 107 drones, the
collision severity will be major or less based on the size of the Part 107 drone. Larger drones with
a hazardous severity rating are less common and so their likelihood is also less at extremely
improbable when flown with the intent to follow Part 107 rules. This rating is informed from an
examination of historical drone collisions with conventional manned aircraft conducted by
ASSURE project A47. This also assumes that there are no manual controls for the remote pilot to
manually fly the drone, and that the drone does not perform an emergency landing when GPS is
lost or becomes unusable. The various severity and likelihood combinations for this risk of a drone
colliding with a manned aircraft due to GPS dropouts or errant GPS information is given a risk
rating of LOW.

It should be noted that the FAA tables are intended to be used by the FAA when considering
changes to the NAS. Since Part 107 operations are already part of the regulatory structure these
drone operations are not a change to the NAS. Part 107 operations occur regularly every day.
However, this Part 107 risk assessment was performed as a reference baseline when considering
future BVLOS operations.

Associated References: (Kos et al. 2010), (Seo, Walter, and Enge 2011)

2.2.2 GPS Dropouts and Beyond Visual line of sight (BVLOS) in rural areas

Severity = 2 Hazardous and Likelihood = D Extremely Remote Risk Level MEDIUM
Beyond visual line of sight (BVLOS) operations are becoming increasingly common and are as
they allow the UAS operator to cover greater distances, reduce human presence in otherwise
dangerous areas, and allow for more cost effective and fewer deployments. However, not having
a LOS to the drone can increase circumstantial risks that can easily disrupt operations such as
deployment in remote areas, obstructions, and cyber threats. Larger distances and the presence of
obstructions or multipath reflections between the UA and its operator can deteriorate the
communication link, lead to propagation delays or complete loss of link, and ultimately lead to
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dropped GPS data. Additionally, these consequences can lead to a cascading effect where there is
reduced situational awareness (SA) for the unmanned agent (UA) and its operator.

Depending on the system design, drones operated Beyond Visual Line of Sight over rural areas
that experience a significant GPS dropout or degradation of GPS information without another
means of navigation may fly into terrain, collide with structures, hover or orbit, perform an
emergency landing, or experience a fly away event. Positional accuracy can change based on the
movement of satellites, multipath, radio line of sight obstructions, atmospherics, and other causes.
The risk of collision with terrain and structures is greatest for drones that are operating beyond
visual line of sight and in close proximity to terrain and structures such as those that are doing
power line, bridge, or tower inspections.

Loss or significant degradation of drone position will also impact the drone’s ability to determine
its own position relative to aircraft transmitting their position via ADS-B messages. A loss or
degradation of drone GPS position is expected to also result in either a large degradation or an
entire loss of capability to avoid ADS-B aircraft if ADS-B receivers are the sole means of aircraft
detection. ADS-B data contains geometric altitude, latitude, longitude, and barometric pressure
information. A loss of GPS positional information frustrates the ability to self-separate based on
geometric altitude, latitude, and longitude. However, some amount of altitude separation may still
be possible based on the barometric information. The ability to self-separate vertically is limited
for drone flight at low altitudes below 400’ AGL due to barometric altitude uncertainties of the
terrain and ground structures, and the barometric uncertainties associated with the drone’s own
altitude and of the intruder aircraft’s altitude.

Loss or significant degradation of drone GPS data is assessed as being within the same order of
magnitude of severity and likelihood as a loss or significant degradation of ADS-B information.
Hence the risk for BVLOS operations in rural areas is assigned a severity rating of Hazardous and
a likelihood rating of Extremely Remote, for an aggregate risk assignment of Medium.

Associated References: (Kamienski and Semanek 2015), (Politi et al. 2021).

2.2.3 GPS Dropouts and BVLOS Operation in Urban Areas

Severity = 1 Catastrophic and Likelihood= C (Remote) Risk Leve! [HlEH

Urban areas are characterized by an abundance of buildings, vehicles, trees, and other
infrastructure that directly contribute to factors such as multipath reflection and obstruction that
attenuate GPS signals and cause GPS dropouts.

GPS interference is a common and probable problem that GNSS can suffer, and various reports of
incidents of this type are available for consulting. Operations within urban environments take place
in concentrated RF environments with high levels of noise, degraded signals, signal reflection, and
other RF issues that could impact navigational operations reliant on GPS signaling. Once a GPS
satellite signal reaches earth, the signal loses strength, making it susceptible to high-power external
signals. GPS availability rates in urban environments range from 30% to 50% due to obstacles
such as buildings that can partially block or reflect the GPS signal before is received by the UAS.
This creates high potential for signal degradation related to multipath, significant signal
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attenuation, masking and can add significant errors to the expected GNSS measurements that are
difficult to account for in real time.

BVLOS drone operations in urban areas are expected to include operations such as package
delivery and various forms of inspection surveillance. Package delivery operations often include
a phase of the flight where the drone either lands or operates in close proximity to the ground to
deliver the package. It is likely that there are people on the ground at the delivery point. The
delivery phase may include flight in close proximity to trees, buildings, poles, wires, and other
collision hazards. The potential for radio line of sight obstruction to satellites is also increased in
this phase of flight. During transit at altitude, the drone may also need to navigate around tall
structures such as radio frequency towers. Collision with a structure while in flight may also
induce a risk to people on the ground.

GPS dropouts and significant GPS position errors are expected to be Frequent occurrences when
considering all BVLOS drone operations over urban areas in the NAS. The likelihood that they
will occur and result in a collision with terrain, wires, or ground structures is given a likelihood of
Probable. Some drone parachute systems do not have sufficient altitude to deploy when colliding
with low altitude structures. The likelihood that a BVLOS drone collision in the NAS operating
over urban areas navigating solely by GPS without additional mitigations collides with an obstacle
and then injures a person on the ground either directly or indirectly (e.g. falling on a road and
becoming a road hazard) is given a likelihood of Remote and a severity of either Major or
Hazardous depending on the size of the drone and its ability to reduce its descent velocity and
impact energy.

Loss or significant degradation of GPS will also result in loss or significant degradation of the
drone to use received ADS-B messages for detect and avoid. This will impact the ability for the
drone to avoid low flying helicopters that may operate over urban areas. Low flying helicopters
include operations such as emergency medical services and helicopter tours that may have multiple
people onboard. For helicopter operations over urban areas, there are fewer places to have an
emergency hard landing that does not endanger others. Without mitigations to address the risk, the
likelihood of a drone collision in the NAS with other aircraft due to a loss or significant degradation
of GPS while in transit is considered to be within the same order of magnitude as the risk category
dealing with loss or significant degradation of ADS-B information for drone BVLOS operations
over urban areas. The severity is Catastrophic due to the potential for multiple fatalities and the
likelihood is Remote, for an overall aggregate risk assignment of High.

Associated References: (Morales and Kassas 2021; Lykou, Moustakas, and Gritzalis 2020; Lagkas
et al. 2018; Gupta, Jain, and Vaszkun 2016), (Couturier and Akhloufi 2020), (Spanik et al., 2017),
(Tongleamnak & Nagai, 2017), (Heng et al., 2015), (Bijjahalli et al. 2019)

2.2.4 GPS Dropouts and BVLOS Operation in Airspace Near Airports
Severity = 1 Catastrophic and Probability = C (Remote) using the ATO SMS Manual Risk
Level [ll8 on ATO SMS Risk Matrix

BVLOS flight near airports below 400’ AGL and under the Facility Map Altitudes is likely to
include flight over people. Operations may include infrastructure inspection, package delivery
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from a distribution hub next to the airport, airport perimeter monitoring and security, and other
operations.

Quantifying a Catastrophic severity outcome largely depends on several factors such as the
type/size of aircraft, number of people onboard, and distance to/from the airport location (rural vs.
urban). For example, manned aircraft operating near airports located in urban areas will have a
Catastrophic outcome both onboard as well as on the ground. On the other hand, for airports
located away from densely populated areas, the ground fatalities are lesser. A collision with a
manned aircraft is therefore assumed to be Catastrophic.

The event likelihood of a BVLOS drone flying near an airport experiencing a loss of GPS or
significant degradation of GPS signals is expected to be Frequent when considering all similar
operations across the NAS. Air traffic density near airports is also higher than in other portions of
the NAS. Drones that use GPS information for navigation can often detect when there is a dropout
or when there is reduced positional accuracy due to fewer satellite signals being received.
Common mitigations may be to hover, descend to a lower altitude based on the best position
information available, perform an emergency landing, or have the remote pilot take manual control
and fly using camera imagery if available. Because this risk assessment assumes that GPS might
be the sole means of navigation in order to assess the risk and determine navigation requirements,
this risk assessment assumes that camera imagery may not always be available for ad hoc
emergency navigation.

For conditions where the drone remains airborne when experiencing a GPS dropout or significantly
erroneous position information, the likelihood is expected to be on the same order of magnitude
as the associated ADS-B risk category for BVLOS operations near airports. The likelihood for
this is Remote.

If the drone solely navigates using received GPS signals and there is a dropout or significant
degradation in the accuracy of position signals without mitigations, then the drone may wander
into areas that are no longer under the UAS Facility Map Altitudes. The drone would no longer
be wholly contained within the UAS Facility Map Altitudes which would then trigger the use of
the ATO SMS Manual instead of the risk tables in 8040.6. In this case the severity would remain
as Catastrophic and the Likelihood is estimated to be Remote when considering all similar BVLOS
operations across the NAS. It should be noted that a Catastrophic and Remote assignment using
the ATO SMS Manual is deeper into the Red High section of a risk matrix, than the same
Catastrophic and Remote assignment using risk matrix found in the appendix to Order 8040.6.

Associated References: (Sedjelmaci, Senouci, and Messous 2016; Sedjelmaci, Senouci, and
Ansari 2017; Cui et al. 2016; Morales and Kassas 2021; Souli, Kolios, and Ellinas 2020), (L1,
2009), (Aquino et al. 2009), (Park et al. 2017)

2-3 ADS-B Signal Jamming Risk Classes

Unintentional and non-malicious interference is covered under the dropout and erroneous data risk
assessments for both GPS and ADS-B risk focus areas. For the ADS-B signal Jamming Risk
Classes, jamming is defined as the intentional and illegal process of interfering and blocking radio
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communications using frequency transmitting devices at the same working frequency as the target
device. Both GPS and ADS-B technology functionalities are based on RF transmission, making
these devices vulnerable to jamming effects. A jamming intervention may introduce noise to the
main signal which can introduce inaccuracies, or even block and replace the desired data with the
jamming signal. (Yu et al. 2012) (Leonardi and Piracci 2018).

Devices utilizing ADS-B In receive information about the transmitting aircraft’s location. If one
component is jammed, the effect can compound onto the other. Examples include: (McCallie et al.
2011)

This section focuses on the risks of ADS-B jamming, while acknowledging the relationship
between GPS and ADS-B signals, when applicable.

2.3.1 ADS-B Jamming of Part 107 operations
Severity =5 (Minimal) and Probability = E Extremely Improbable Risk Level EOW

Part 107 operations are not solely reliant on ADS-B messages to keep the drone separated from
ADS-B Out equipped aircrafts, since a visual line of sight is required with the UAS. Therefore,
the successful jamming of ADS-B messages does not guarantee the conditions for a critical failure
or collision to occur. In addition, Part 107 operators are not required to receive ADS-B
information, and hence the impact of ADS-B jamming that results in dropouts or errant information
is extremely improbable. Because most Part 107 operators do not use ADS-B information, the
likelihood that ADS-B jamming will impact Part 107 operations even in a minimal way is
estimated to be Extremely Improbable which is one rating below ADS-B dropouts. ADS-B
jamming is expected to be significantly more rare than ADS-B dropouts.

The primary negative impact that is expected to occur is a potentially temporary and soft
distraction from monitoring the airspace if the Remote Pilot attempts to troubleshoot their ADS-B
receiver. The Part 107 operator is required to visually monitor the airspace regardless of whether
their ADS-B receiver may be experiencing difficulties in tracking aircraft. This qualitative
likelihood is a combination of the number of Part 107 operations that may optionally choose to
receive ADS-B information and the simultaneous chance that the drone encounters a manned
aircraft and that there is also an ADS-B jamming event.

It should be noted that the FAA tables are intended to be used by the FAA when considering
changes to the NAS. Since Part 107 operations are already part of the regulatory structure these
drone operations are not a change to the NAS. Part 107 operations occur regularly every day.
However, this Part 107 risk assessment was performed as a reference baseline when considering
future BVLOS operations.

2.3.2 ADS-B Jamming of Beyond Visual line of sight (BVLOS) over Rural Areas
Severity = Hazardous and Probability = E Extremely Improbable Risk Level EOW

ADS-B technology has an air-to-air component and an air-to-ground aspect. Both depend on GPS
availability, meaning that any problem presented in the GPS system of an airborne unit (manned
aviation or drone) will be propagated via the ADS-B signal. ADS-B technology uses GPS data for
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self-localization of the airborne unit, which is then broadcasted (ADS-B OUT) to other airspace
receivers (ADS-B IN) for traffic information, and also to ground stations to feed into the airspace
sitation servers (proprietary systems or public dashboards as Flightradar24). For this risk
assessment we assume that the GPS signals are authentic, but that the ADS-B signals are being
jammed. The treatment of jammed GPS signals is a separate focus area.

The historical data from manned aircraft operations indicate a very low risk for potential jamming
of ADS-B signals to occur whereas ADS-B signal dropout is more commonly caused by
environmental or infrastructure interference than jamming. However, the severity of an intentional
ADS-B Jamming event may vary based on the malicious motivation. At the extreme it may
contribute to a mid-air collision.

While there is the potential for a jamming event to result in the drone colliding with a manned
aircraft, the conditions for a mid-air collision geometry would first need to exist before the
jamming event. Due to remote possibility of these conditions, the likelihood of ADS-B Jamming
contributing to a collision is considered extremely improbable. It is also assigned this likelihood
rating because ADS-B Jamming events are expected to be much rarer than naturally occurring
ADS-B dropouts.

Associated References: (Purton et al. 2010)
2.3.3 ADS-B Jamming of BVLOS Operations over Urban Areas
Severity = Catastrophic and Likelihood = Extremely Improbable Risk Level MEDIUM

The same rational used to assign the severity for ADS-B jamming events is used for both rural and
urban areas. However the severity increases from Hazardous to Catastrophic to account for the
increased severity of a mid-air collision due to the increased chance that multiple people are
onboard the aircraft.

Jamming the ADS-B signal will interfere with the ability for drones to detect and avoid manned
aircraft thereby causing drone operations to cease if detected. It may also create unsafe conditions
for manned aircraft to operate until the airspace has been cleared of BVLOS drones, if ADS-B
signals are their sole surveillance source for drones to detect other aircraft.

Urban environments are likely to have greater concentrations of both manned and unmanned
aircraft than rural areas. They are also likely to be more attractive targets for malicious actors.
Hence, the likelihood for ADS-B jamming in urban areas is assigned one rating higher than ADS-
B jamming over rural areas. The likelihood assignment is still considered Extremely Improbable
since the chances that an ADS-B jamming event would occur simultaneously with aircraft being
on a collision trajectory.

Associated References: (Purton et al. 2010), (Schéfer, Lenders, and Martinovic 2013).

2.3.4 ADS-B Jamming of BVLOS Operations Near Airports

Severity = Catastrophic 1 and Likelihood = Extremely Remote Risk Level [{li@ll on ATO
SMS Risk Matrix
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Airports operate under rigorous security precautions where tracking each individual object within
or near airspace is standard and essential to prevent any type of fatal failure. Since airports often
provide an architecture for ADS-B communication with strong levels of security, a jamming attack
or occurrence in close vicinities of airports is assumed to be rare. Operations of UAVS near airports
can be dangerous and pose a high risk, due to the higher density of airspace utilization. ADS-B
jamming incidents may cause unintentional navigation failures that could impact both manned and
unmanned aviation in the area.

BVLOS drone operations near airports may include infrastructure inspection, package delivery
from a distribution hub next to the airport, airport perimeter monitoring and security, and other
operations. Drone flights near airports are likely to encounter aircrafts with multiple passengers
onboard. A collision resulting from an inability to detect and avoid because of ADS-B jamming is
assigned a Catastrophic severity rating. Airports are areas of concentrated traffic. Flying below
400 feet AGL and flying below the Facility Map Altitudes helps to keep BVLOS drones separated
from manned air traffic. The Facility Map Altitudes help to constrain drone encounters in this
high air traffic airspace. While the rate of encounters when operating near airports is expected to
be higher than when operating over urban areas due to increased traffic, the Likelihood rating is
assumed to remain within the same order of magnitude as with operations over urban areas. Hence
a likelihood rating of Extremely Remote is assigned without additional mitigations beyond the
Facility Map Altitudes.

Based on the legal ramifications as a deterrance to jamming ADS-B signals near an airport, the
likelihood is Extremely Remote. The same severity as other jamming events for drone operations
in urban and rural environments is used and is assigned a rating of Major. While an ADS-B
Jamming event would likely impact operations at the airport independent of the drone BVLOS
operation and be assigned a Hazardous rating due to disruption of airport operations, this risk
assessment is focused on severity outcomes that involve the drone.

Associated References: (Darabseh, Bitsikas, and Tedongmo 2019)

2-4 GPS Signal Jamming Risk Classes

Jamming is the process of interfering and blocking radio communications using frequency
transmitting devices at the same working frequency as the target device. The jamming transmission
introduces interference noise to the target signal which can introduce inaccuracies or cause the
signal to dropout entirely. GPS functionality is based on RF transmission, making UAV operations
vulnerable to jamming effects. (Yu et al. 2012) (Leonardi and Piracci 2018).

GPS jamming methods are low-cost and increasingly accessible to the general public, introducing
increased potential for jamming occurrences to impact GPS-informed navigation in UAV
operations. For instance, UAV operations within urban areas take place in concentrated RF
environments with high levels of noise, degraded signals, signal reflection, and other RF issues,
disrupting operations relying on location and position determination using GPS signaling, and
therefore impacting ADS-B effectiveness.
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GPS jamming events that impact one or more drone operations in the NAS is expected to be a
frequent event. However, this does not mean that the outcomes listed in the severity tables will be
experienced frequently, but at a likelihood less than frequent.

2.4.1 GPS Jamming of Part 107 operations
Severity = Various and Likelihood = Various Risk Level LOW

Part 107 operations represent a regulated and controlled flight environment. However, diverse
types of failures are possible, including jamming events. For example, waypoint navigation, which
relies on GPS functionality, is a common piloting mode in Part 107 operations. Certain GPS signal
jamming events may occur in controlled scenarios for research purposes, and uncontrolled cases
such as magnetic interference with high-power infrastructures, if present. However, jamming
events represent a minimum risk in this type of environment since there exists a visual line of sight
with the aircraft and commonlyan ability to manually control the aircraft in the case of a jamming
event.

Based on ASSURE project A50 drone statistics the most commonly flown drones are under 2 kg.
While some Part 107 drone operations can be flown using GPS waypoints, it is assumed that the
majority of Part 107 drones can also be flown manually. This combined with visual monitoring
of the drone and the many operating restrictions placed on Part 107 operations serve to mitigate
the potential effects of a GPS dropout and erroneous GPS information. Some Part 107 drones also
have features that will cause the drone to hover/orbit until GPS is reacquired or becomes usable
again. Other Part 107 drones may perform an emergency landing. For Part 107 drones that can
only be flown by waypoint and do not have these emergency features, the drone could potentially
wander until it is flying over people and then potentially fall on them if other variables like loss of
power come into play. This severity may be minor, major, or hazardous depending on the size of
the Part 107 drone. A hazardous severity is expected to be less common since heavier drones
operated under Part 107 are not as common as lighter drones. There are also additional
requirements for heavier drones to operate over people contained in the FAA’s “Operations of
Small Unmanned Aircraft Systems Over People” final rule. All combinations of severity and
likelihood based on drone weight are expected to result in a LOW risk rating (hazardous and
extremely remote, major and remote, minor and probable.

Most Part 107 drones can support flight times less than one hour due to their limited size. This
limits the exposure time that a Part 107 drone without any manual controls and solely reliant on
waypoint navigation may continue to fly/hover in the event of a GPS dropout. The likelihood that
a GPS dropout or errant GPS information will cause a Part 107 drone operation to wander into the
path of an oncoming aircraft is considered extremely improbable. For most Part 107 drones, the
collision severity will be major or less based on the size of the Part 107 drone. Larger drones with
a hazardous severity rating are less common and so their likelihood is also less at extremely
improbable when flown with the intent to follow Part 107 rules. This rating is informed from an
examination of historical drone collisions with conventional manned aircraft conducted by
ASSURE project A47. This also assumes that there are no manual controls for the remote pilot to
manually fly the drone, and that the drone does not perform an emergency landing when GPS is
lost or becomes unusable. All combinations of severity and likelihood based on drone weight are
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expected to result in a LOW risk rating (hazardous and extremely improbable, major and extremely
remote, minor and remote.

It should be noted that the FAA tables are intended to be used by the FAA when considering
changes to the NAS. Since Part 107 operations are already part of the regulatory structure these
drone operations are not a change to the NAS. Part 107 operations occur regularly every day.
However, this Part 107 risk assessment was performed as a reference baseline when considering
future BVLOS operations.

Associated References: (Kerns et al. 2014), (Yu et al. 2012), (Leonardi and Piracci 2018),
(Darabseh, Bitsikas, and Tedongmo 2019), (Cuntz et al. 2012), (Fadaei, 2016), (Aghadadashfam
et al., 2020), (Li 2009), (Medina et al., 2019)

2.4.2 GPS Jamming of Beyond Visual line of sight (BVLOS) over rural areas
Severity = 2 Hazardous and Likelihood = D Extremely Improbable Risk Level EOW

The risk involved in the loss of control of UAS due to GPS signal jamming increases in BVLOS
operating conditions, and is dependent on the surrounding environment of flight operations.

Depending on the system design, drones operated Beyond Visual Line of Sight over rural areas
that experience GPS jamming without another means of navigation may fly into terrain, collide
with structures, hover or orbit, perform an emergency landing, or experience a fly away event.
The risk of collision with terrain and structures is greatest for drones that are operating beyond
visual line of sight and in close proximity to terrain and structures such as those that are doing
power line, bridge, or tower inspections.

Many of these end outcomes that may destroy the drone but do not injure 3' parties are not listed
in the FAA 8040.6 severity table. However that does not mean that they aren’t significant. Title
49 of the Code of Federal Regulations (CFR) Part 830.2 defines an unmanned aircraft accident as
one that results in death, serious injury, or where the aircraft has a maximum gross takeoff weight
of 300 pounds or greater and sustains substantial damage. FAA order 8020.11D includes a
definition of aircraft accident that is specific to small unmanned aircraft where a small unmanned
aircraft accident is defined by serious injury or greater harm or damage to property other than the
small unmanned aircraft that exceeds $500.

Jamming GPS signals will also impact the drone’s ability to determine its own position relative to
aircraft transmitting their position via ADS-B messages. A loss or degradation of drone GPS
position is expected to also result in either a large degradation or an entire loss of capability to
avoid ADS-B aircraft if ADS-B receivers are the sole means of aircraft detection. ADS-B data
contains geometric altitude, latitude, longitude, and barometric pressure information. A loss of
GPS positional information frustrates the ability to self-separate based on geometric altitude,
latitude, and longitude. However, some amount of altitude separation may still be possible based
on the barometric information. The ability to self-separate vertically is limited for drone flight at
low altitudes below 400 AGL due to barometric altitude uncertainties of the terrain and ground
structures, and the barometric uncertainties associated with the drone’s own altitude and of the
intruder aircraft’s altitude.
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While there is the potential for a GPS jamming event to contribute to a drone colliding with a
manned aircraft, GPS jamming by itself does not cause a mid-air collision. Jamming removes a
mitigation layer that helps to prevent mid-air collisions. The chance conditions that lead to a mid-
air collision also need to exist to include an encounter between aircraft that are on a collision
geometry. For a localized area of operations below 400 feet AGL in a rural environment, the
chance that a drone and a manned aircraft are on a collision trajectory is expected to often be less
than once in 100,000 flight hours. This presents few opportunities for a malicious actor to jam
local GPS signals at the right moment in order to create the conditions that lead to a mid-air
collision.

GPS jamming that impacts drone operations is assessed as being significantly less frequent than
an unintentional loss or significant degradation of GPS information. Hence the GPS jamming risk
for BVLOS operations in rural areas is assigned a severity rating of Hazardous and a likelihood
rating of Extremely Improbable, for an aggregate risk assignment of Low.

Associated References: (Strimpfel et al. 2020), (L. T. Hsu 2018), (Costin and Francillon 2014),
(Yu et al. 2012), (Leonardi and Piracci 2018), (I. I. Alexeev et al. 2001), (Igor I. Alexeev et al.
2003), (La Cour-Harbo, 2017), (Dolph et al. 2017)

2.4.3 GPS Jamming of BVLOS Operations over Urban Areas
Severity = 1 Catastrophic _and Likelihood = C Extremely Remote Risk Level MEDIUM -

BVLOS drone operations in urban areas are expected to include operations such as package
delivery and various forms of inspection surveillance. Package delivery operations often include
a phase of the flight where the drone either lands or operates in close proximity to the ground to
deliver the package. It is likely that there are people on the ground at the delivery point. The
delivery phase may include flight in close proximity to trees, buildings, poles, wires, and other
collision hazards. The potential for radio line of sight obstruction to satellites is also increased in
this phase of flight. During transit at altitude, the drone may also need to navigate around tall
structures such as radio frequency towers. Collision with a structure while in flight may also
induce a risk to people on the ground.

GPS jamming events are expected to be Frequent occurrences when considering all BVLOS drone
operations over urban areas in the NAS. The likelihood that one of the tens of thousands of urban
BVLOS drones will experience a jamming event that causes it to collide with terrain, wires, or
ground structures is given a likelihood of Extremely Remote which is one rating less than GPS
dropouts which are likely to be more frequent than jamming events.

Some drone parachute systems do not have sufficient altitude to deploy when colliding with low
altitude structures. The likelihood that a BVLOS drone collision in the NAS operating over urban
areas navigating solely by GPS without additional mitigations collides with an obstacle and then
injures a person on the ground either directly or indirectly (e.g. falling on a road and becoming a
road hazard) is given a likelihood of Extremely Remote and a severity of either Major or Hazardous
depending on the size of the drone and its ability to reduce its descent velocity and impact energy.
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GPS jamming will also result in loss or significant degradation of the drone to use received ADS-
B messages for detect and avoid. This will impact the ability for the drone to avoid low flying
helicopters that may operate over urban areas. Low flying helicopters include operations such as
emergency medical services and helicopter tours that may have multiple people onboard. For
helicopter operations over urban areas, there are fewer places to have an emergency hard landing
that does not endanger others. Without mitigations to address the risk of the drone losing its ability
to detect and avoid, the likelihood of a drone collision in the NAS with other aircraft due to GPS
jamming while in transit is considered to be less likely than the risks dealing with non-malicious
GPS dropouts and errant GPS positional information. The severity is Catastrophic due to the
potential for multiple fatalities if a collision occurs and the likelihood that a collision occurs is
Extremely Remote, for an overall aggregate risk assignment of Medium-High.

Associated References: (L. T. Hsu 2018), (Costin and Francillon 2014), (Yu et al. 2012),
(Leonardi and Piracci 2018), (Rufa and Atkins 2016), (Balamurugan, Valarmathi, and Naidu
2017), (Chao, Gu, and Napolitano 2013), (Rhudy et al. 2015), (Causa, Fasano, and Grassi 2018),
(Fadaei, 2016), (Aghadadashfam et al., 2020), (Li 2009), (Medina et al., 2019), (Van den Bergh
and Pollin, 2019)

2.4.4 GPS Jamming of BVLOS Operations Near Airports

Severity = 1 Catastrophic and Likelihood = (D Extremely Remote) Risk Level [l on ATO
SMS Table

Airports operate under rigorous security precautions and provide the required infrastructure for
systems like ADS-B to work properly, as well as facilitating the GPS communication links
between vehicles and satellites. This reduces the probability of occurrence of such events in an
environment that represents elevated risk.

Intentional interference causes GNSS signal interference or jamming that are either deliberately
coordinated attacks or people using personal radio jammers, known as Personal Privacy Devices
(PPDs). Jamming incidents using PPD are more frequent and common than the coordinated
attacks. Hundreds of jamming events have occurred at Newark Airport using PPDs since 2009.
According to experimental research by Stanisak et al. (2016), there were hundreds of interference
events detected near Braunschweig airport, and 14% of the detected events were high-priority,
high-signal-power events leading significant impact on GNSS receivers. Although airports
equipped with terrestrial navigation infrastructure (VOR/DEM, ILS) may not be affected by the
GNSS interferences for their operation, more research and technical measures are recommended
to minimize the risk on air and land transport operation and critical infrastructure. Still, although
many studies state that the impact of GNSS jamming to ATC operations in the airport area is minor
because of the ADS-B and other guidance systems, it is this team’s opinion that they are not
generally in situations where sUAS operations disrupt airport operations.

BVLOS flight near airports below 400 AGL and under the Facility Map Altitudes is likely to
include flight over people. Operations may include infrastructure inspection, package delivery
from a distribution hub next to the airport, airport perimeter monitoring and security, and other
operations.
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Manned aircraft operating near airports are likely to have multiple persons on board. A collision
with a manned aircraft is therefore assumed to be Catastrophic.

The event likelihood of a BVLOS drone flying near an airport experiencing a loss of GPS or
significant degradation of GPS signals is expected to be Frequent when considering all similar
operations across the NAS. Air traffic density near airports is also higher than in other portions of
the NAS. Many drones can detect when GPS signals are lost or degraded. If they do not have an
alternate means of navigation, they may hover or perform an emergency landing if they are able
to do so. For conditions where the drone remains airborne when experiencing a GPS jamming
event, the frequency of event is expected to be less than the rate at which non-malicious GPS
dropouts and significantly errant GPS position data occur. A likelihood of Extremely Remote is
assigned to the simultaneous occurrence of a GPS jamming event where there is a collision
trajectory with a manned aircraft and the drone remains airborne or experiences a fly away rather
than descending to a lower altitude or landing and the remote pilot does not have the capability to
manually fly the drone remotely with the aid of cameras or other means of navigation.

If the drone solely navigates using received GPS signals and there is a dropout or significant
degradation in the accuracy of position signals without mitigations, then the drone may wander
into areas that are no longer under the UAS Facility Map Altitudes. If GPS signals are jammed,
then the drone may not have the information to be able to form avoidance decisions that involve
lateral avoidance maneuvers. If the drone wanders, it may no longer be wholly contained within
the UAS Facility Map Altitudes which would then trigger the use of the ATO SMS Manual instead
of the risk tables in 8040.6. The severity is Catastrophic and the Likelihood is estimated to be
Extremely Remote when considering all similar BVLOS operations across the NAS. Extremely
Remote is also one likelihood rating less than GPS dropouts from non-malicious causes. GPS
jamming is expected to occur much less often than GPS dropouts. It should be noted that a
Catastrophic and Extremely Remote assignment using the ATO SMS Manual is deeper into the
Red High section of a risk matrix, than the same Catastrophic and Extremely Remote assignment
using risk matrix found in the appendix to Order 8040.6.

BVLOS drone operations near airports may include infrastructure inspection, package delivery
from a distribution hub next to the airport, airport perimeter monitoring and security, and other
operations. Drone flights near airports are likely to encounter aircraft with multiple passengers
onboard. A collision resulting from an inability to detect and avoid because of ADS-B jamming is
assigned a Catastrophic severity rating. Airports are areas of concentrated traffic. Flying below
400 feet AGL and flying below the Facility Map Altitudes helps to keep BVLOS drones separated
from manned air traffic. The Facility Map Altitudes help to constrain drone encounters in this
high air traffic airspace. While the rate of encounters when operating near airports is expected to
be higher than when operating over urban areas due to increased traffic, the Likelihood rating is
assumed to remain within the same order of magnitude as with operations over urban areas. Hence
a likelihood rating of Remote is assigned without additional mitigations beyond the Facility Map
Altitudes.

Based on deterrance for jamming ADS-B signals, the likelihood is Remote. The same severity as
other jamming events for drone operations in urban and rural environments is used and is assigned

25



a rating of Major. While an ADS-B Jamming event would likely impact operations at the airport
independent of the drone BVLOS operation and be assigned a Hazardous rating due to disruption
of airport operations, this risk assessment is focused on severity outcomes that involve the drone.

Associated References: (L. T. Hsu 2018), (Costin and Francillon 2014), (Yu et al. 2012), (Leonardi
and Piracci 2018), (Rufa and Atkins 2016), (Balamurugan, Valarmathi, and Naidu 2017), (Chao,
Gu, and Napolitano 2013), (Rhudy et al. 2015), (Causa, Fasano, and Grassi 2018), (Andrej Novak
et al., 2020), (Stanisak et al., 2016), (Novak et al., 2019), (Li, 2009)

2-5 ADS-B Signal Spoofing Risk Classes

The definition of spoofing is a cyber-weapon attack that generates false signals to replace valid
ones. Spoofing is intentionally malicious. It requires greater sophistication and technical
capability than Jamming. Hence, spoofing also requires greater dedication and likely involves
greater malicious intent than jamming. Spoofing may be paired with other cyber attacks and other
malicious acts to achieve the goals of the bad actor. Spoofing is an attempt to disrupt aircraft
operations or cause the drone to behave in a certain way. Spoofing attacks may be associated with
forms of cyber hijacking to attempt to force avoidance maneuvers to control the drone for
malicious purposes which may be catastrophic in nature. Spoofing attacks may also saturate the
air picture with false targets thereby disrupting drone operations or causing unintended aircraft
avoidance behavior. This risk assessment assumes that ADS-B is the sole technology used for
drones to detect and avoid ADS-B equipped aircraft when operating BVLOS. Drones do not have
an onboard pilot to counter act spoofed ADS-B signals by using see-and-avoid. RTCA industry
standards require that large drone Detect and Avoid systems have a means to validate ADS-B
signals to detect potential false ADS-B targets. Industry standards for smaller drones to validate
ADS-B signals do not yet exist and a focus of this research effort is to determine whether ADS-B
validation is needed as a means to counter ADS-B spoofing attacks and if so, the degree of
mitigation that may be acceptable.

An ASTM industry BVLOS group created a whitepaper suggesting that ADS-B validation is not
needed because of the reduced risk that small drones pose as compared to larger drones addressed
in RTCA standards. Important to note is that highly automated small drones may be more
susceptible to ADS-B spoofing attacks than drones flown with a pilot in the loop who can monitor
system behavior and oddities in the air picture. Large swarms of small drones that are under an
ADS-B spoofing attack may also present larger severity outcomes than if there is a ratio of one
small drone to one remote pilot. It is assumed that a bad actor that can spoof ADS-B signals also
has the technical capacity to perform wide area ADS-B jamming, or jam the signals associated
with a specific aircraft.

Section 2-5 deals with the direct spoofing of ADS-B messages and ADS-B frequencies rather than
indirect spoofing via GPS signals and frequencies. ADS-B is dependent on GPS signals for
location information. The spoofing of GPS signals is covered in Section 2-6 and that section
covers the secondary effects that spoofed GPS signals may have on ADS-B messages.

Associated References: (Humphrees and e 2008)(Tippenhauer and etal 2011) (Tippenhauer &
et.al, 2011)
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2.5.1 Spoofing ADS-B used in Part 107 operations (Represents Best Case Scenario with low
Severity levels for spoofing threats)

Severity = 5 Minimal and Likelihood = E Extremely Improbable Risk Level LOW

Because of limited airspace operations and licensing requirements, spoofing threats primarily
occur via researcher experimentation, amateur and testing labs. Spoofing attacks are usually single
sourced and may use Software Defined Radio (SDR) implementations. (Eichelberger, Robust
Global Localization using GPS and Aircraft Signals, 2019) There is little at stake since the operator
is in direct contact and control of aircraft if a spoofing event occurred. Part 107 operations
represent low risk (Minimum Acceptable Risk). Normal safety precautions are recommended.

Because Part 107 operations require visual means of separation and are not solely reliant on ADS-
B messages for keeping the drone separated from ADS-B equipped aircraft, the intentional
spoofing of ADS-B messages does not result in a critical failure for keeping the drone separated
from other aircraft. Part 107 operators are not required to receive ADS-B information, and hence
the impact of ADS-B spoofing that results in dropouts or errant information is minimal. Because
most Part 107 operators do not use ADS-B information, the likelihood that ADS-B spoofing will
impact Part 107 operations even in a minimal way when the information may be useful for
enhanced situational awareness is estimated to not be significant. The primary negative impact
that is expected to occur is a potentially temporary and soft distraction from monitoring the
airspace if the Remote Pilot attempts to troubleshoot their ADS-B receiver. The Part 107 operator
is required to visually monitor the airspace regardless of whether their ADS-B receiver may be
experiencing difficulties in tracking aircraft. This qualitative likelihood is a combination of the
number of Part 107 operations that may optionally choose to receive ADS-B information and the
simultaneous chance that the drone encounters a manned aircraft and that there is also an ADS-B
spoofing event.

It should be noted that the FAA tables are intended to be used by the FAA when considering
changes to the NAS. Since Part 107 operations are already part of the regulatory structure these
drone operations are not a change to the NAS. Part 107 operations occur regularly every day.
However, this Part 107 risk assessment was performed as a reference baseline when considering
future BVLOS operations.

Associated References: (R. Nichols and al. 2020; M. L. Psiaki and Humphreys 2016; Randall K.
Nichols et al. 2019; Ochin and Lrmieszewski 2021; Ng and Gao 2016; Warner and Johnson 2002)

2.5.2 Spoofing ADS-B for Drone BVLOS Operations over Rural Areas (Represents increase
spoofing threats and higher Severity risk level without loss of life)

Severity = HAZARDOUS and Likelihood = Extremely Remote Risk Level MEDIUM
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Because the UAS is not limited to a specified flying space and may cross beyond the visual
horizon, BVLOS represents an elevated UAS spoofing threat and risk. Severity varies depending
on the malicious actors intentions.

If the drone is solely reliant on received ADS-B messages to detect and avoid other aircraft, then
false ADS-B signals could be used to influence the drone’s flight by forcing avoidance maneuvers.
This may cause the drone to fly above crowds until its power reserves are exhausted, fly towards
urban areas and airports, fly into sensitive critical infrastructure, or any number of malicious acts.
The worst credible/reasonable outcome is assessed as aligning with a Hazardous severity rating. It
is expected that many BVLOS systems will have geofencing and keepout zones that make it
difficult for the drone to cause multiple fatalities required for a Catastrophic rating.

Another potential threat is to law enforcement and emergency response operations. Effective
spoofing in this class causes civil, emergency response, or law enforcement drones to disrupt law
enforcement and emergency response missions.

Associated References: (Khan, Mohsin, and Igbal 2021; Randall K. Nichols et al. 2020; 2019;
Ochin and Lrmieszewski 2021; Moncayo, Yanke, and Yuetong 2020; Eichelberger 2019; 1.C.A.O.
2021; Schmidt and al 2016; Ng and Gao 2016)

2.5.3 Spoofing ADS-B for Drone BVLOS Operations over Urban Areas (Represents a
difficult case for mitigating spoofing threats with increased potential of harm)

Severity = Catastrophic and Probability = Extremely Improbable Risk Level

MEDIUM/EIGH

Urban area operations represent increased severity of consequences. Humans and equipment are
at risk. Spoofing incidents present serious difficulties in detection of the single or multiple spoofer
antennas. The worst credible/reasonable outcomes includes a spoofing attack that forces the drone
to avoid illusionary targets. Severity outcomes may include damage to property, failure of law
enforcement and emergency responder missions, and multiple fatalities. False ADS-B targets may
cause the drone to perform false avoidance maneuvers and create the conditions of a potential mid-
air collision with low flying aircraft with multiple persons onboard. Hence, the severity rating is
catastrophic.

Another potential threat is to law enforcement and emergency response operations. Effective
spoofing in this class causes civil, emergency response, or law enforcement drones to disrupt law
enforcement and emergency response missions.

Associated References: (Khan, Mohsin, and Igbal 2021; Jovanovic and Botteron 2014; e a Ali
2014; Closas and al. 2007; Warner and Johnston 2003; Eichelberger 2019; Eichelberger and
Tanner 2017; Bissig and Wattenhoffer 2017; M. Psiaki and al. 2013; Randall K. Nichols et al.
2020)

2.5.4 Spoofing ADS-B for Drone BVLOS Operations Near Airports (Represents the Worst-
Case spoofing scenario with highest Severity and potential loss of life)
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Severity = 1 Catastrophic) and Probability = Extremely Remote Risk Level [Hili8ll on ATO
SMS Risk Matrix

Near airports represents the worst-case scenario with the highest severity and likelihood
probability among ADS-B spoofing events. Likelihood is higher than other ADS-B spoofing
scenarios because of potential as a prime target for terrorist activities if there are not adequate
ADS-B spoofing mitigations. . These present serious risk / consequences to human life and death
with the potential for multiple fatalities. All of the potential severity outcomes associated with the
ADS-B spoofing over urban areas are also present with operations near airports.

ADS-B spoofing may cause the drone to fly towards other low flying aircraft with multiple people
on board. Successful spoofing incidents near airports represent unacceptable risk and must be
mitigated to medium or low to prevent aircraft disasters and heavy equipment damage. Further,
research and global tracking of terrorist activities suggest that airports are prime targets for cyber-
attacks. These spoofing attacks are generally quite sophisticated. They can be launched from
multiple sources, mobile carriers, coordinated power levels and timing based on publicly available
data and Commercial Off-The- Shelf (COTS) devices. They are generally preceded by jamming
to disrupt the normal signal differentiation. Floating landing strips (aircraft carriers) represent an
interesting and particularly rich target for spoofing navigation and control systems, which are
beyond the scope of the current project, but may offer helpful information and insight. Civilian
airport operations show a similar threat trajectory. At stake are passenger aircraft, tower facilities,
ground personnel. Spoofing drones near airports carries with it serious consequences and liability.

Another potential threat is to law enforcement and emergency response operations. Effective
spoofing in this class causes civil, emergency response, or law enforcement drones to disrupt law
enforcement and emergency response missions.

Associated References: (Eichelberger 2019; Randall K. Nichols et al. 2020; Bissig and
Wattenhoffer 2017; Haider and Khalid 2016; Madhani and al. 2003; Kuhn 2015)

2-6 GPS Signal Spoofing Risk Classes

GPS spoofing is an attack to provide false information to GPS receivers by broadcasting
counterfeit signals similar to original GPS signal or by recording original GPS signal captured
somewhere else in some other time and then retransmitting the signal. The spoofing attack causes
GPS receivers to provide the wrong information about position and time.

Near airports represents the worst-case scenario with the highest severity and likelihood
probability. There are significant globally reports of UAS and other aircraft spoofing incidents.
These present serious risk / consequences to human life and death. Successful spoofing incidents
near airports represent unacceptable risk and must be mitigated to medium or low to prevent
aircraft disasters and heavy equipment damage. Further, research and global tracking of terrorist
activities suggest that airports are prime targets for cyber-attacks. These spoofing attacks are
generally quite sophisticated. They can be launched from multiple sources, mobile carriers,
coordinated power levels and timing based on publicly available data and Commercial Off-The-

29



Shelf (COTS) devices. They are generally preceded by jamming to disrupt the normal signal
differentiation. Floating landing strips (aircraft carriers) represent an interesting and particularly
rich target for spoofing navigation and control systems, which are beyond the scope of the current
project, but may offer helpful information and insight. Civilian airport operations show a similar
threat trajectory. At stake are passenger aircraft, tower facilities, ground personnel. Spoofing
drones near airports carries with it serious consequences and liability.

A bad actor that has the ability to spoof GPS signals also has the technical capacity to perform
wide area GPS jamming. They may also have the technical capacity to perform localized jamming
or spoofing on a specific aircraft. Successful spoofing of GPS signals is considered more
technically challenging than spoofing of ADS-B signals. However, due to the availability of GPS
jammers and spoofers, and the number of non-aviation systems that can be affected by GPS
spoofing as compared to ADS-B spoofing that only affects aviation systems, GPS spoofing is more
prevalent in the literature and is reported more often than ADS-B spoofing.

A drone that is solely reliant on GPS signals for navigation is susceptible to GPS spoofing. False
GPS signals may cause a loss of ability for the remote pilot to navigate the aircraft. False GPS
positions may cause the drone to cross geofence boundaries, fly into keep out zones, fly over
groups of people, fly towards critical infrastructure, fly towards other air traffic, and so on.

Because an aircraft’s GPS position is used to create an ADS-B Out message, spoofed GPS position
data on a manned aircraft will make its way into the ADS-B messages that are transmitted. Other
airspace users (including drones) that receive the transmitted ADS-B message will have false
position information on the manned aircraft.

Associated References: (Humphrees and e 2008)(Tippenhauer and etal 2011) (Tippenhauer &
et.al, 2011)

2.6.1 Spoofing GPS used in Part 107 operations (Represents Best Case Scenario with low
Severity levels for spoofing threats)

Severity = Various and Likelihood = Various Risk Level LOW

For Part 107 operations, the operator is in direct visual contact and control of the aircraft. . Many
part 107 operations that are flown by GPS waypoint also can be flown manually. Part 107
operations represent low risk. It is unlikely that a Part 107 drone operation would be the primary
target of a GPS spoofing attack since other higher value and potentially softer targets that are not
under direct visual contact exist such as drones operated BVLOS. (Minimum Acceptable Risk).
Normal safety precautions are recommended.

It should be noted that the FAA tables are intended to be used by the FAA when considering
changes to the NAS. Since Part 107 operations are already part of the regulatory structure these
drone operations are not a change to the NAS. Part 107 operations occur regularly every day.
However, this Part 107 risk assessment was performed as a reference baseline when considering
other types of future operations.

Associated References: (R. Nichols and al. 2020; M. L. Psiaki and Humphreys 2016; Randall K.
Nichols et al. 2019; Ochin and Lrmieszewski 2021; Ng and Gao 2016; Warner and Johnson 2002)
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2.6.2 Spoofing GPS for BVLOS Drone Operations over Rural Areas (Represents increase
spoofing threats and higher Severity risk level without loss of life)

Severity = Hazardous to Catastrophic and Likelihood = Extremely Remote Risk Level
MEDIUM to MEDIUM EIGH

If the drone is solely reliant on GPS for navigation, then false GPS signals could be used to
influence the drone’s flight to include causing it to cross protective geofence boundaries. This
may cause the drone to fly above crowds until its power reserves are exhausted, fly towards urban
areas and airports, fly into sensitive critical infrastructure, or any number of malicious acts. The
worst credible/reasonable outcome is assessed as aligning with a Hazardous to Catastrophic
severity rating depending on the malicious intent of the bad actor and their opportunity to cause
multiple fatalities.

Because GPS spoofing occurs more frequently than ADS-B spoofing in the literature, the
likelihood of GPS spoofing is assumed to be one likelihood rating greater than ADS-B spoofing
and a likelihood rating of Extremely Remote is used.

Another potential threat is to law enforcement and emergency response operations. Effective
spoofing in this class causes civil, emergency response, or law enforcement drones to disrupt law
enforcement and emergency response missions.

Associated References: (Khan, Mohsin, and Igbal 2021; Randall K. Nichols et al. 2020; 2019;
Ochin and Lrmieszewski 2021; Moncayo, Yanke, and Yuetong 2020; Eichelberger 2019; 1.C.A.O.
2021; Schmidt and al 2016; Ng and Gao 2016)

2.6.3 Spoofing GPS Drone BVLOS Operations over Urban Areas (Represents a difficult case
for mitigating spoofing threats with increased potential of harm)

Severity = Catastrophic and Likelihood = Extremely Remote Risk Level MEDIUM/IEH

Urban area operations represent an increased severity of consequences. Urban areas present
difficulty to enact countermeasures to mitigate the impact of a spoofing attack. Humans and
equipment are at risk. Spoofing incidents present serious difficulties in detection of the single or
multiple spoofer antennas.

If the drone is solely reliant on GPS for navigation, then false GPS signals could be used to
influence the drone’s flight to include causing it to cross protective geofence boundaries. This
may cause the drone to fly above crowds until its power reserves are exhausted, fly towards
airports, fly into sensitive critical infrastructure, or any number of malicious acts. The worst
credible/reasonable outcome is assessed as Catastrophic due to a malicious actor having the
opportunity to cause multiple fatalities.

Because GPS spoofing occurs more frequently than ADS-B spoofing in the literature, the
likelihood of GPS spoofing is assumed to be one likelihood rating greater than ADS-B spoofing
and a likelihood rating of Extremely Remote is used.
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Associated References: (Khan, Mohsin, and Igbal 2021; Jovanovic and Botteron 2014; e a Ali
2014; Closas and al. 2007; Warner and Johnston 2003; Eichelberger 2019; Eichelberger and
Tanner 2017; Bissig and Wattenhoffer 2017; M. Psiaki and al. 2013; Randall K. Nichols et al.
2020)

2.6.4 Spoofing GPS BVLOS Operations Near Airports (Represents the Worst-Case spoofing
scenario with highest Severity and potential loss of life)

Severity = Catastophic and Probability = Extremely Remote Risk Leve! [l on ATO SMS
Risk Matrix

If the drone is solely reliant on GPS for navigation, then false GPS signals could be used to
influence the drone’s flight to include causing it to cross protective geofence boundaries. This
may cause the drone to fly above crowds until its power reserves are exhausted, fly towards urban
areas and airports, fly into sensitive critical infrastructure, or any number of malicious acts. The
worst credible/reasonable outcome is assessed as Catastrophic due to a malicious actor having the
opportunity to cause multiple fatalities.

Because GPS spoofing occurs more frequently than ADS-B spoofing in the literature, the
likelihood of GPS spoofing is assumed to be one likelihood rating greater than ADS-B spoofing
and a likelihood rating of Extremely Remote is used. Because of the operation near airports and
the potential to cross the lines of the facility map altitudes, the ATO SMS Manual risk matrix is
used.

Another potential threat is to law enforcement and emergency response operations. Effective
spoofing in this class causes civil, emergency response, or law enforcement drones to disrupt law
enforcement and emergency response missions.

Associated References: (Eichelberger 2019; Randall K. Nichols et al. 2020; Bissig and
Wattenhoffer 2017; Haider and Khalid 2016; Madhani and al. 2003; Kuhn 2015)
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2.7 Risk Assessment Summary

Reviewing the risk assessments conducted by the subject matter experts, a summary of the risk

levels are:
LOW RISK

MEDIUM RISK

MED/HICHIRISK

Airports
Airports

Areas

ADS-B Dropout and Erroneous Data Risks - Part 107 Operations
GPS Dropout and Erroneous Data Risks - Part 107 Operations
ADS-B data Signal Jamming Risks - Part 107 Operations
ADS-B data Signal Jamming Risks- Rural BVLOS Operations
GPS data Signal Jamming Risks - Part 107 Operations

GPS data Signal Jamming Risks- Rural BVLOS Operations
ADS-B data Signal Spoofing Risks — Part 107 Operations

GPS data Signal Spoofing Risks — Part 107 Operations

ADS-B Dropout and Erroneous Data Risks - BVLOS Operations

GPS Dropout and Erroneous Data Risks - BVLOS Operations

ADS-B Dropout and Erroneous Data Risks - Urban BVLOS Operations
ADS-B data Signal Jamming Risks- Urban BVLOS Operations

ADS-B data Signal Spoofing Risks — Rural BVLOS Operations

GPS data Signal Jamming Risks- Urban BVLOS Operations
GPS data Signal Spoofing Risks — Rural BVLOS Operations
ADS-B data Signal Spoofing Risks- Urban BVLOS Operations
GPS data Signal Spoofing Risks — Urban BVLOS Operations

ADS-B Dropout and Erroneous Data Risks — BVLOS Operations Near

GPS Dropout and Erroneous Data Risks — BVLOS Operations Near

GPS Dropout and Erroneous Data Risks — BVLOS Operations in Urban

ADS-B data Signal Jamming Risks — BVLOS Operations Near Airports
GPS data Signal Jamming Risks — BVLOS Operations Near Airports
ADS-B data Signal Spoofing Risks — BVLOS Operations Near Airports
GPS data Signal Spoofing Risks — BVLOS Operations Near Airports
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Table 1 is a summary of the risk levels for the 6 classes and 4 classifications of operations in a
table format to illustrate continuum of risk levels in the various combinations.

Table 1. Summary of the risk levels for the 6 classes and 4 classifications of operations.

Risk Part 107 Rural Urban Near
BVLOS BVLOS Airport
BVLOS
ADS-B Dropout MEDIUM MEDIUM
GPS Dropout MEDIUM
ADS-B Signal Jamming MEDIUM
GPS Signal Jamming MED/HIGH
ADS-B Signal Spoofing MEDIUM | MED/HIGH
GPS Signal Spoofing MED/HIGH | MED/HIGH

From this analysis it is evident that the only low risk situations occur with operations in the Part
107 conditions. This was expected due to the nature of Part 107 and the current operability allowed
by the FAA. In the medium risk category, most of the conditions are either in the BVOS or urban
area conditions. This is also expected since in both cases the FAA has demonstrated the authority
to deviate from certain regulations in the form of a waiver if included in the effective rule,
“authorizing” operations or exemptions to certain regulations per 14 CFR part 11 to allow
operations in these areas. The waiver and potentially other situations may be mitigated using
additional processes, procedures, and technology to reduce the risk to a lower acceptable level.
The high-risk category contains only urban and near airport operations. These areas result in high-
risk operations and significant mitigation schemes are needed to reduce the risk to an acceptable
level.

Additional and significant details of the complete literature review are included in the following
sections: 11l. UAS Navigational Anomalies — GPS Dropouts and Erroneous Data, IV. GPS and
ADS-B Data Signal Jamming, V. GPS and ADS-B Data Signal Spoofing, and VI. Standards
Bodies Review. Each of these sections is led by a subject matter expert in their respective areas
that is part of the A44 project.
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I11. UAS Navigational Anomalies — Dropouts and Erroneous Data
Literature Review

According to the Centre for Unmanned Aircraft Systems in Public Safety and the FAA, a SUAS is
“a small version of an unmanned aircraft system weighing less than 55 pounds (including the
onboard systems)” (Centre for Unmanned Aircraft Systems in Public Safety 2021) with a
maximum allowable altitude of 400 feet above ground (Federal Aviation Administration 2020).
See Figure 7 for class-wise requirements for manned and unmanned aircraft as mandated by the
FAA. The FAA obligates that al certain aircraft in the national US airspace to be equipped by an
ADS-B) by January 2020. The ADS-B is an ATM/ATC surveillance system that is intended to
replace traditional radar-based systems and become a key component in the Next Generation Air
Transportation System (NextGen systems). The GPS receiver obtains data such as position and
altitude and provides it to ADS-B which broadcasts this information and other data to other aircraft
and ground stations.
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Figure 7. FAA specified operating altitudes for UAVs based on classes (Federal Aviation
Administration 2018).

SUAS rely on GNSS infrastructure that is deployed in space for their positioning and navigation.
State-owned systems such as the GPS by the US, Galileo by Europe, and GLONASS by Russia
use the GNSS framework to provide PNT information for GNSS-enabled hardware
(Transportation, n.d.). This reliance of SUAS on GPS satellite systems for their operation brings
forward the critical discussion on what factors could affect the QoS. For the purposes of this
review, consider the GPS constellation which is provided by the U.S. to its user segment and upon
which relies systems such as ADS-B which periodically and automatically broadcast information
that improves situational awareness and provides assurance of airborne separation in regulated
airspace.

There are two types of ADS-B systems: the ADS-B IN and the ADS-B IN/OUT. The ADS-B IN
receives ADS-B signals from other aircraft and ground stations and does not transmit. The ADS-
B IN/OUT receives signals from other aircraft and ground station and transmits its own data
stream. The ADS-B OUT broadcasts a data stream that is in plain text, unencrypted, and error-
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code protected over radio transmission links, including the velocity, 1D, and other ATM/ATC
related information, approximately one message per second. The message will be intercepted by
ATC on the ground and nearby aircrafts if equipped with the ADS-B IN system (Tabassum and
Semke 2018). The ground station, on the other hand provides automatic dependent surveillance-
rebroadcast (ADS-R) and traffic information service-broadcast (TIS-B). ADS-R systems monitor
if there are other aircraft nearby with different ADS-B links and then rebroadcast surveillance
information received on one link to aircraft on the other link (Tabassum and Semke 2018). Such
information along with others transmitted via ADS-B OUT, ADS-R, and TIS-B messages are
received and decoded by the ADS-B IN system (Tabassum and Semke 2018). ADS-B IN assists
in increasing the pilot’s situational awareness and self-separation (Tabassum and Semke 2018).
ADS-B IN/OUT messages are dependent on the GPS (Figure 8) as the “position and velocity
vectors are derived from the Global Positioning System (GPS)” (F.A.A. 2020) and requires GPS
receivers that are capable of handling wide area multilaterate (WAM) or multilaterate (MLAT)
requirements (Niles et al. 2012).
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Figure 8. ADS-B system's components.

GPS signals deliver three distinct elements to their receivers: pseudorandom code (satellite
identifier), ephemeris (satellite health, data, and time), and almanac (position of the satellite at any
point in time) data. These data are transmitted on two carrier frequency bands known as L1 and
L2 bands. The L1 band is centered at a frequency of 1575.42 MHz and is used for military, civilian,
and aviation applications while the L2 band is centered at 1227.6 MHz Developments by the US
government have now led to the use of L2C (1227.6 MHz), L5 (1176.45 MHz), and L1C (1575.42
MHz) in addition to L1 and L2, all of which can be used for civilian applications. This was made
possible by deploying satellites from the Block II-F (follow-up), 11-R (replenishment), and the
latest Block 11l generations which have extended operating lifespans, higher accuracy atomic
clocks, and faster onboard processors (GPS.GOV 2021). However, signals from these satellites
are subject to degradation (dropped or erroneous data) depending on terrestrial or extraterrestrial
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factors that degraded the quality of data received by standalone GPS receivers in the user segment
(ground-based) or aircraft systems relying on ADS-B technology.

For this review, the researchers have classified the anomalies in ADS-B/GPS systems based on
two overarching categories of dropped and erroneous data. These categories are further
subclassified into their respective causes based on factors due to operating environment, system-
related functions, and voluntary intervention due to cyber-attacks. See Figure 9 for an overview
of the subsequent details that are covered in these categories.
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Fig. 9. Taxonomy of anomalies in ADS-B and GPS systems.

3.1 DROPOUT DATA

A typical ADS-B is designed to broadcast an update once per second. ADS-B Dropout is referred
to the discontinuation of an update within one second (Tabassum 2017),(Sahawneh et al. 2015)
,(Semke et al. 2017), (Tabassum and Semke 2018). A formal definition for dropout of GPS data is
not identified in scholarly literature but for the purposes of this analysis, any circumstance that
makes it conducive for GPS data to be degraded (poor or intermittent reception) or denied
(unavailability of data for definite periods of time) can be classified as a factor contributing to
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dropped GPS data (Silvagni et al. 2017; Goforth and Lucey 2019). In this section, the various
factors that affect the dropout, particularly those related to the environment, system, and cyber-
attacks will be investigated.

3.1.1 ADS-B

3.1.1.1Environment causes (Airborne Factors)

Authors in (Tabassum 2017) have conducted four experimental studies to investigate the effect of
airborne factors on the dropout frequency. These factors include, the altitude, range, heading and
position. In their first study, four different flight levels were chosen; in the first region, the altitude
was less than 4000 feet; in the second one, the altitude was between 4000 and 8000 feet; the altitude
in region three was ranging between 18000 and 12000 feet; and the last one’s altitude was between
12000 and 18000 feet. The reported experiment results showed that the dropout frequency was
high in the first, third, and forth regions while low in the second region; concluding that flying in
an altitude of 4000-8000 feet was the optimal altitude in terms for reducing the ADS-B message
dropout. This hypothesis has been proved in another study (B. S. Ali, Ochieng, and Zainudin 2017)
where the authors found a positive correlation between the aircraft flight level and the ADS-B
message update rate as this latter increases when the flight level increases. Based on the second
and third experiments’ findings, the range and aircraft heading do not have a significant impact on
the dropout frequency. Conversely, authors (B. S. Ali, Ochieng, and Zainudin 2017) have found
out that the aircraft range, which represents the distance between the aircraft position and the ADS-
B message received station using ellipsoid distance formula, has an influence on the updating rate
as it increases when the flight altitude increases. The fourth experiment indicated that some
positions may increase the dropout frequency with longer duration, especially in dense traffic
areas, such as terminals.

Authors in (B. S. Ali, Ochieng, and Zainudin 2017) have conducted an experimental study for
analyzing the performance of ADS-B message broadcast rate from aircraft to the ADS-B ground
station in London Maneuvering Area. Specifically, a correlation analysis has been conducted to
determine the actual effect of flight’s phase on the dropout. Based on the reported findings, the
ADS-B message updating performance is poor during the cruising phase at higher levels ranging
between 30,000 and 40,000 feet, and relatively high performance during the climbing and descent
phases. Thus, the phase of flight has an impact on the ADS-B message updating rate, which may
be due to small distance between ADS-B antenna mounting on the aircraft and the ground station
location.

There are other potential external factors that impact the ADS-B message updating rate. For
instance, interference with radio frequencies or electromagnetic fields can impact the ADS-B
message updating rate. In dense traffic area, aircraft signal interference is high likely to happen
causing ADS-B signal loss. Authors in (Arteaga et al. 2018) have found out that signal drop out
may also occur during RF line-of-sight terrain obstruction and aircraft maneuvers. Additionally,
heavy electronic system and Distance Measuring Equipment (DME) located near the ground
receiver may create electromagnetic interference (Tabassum 2017) (B. S. Ali et al. 2014). Path
loss is another phenomenon where the signal power decreases as the distance between the
transmitter and receiver increases (Tabassum 2017). The ADS-B signal can also be affected by
distance leading to dropout.
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3.1.1.2 System causes

In addition to some environmental related causes, such as multipath, interference, and path loss,
the cyclic redundancy checks (CRC) is another potential cause that effects the ADS-B message
updating rate. CRC is a mechanism used by ADS-B to check the accuracy of the received message
and any message with bit error is discarded at reception (Tabassum 2017). Such mechanism would
increase the dropout frequency at the ground receiver level if faulty data has been accidently
injected into the message.

In the same study conducted in (B. S. Ali, Ochieng, and Zainudin 2017), a correlation has been
found between the aircraft model and the ADS-B message updating rate as the reported results
indicated that an A319 provides the optimal performance with 87.35% of the message update rate
within 2s, followed by an A321 with 82.32%, and a B777-200 with 80.55%, then a B744 with
72.24%. This performance degradation was due to the different avionic use models including GPS,
transponder, and FMS. Another experimental study (Syd Ali et al. 2016) discussed the potential
effect of avionic types (i.e., GPS model) on the ADS-B message updating rate. The GPS latitude
and longitude were provided every 4s for The B747-400 Rockwell Collins GLU920 MMR, and 2s
for the B767-300 using Honeywell Mercury Card-equipped EGPWC MKV (system causes). Other
ADS-B OUT avionic failure mode that could lead to dropout has been listed in (B. S. Ali et al.
2014). The GPS receiver malfunctioning would result in the loss of situational awareness of the
aircraft. Since this information is not provided to the ADS-B the data is not transmitted to other
aircraft as well. Altimeter malfunctioning failure could prevent ADS-B emitters from receiving
altitude data. Failure of connection between navigation source and transponder may cause loss of
ADS-B positional data. Unstable sensitivity of the ground sensor may cause disruption in the ADS-
B message update. Failure of ADS-B ground station power supply may cause unexpected loss of
ADS-B data. Failure of data links between the ADS-B ground station and controller working
position may cause abrupt loss of ADS-B data. In addition, there are several ADS-B IN failure that
could cause dropout (B. S. Ali et al. 2014). For instance, the ADS-B IN receiving antenna
malfunction may cause sudden loss of ADS-B data to ADS-B IN application. Also, the failure of
ADS-B IN receiver on the aircraft may result in a sudden loss of ADS-B data affecting ADS-B IN
application.

3.1.1.3 Cyber-attack causes

The relevant operating status information shared by aircraft make them potential targets for
attackers. Cyberattacks have a significant impact on the ADS-B message updating rate and could
lead to message dropouts or even a denial-of-service situation. Jamming is considered one of these
main cyberattacks. In a typical jamming attack, the jammer bombards the communication channel
with random data to disturb or even prevent other legitimates users from using the available
channel. It is considered a potential threat in all wireless communication networks. With ADS-B
systems particularly, jamming may be classified into ground station flood denial attacks and
aircraft flood denial attacks (Riahi Manesh and Kaabouch 2017). Although both attack types
interrupt the surveillance network by disrupting and blocking communication channels, the first is
easier to conduct as the jammer can get closer to its target, the ground station, and send a low
power jamming signal. On the contrary, the second attack type requires forging a very high-
powered jamming signal in order to reach the targeted aircraft.
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3.1.2 GPS

3.1.2.1 Environmental causes

Depending on the environment a UAS is operating in, it can experience missing or low confidence
(degraded) GPS data due to enclosed spaces, remote areas with poor signal reception, objects that
obstruct received signal path, multi-path reflection, or poor satellite positioning (Figure 10). Some
research also suggests that riverine ambiences (water bodies) also affect the quality of the signal
received by the UAS (Sobers, Chowdhary, and Johnson 2009).

Navigation may be degraded due to factors such as interference, signal blockage, or poor signal
reception. One way to mitigate degraded navigation is through visual odometry. External
reference points that serve as markers can also help in localizing the vehicle and to help the UAV
to navigate autonomously. For instance, Nahangi et al. (Nahangi et al. 2018) show the feasibility
of fiducial markers (also known as visual tags) and a camera system to localize the vehicle to the
visual tag’s coordinate frame. Once the onboard hardware computes the 3D translational and
rotational vectors, the computed locations are compared to hardcoded ground truth locations that
are identified by a distinct “indoor positioning system”.

SYSTEM ENVIRONMENTAL CYBER

INDOORS JAMMING
REMOTE
GPS RECEIVER-SIDE AREAS SPOOFING
FAILURES
IONOSPHERIC
SCINTILLATION MALWARE
TERRESTRIAL
OBSTRUCTION DEAUTHENTICATION
MULTIPATH T
COMMUNICATION LINK REFLECTION
ERRORS
SATELLITE
POSITION DENIAL OF SERVICE
MALFUNCTIONS IN GNSS
cLoCK FALSE DATA INJECTION

Fig. 10. Categorization for causes of dropped and erroneous GPS data.

lonospheric scintillation is another cause for GPS receivers on UAVs to be unable to lock onto
signals provided by the satellite. This is a broadly-defined term for any disturbances experienced
by the electromagnetic waves propagating from the satellite at the ionosphere (Kintner, Ledvina,
and De Paula 2007). This effect is observed particularly when the ionosphere (which starts at about
46 miles above sea level and is part of the thermosphere) experiences non-uniformity due to
magnetic disturbances such as those caused by solar winds. This leads to a situation known as
“loss of lock” where GPS receivers are unable to lock onto a satellite signal.

Obstructions from buildings, trees, vehicles, and other infrastructure (particularly in urban areas)
lead to degraded or unavailability of GPS data though its effect might be temporary. This might
be less of an issue for SUAS operations that are above 400 ft. in altitude (which is higher than
most structures) but for requirements under this threshold, there might be a temporary drop in
GPS data (Gebre-Egziabher and Taylor 2012). A related but distinct consequence of obstructions
is multipath reflections which lead to multiple wavefronts received by the GPS receiver. If the
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multipath reflections are too dense, the GPS receiver will be unable to detect the transmitted data
and this can cause periods of intermittent data reception (Isaacs et al. 2014).

According to (GPS.GOV 2021), the position of the satellite directly affects the QoS of relayed
GPS data to the user segment such as SUAS. This is because a minimum of 3 satellites are
required to determine the position of a user, but 4 satellites are ideal to have a precise
determination for the GPS receiver. Though the deployed GPS satellites orbit the earth twice a
day (two 12-hour periods), not all locations have sufficient accuracy to effectively operate UAS.

For all these causes, it’s important to identify mitigation solutions that can address the need
based on the factor causing the dropout. For instance, receiver-side clock correction can be used
to increase the accuracy of the data provided by GPS satellites which are subject to clock errors.
Figure 11 categorizes the most commonly used elements in a localization solution based on
hardware and software.

TELEMETRY

MITIGATION SOLUTIONS

OPTICAL/SOUND

Fig. 11. Mitigation solutions for GPS denied environments (Ling 2020).

In order to reconstruct the GPS data payload in such situations where there is a loss of lock, an
integrated INS/GPS solution with a correction mechanism such as the Kalman Filter (Kissai and
Smith 2019) can help in localizing the SUAS. In onboard systems that lack such a correction
mechanism, dead reckoning (which is the use of previously calculated PNT data to predict
current and future parameters) can be a reasonable option; it has to be noted, however, that
integration drift in the INS can cause errors in each calculated step to be cumulative and can
ultimately produce data that is highly deviant from the ground truth.

Table 2 shows a comparison of the mitigation tactics and their reliance on GPS data as a secondary
system for aided UAV localization. “Application Type” specifies the environment in which the
respective mitigation tactic was designed to work in. Outdoor and indoor application types can
potentially work when the UAS experiences GPS dropout due to the factors listed in Fig. 7. “GPS

41



Reliance” indicates the degree to which the solution requires current or historical GPS data.
“Vehicle Type” lists the rotor specification and the size of the UAV used in terms of altitude, rotor
span, and maximum takeoff weight. Micro UAVs have rotor spans under 0.49 ft, altitude under
100 ft above ground level (AGL), and a take-off weight under 0.22 Ibs. Miniature UAVs have
rotor spans under 2.6 ft, altitude under 500 ft AGL, and a takeoff weight under 6.6 Ibs., and the
small tactical UAV has a rotor span of 6.2 ft, and a maximum takeoff weight between 22 — 55 Ibs.

Table 2. Current mitigation methods based on SUAS vehicle types.

Mitigation Application GPS Vehicle Operating
) ; Altitude | References
Tactic Type Reliance Type* (70
Laser SLAM,
visual . Miniature (Bi etal.
odometry, and Indoor Medium Hexarotor ) 2019)
sensor fusion
Dual laser
scanners, IMU,
Robust and Indoor Low Miniature ) (F. Wang
Precise Quadrotor et al. 2014)
Tracking
(RPT)
Google Maps, . Miniature (Shan et al.
HOG, op/pF |  Outdoor High Quadrotor <265 2015)
Homography
using IMU, -
monocular Indoor/Outdoor Low Miniature - (Zhao etaal.
Quadrotor 2016)
camera,
compass, EKF
Robust and
Precise
Tracking
(RPT) control Miniature ) (Cui et al.
law for Outdoor Low Quadrotor 2016)
stability, laser
odometry,
graph SLAM
GPS/IMU, . Small Tactical (Andert et
monocular and Outdoor High . -
Helicopter al. 2014)
stereo cameras
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Relative (Wheeler
Navigation Miniature et al. 2020)
(RN) frontend | Indoor/Outdoor Low - (Horri and
and global Hexacopter Palmer
backend 2013)
Radio SLAM . (Morales
. . Miniature
using Signals Outdoor Low Quadrotor - and Kassas
of Opportunity 2021)
Relative
Vlgual_ (Couturier
Localization Micro-Miniature and
(RVL) using Outdoor Low <500 .
IMU and Quadrotor Akhloufi
2020)
monocular
camera

*Based on the classification criteria by Cai et al. (Cai, Dias, and Seneviratne 2014)

3.1.2.2 System causes

When considering system-related factors that can contribute to GPS dropout data, it is imperative
to first discuss the types of wireless technologies used in a UAS. The performance of the GPS can
be affected by available wireless communication links within the UAS (onboard
sensors/subsystems) and external to the UAS environment (ground station). For example, while
the processor inside UAS needs to rely on wireless links for seamless data transport among IMUs
and other sensors, there may be advanced scenarios where additional positional information may
be required from external UAS environment (ground station) during GPS dropout conditions. In
the latter scenario, GPS information needs to be uplinked back to the UAS with updated positional
information. According to Lagkas and colleagues (Lagkas et al. 2018), technologies such as
Zigbee, WiFi 802.11 a/b/g/n, LoRa, and LTE (4G) can be categorized into wireless personal area
network (WPAN), wireless local area network (WLAN), low-power wide-area network
(LPWAN), and cellular mediums respectively and are the most common technologies used for
communication in a UAS. Before further discussion on the importance of quality of service in
UAS communication, it might help to categorize the subsystems of a UAS depending on their
primary functions. Similar to a classification framework for motor vehicles and based on a UAV’s
onboard sensors such as laser, electro-optical, IMU, etc. that gather precise data, stabilized or
automated control of the UAV which are forms of UA piloting, and a wireless link between the
UAYV operator and the UAV that makes piloting possible, it can be said that a UAS operates in the
sensing, communication, and control categories respectively and based on a framework used for
the automotive industry (EI-Rewini et al. 2020) (Figure 12). The primary focus will be in the
communication layer that handles a full duplex communication, implements technologies
mentioned earlier to make wireless communication possible, and inter-UAV communication (in
the special case of UAV swarms).
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CONTROL LAYER
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Fig. 12. Operating framework for a UAS.

Communication link errors can be controlled if the topology of the UAS network can be identified
and implemented before deployment. For instance, it is stated by Gupta and Jain (Gupta, Jain, and
Vaszkun 2016) that star networks have higher latency and delays in transmission because the
distance between the downlink distances (distance between the node and the GCS) for each UAV
in the system is greater than the inter-UAV distance. As the GCS handles all the communication
data from each node in the star network, every node in the UAV will not have reliable data if the
GCS experiences downtime (Hentati and Fourati 2020). However, both these networks are still
susceptible to communication link failures/errors (contributing to dropped GPS data) due to factors
such as interference and mobility. One mitigation strategy to regain a functional link is through
self-organization of the UAVs in the swarm but there are other considerations that can be
investigated.

Considering multi-UAV systems such as those in swarms, much deliberation has to go into the
application, topology, unit mobility, network configuration, and the dynamicity of the unit’s
movements. Gupta and Jain (Gupta, Jain, and Vaszkun 2016) state that mesh networks are more
reliable and offer better performance in terms of data links as each node is interconnected and has
more than one direct link to communicate the data it receives. For COTS components, design
considerations such as the data rate required for the application is a crucial characteristic that needs
to be deliberated as it is usually specified by the manufacturer. It is encouraged for UAS to work
with a range of data rates depending on channel (transmission medium) conditions. Additionally,
parameters that are affected by the channel such as the multi-input multi-output (MIMO) antennae
(Matolak 2015), antenna directivity (power of radio signal in a specified direction), antenna
altitude, antenna polarization (matching polarization between the receiving and transmitting
antennae promises optimal power transfer), and antenna beamwidth (signal coverage) (H. Wang
et al. 2018) will ensure that the inevitable negative effects of environmental factors stated in the
previous section can be minimized and while being resource-efficient. More recently, a radio
access technique called nonorthogonal multiple access (NOMA) with successive interference
cancellation (SIC) (Higuchi and Benjebbour 2015)(Liu et al. 2019) can be considered to mitigate
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the effects of interference and degraded communication links. However, there are inherent
challenges in implementing some of these solutions like MIMO for UAS. For instance, directional
mmWave communications utilize MIMO technology but due to the highly dynamic and mobile
nature of UAVSs, it will be challenging to achieve synchronized transmitter and receiver beam
alignment (Zeng, Zhang, and Lim 2016).

3.1.2.3 Cyber-attack causes

The navigation framework on which GPS is based, the GNSS, is susceptible to cyber-attacks that
can contribute to GPS data that is dropped or missed (Ly and Ly 2021). Yagdereli and colleagues
(Yagdereli, Gemci, and Aktas 2015) state that it is possible for attackers to “interrupt or corrupt
communications between control system components.” Mitigation solutions used by the military
in such cases include the selective availability anti spoofing module (SAASM) which is a GPS
security architecture that provides GPS receivers the ability to encrypt and decrypt received signals
(Program and Air Force Program 2012), military code (M-code) encryption or M-code GPS user
equipment (MGUE), a sensor fusion approach called receiver autonomous integrity monitoring
(RAIM), and GPS receivers that can track multiple state-owned satellite constellations such as
GPS, GLONASS, Beidou, or Galileo. GPS receivers in all these cases could be used in ground
instruments, weapons systems, or UAVs. Commercial uses, however, require low-cost but
efficient solutions to counter cyber threats. Although the GCS and the UAV are vulnerable to
attacks such as man-in-the-middle (MitM) (Ly and Ly 2021), DoS (Gudla, Rana, and Sung 2018),
keylogging (Hartmann and Steup 2013), spoofing, malware, etc., it has been identified that GPS
spoofing followed by GPS jamming are the two most common cyber-attacks identified with lesser
research on deauthentication, malware, and keylogging attacks (Leela Krishna and Murphy 2018).

Before listing the attacks that contribute to dropped, degraded, or denied GPS data, it might be
helpful to describe which aspect of the confidentiality, integrity, and availability (CIA) triad that
our primary concern (dropped GPS data) maps to. According to NIST, availability is “ensuring
timely and reliable access to and use of information” and that a “loss of availability is the disruption
of access to or use of information or an information system” (National Institute of Standards and
Technology (NIST) 2004). By this definition, it can be said that the availability of a system is
compromised when it experiences dropped, degraded, or denied GPS data. Keeping this is mind,
the two key points of focus when identifying cyber-attacks that cause dropped and erroneous GPS
data will be to identify cyber threats that primarily compromise the availability (unavailable data
when they are required) and integrity (data that are modified/destroyed) respectively though they
might also compromise the confidentiality of the data.
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Cyber Attack Types for GPS Dropout and
Erroneous Data

Man-in-the-Middle Denial-of-Service
(MitM) (DoS)

False Data Injection

Malware (FDI)

Spoofing

Deauthentication

Fig. 13. Cyber-attacks that compromise the availability and integrity of UAV GPS data.

As stated by Haque and Chowdhury (Vidal and Choo 2018), one way to classify the attack surfaces
is by categorizing attack vectors three distinct groups that can be used to attack the UAV:
hardware, wireless, and sensor spoofing. However, for the purposes of this paper, the team will
address seven cyber-attacks (Figure 13) that have been consistently identified in literature
(Yaacoub et al. 2020)(Jain et al. 2020)(Sallam 2016) and pose a threat to UAV nodes and their
GCSs as well as contribute to dropped and erroneous GPS data. For instance, attacks such as DoS,
MiTM, false data injection, deauthentication, malware can passively monitor communication or
actively intervene to modify or compromise the availability of the data.

Though there are variations to jamming attacks, they work on the underlying premise that
legitimate GPS signals can be overshadowed by an external malicious agent through the use of
hardware that emits a high-power signal that overpowers the legitimate signal. Jamming attacks
can pave the way for other attacks such as spoofing so the attacker can trick the UAV into
localizing itself with false coordinates (Sedjelmaci, Senouci, and Ansari 2017).

Similarly, a malicious agent can identify a vulnerability in a UAV’s communication link to
significantly degrade the quality of data sent to the GCS. This is known as a logic-based DoS
attack that can be carried out due to software flaws or the lack of proper packet filtering
mechanisms (Vasconcelos et al. 2016) and crucial data received by the UAV (such as GPS frames)
no longer retains their quality when they are forwarded to the main operator. DoS attacks can also
be the ultimate goal before other attacks such as malware-based exploitations are carried out (Garg
et al. 2019).

Malware for UAVs can be packaged as exploits that can act as a proxy to listen in on the inter-
sensor communication onboard UAVs (GPS, IMU, magnetometer, etc.) based on open ports and
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forward falsified data or drop traffic altogether when communicating with the GCS (Shashok
2017)(Sung et al. 2020). It can also be deployed at the GCS level to modify critical software
discreetly and passively record sensitive information or take complete control of the system (L.
Li, Qu, and Lin 2020) and the possibility of this attack to eventually lead to the completely
unavailability of the system (DoS) is considered (Garg et al. 2019).

One way to mitigate dropped data is by using a multi-antenna system. Flysher and colleagues
(Flysher, Yozevitch, and Ben-Moshe 2017) implement a COTS solution to recover from dropped
GPS data using a GPS receiver, four antennas that were pointed in each direction, and a
microcontroller (MCU) to act as a switch between the four antennas which are all connected to the
receiver. The MCU was also crucial for synchronizing the data received by the GPS receiver and
the antenna that was routed to that receiver at that time period. SNR measurements were taken for
each directional antenna and scored after which a threshold was calculated. Any satellite below
this threshold raises a “spoofer alarm”. A more advanced version was also presented where
previous scoring histories were recorded and then analyzed for anomalies to detect the attacker
and disregard any data from this source. Though the authors targeted this as a measure to primarily
counter spoofing attacks, attacks such as tampering or MitM that can modify GPS data before
being seamlessly sent to a given GPS receiver can also be mitigated.

3.2 ERRONEOUS DATA

Erroneous data implies all errors induced into the ADS-B/GPS data, intentionally or
unintentionally, and attempt to comprise the communication integrity (Kinowski and Skorupski
2016).

3.2.1 ADS-B

3.2.1.1 Environmental related causes

Authors in (Kinowski and Skorupski 2016) have conducted an analysis study on the potential
causes of occurrence of incorrect data in ADS-B systems. The study concluded to two categories
of threats: unintentional and intentional. Among the unintentional threats, the authors discussed
the unforeseen coincidence of event (i.e., natural disaster) and its role in inducing accidently
erroneous data into the ADS-B message. The multipath is another environmental major error
source that could compromise the ADS-B data integrity due to the reflection and diffraction of
satellite signal by the tall buildings and skyscrapers (L.-T. Hsu 2017).

3.2.1.2 System related causes

Authors in (Tabassum 2017) have identified two main sources of errors that compromise the
integrity of the data: one from the sensors and one from the ADS-B system itself. The sensor errors
related causes are due to any potential malfunction in pitot tube, which could ultimately lead to
erroneous altitude value. The ADS-B system related causes are mainly due to rounding the altitude
value which is encoded in a 25-foot resolution. Other system related errors including the
unchecked source code and undeveloped procedure were discussed in (Kinowski and Skorupski
2016). Authors in (Martin Strohmeier et al. 2014) have listed multiple erroneous data causes that
could occur either at the ADS-B OUT level or at the ground station level. At the ADS-B OUT
level and as the ADS-B relies on the GPS system, any temporary unavailability of the GPS signal
may result in an error in the message. Furthermore, bugs in the module, bugs in the data processing,
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and encoding errors may introduce fault in the ADS-B message. At the ground receiver level, there
are multiple reasons behind the failure in receiving or decoding the message.

3.1.2.3 Cyber-attack related causes

A spoofing attack is considered as illicit way to alter the message content and compromise its
integrity. Authors in (Riahi Manesh and Kaabouch 2017) discussed three methods to conduct such
an attack: overshadowing, bit flipping, and combining message deletion and injection. Unlike
jamming attacks where the entire communication channel is flooded, overshadowing consists of
sending a high-power signal to alter a legitimate message fully or partially; Bit flipping, as its
name states, aims to superimpose a signal that changes multiple 0 into 1, or vice versa. The last
attack type attempts to delete the legitimate message and send a new one. The first two spoofing
attacks are more critical as the legitimate messages are altered during transit and the receiver
considered them to be legitimate (Riahi Manesh and Kaabouch 2017; Martin Strohmeier, Lenders,
and Martinovic 2014; Popper et al. 2011; Wilhelm, Schmitt, and Lenders 2012).

3.2.2 GPS
3.2.2.1Environmental related causes

According to Bendea and colleagues (Bendea et al. 2008), since the selective availability (SA)
scheme was stopped by the US government in the year 2000, one of the causes of erroneous data
now is due to ionospheric interference. All satellite-based positioning devices rely on the precision
and quality of the hardware onboard the satellite providing the PNT data. Though the satellite
clock itself may be highly stable and deliver consistent readings, there is a high likelihood that the
data will have errors when comparing it to the GPS system time (Bidikar et al. 2014). Though the
GPS clock is designed to be kept within a certain range of marginal error (about 1 uS), satellite
clocks are subjects to higher drift errors which will affect the quality of data received by the user
segment. Other potential sources of erroneous GPS data are terrestrial obstructions and satellite
position/geometry.

3.2.2.2 System related causes

Limitations in hardware design (Stamatescu et al. 2015) can contribute to erroneous GPS data i.e.,
COTS components which are economical may not necessarily offer better quality of GPS data.
GPS receiver-side clocks and their inability to stabilize the PNT data received by GPS
constellation satellites makes it necessary for an estimation mechanism to be put in place so the
data received can be precisely estimated at regular intervals. Depending on the application and the
precision of GPS positioning data required for optimal operation, high sensitivity GPS receivers
can be used to track GPS signals with a high signal-to-noise ratio (SNR). Additionally, subsystems
like IMU/INS that are commonly integrated with GPS as aiding sensors are known to have drift
errors (Nagai et al. 2008).

3.2.2.3 Cyber related causes

Cyber-attacks that contribute to erroneous GPS data are highlighted by Abbaspour et al.
(Abbaspour et al. 2016). False Data Injection (FDI) is an attack that compromises the integrity of
a system and makes it possible to append invalid/erroneous data which collide with legitimate GPS
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data. Spoofing attacks can target various subsystems onboard a UAV, so it is possible for the
incorrect data to be targeted at the GPS receiver. The difference between spoofing and FDI lies in
their definitions: spoofing attacks first establish a communication link with the UAV, making it
think that it is a legitimate and authorized source when it is not whereas an FDI is carried out by
an attacker who does not intend to fake a valid and authorized identity and instead proceeds to
actively intervene in sabotaging the asset(s).

Man-in-the-Middle (MitM) attacks can be carried out on UAV networks either actively or
passively for reconnaissance, data export, or data modification but typically compromise the
integrity of the data relayed or received by the UA agent (Dahiya and Garg 2019). Deauthentication
(feasible only on WiFi networks) enables an attacker to scan for wireless Access Points (APSs) put
out by an operating UAV and continuously transmit deauthentication packets to trick the UAV
into thinking the legitimate GCS has disconnected. The attacker then reconnects to the UAV as its
operator. As with other cyber-attacks mentioned in Section 2, deauthentication makes it easier to
cascade and compound the effects of other attacks to modify data received by the UA (Guo, Wang,
and Weng 2020; Mamchenko 2021). Some attacks such as keylogging and WiFi-based attacks that
are not mentioned in this list are variations of the types mentioned; keylogging software can be
considered a form of malware while any WiFi-based attack that overloads the communication
buffer (like TCP three-way handshake-based attacks) or actively eavesdrops on data can be
variations of DoS and MitM respectively. Therefore, for systems solely reliant on GPS data for
effective navigation, these attacks may pose a risk.

Implementing an Intrusion Detection System (IDS) for identifying cyber-attacks such as spoofing
and FDI in UAV networks is not uncommon and has been explored. For instance, Sedjelmaci et
al. (Sedjelmaci, Senouci, and Ansari 2017; Sedjelmaci, Senouci, and Messous 2016) deploy an
IDS running at the node (UAV) level and at the GCS level to detect spoofing, jamming, and FDI
attacks. This solution works well particularly in UAV swarms where multiple UAVs can act as
broadcast nodes for information using “promiscuous mode” communication where all neighboring
UAVs within radio range broadcast real-time information. In the situation where a malicious agent
attempts to inject false data, a UAV can compare these data to those broadcasted by neighboring
UAVs. If a system utilizes only one UAV, the GCS can verify the data based on historical UAV
data collection and decide if the UAV is malicious or not.

Hu and colleagues (Hu, Chang, and Tomlin 2016) deploy a state estimation and a Kalman Filter
based approach to mitigate MiTM and spoofing attacks. State estimation problems seek to
determine the dynamic state of a functional cyber physical system based on faulty or compromised
inputs while making as few assumptions of the malicious agent as possible. This is done to improve
the performance of the estimator in real-world situations which are bound to follow a high degree
of unpredictability. An interesting assumption based by the authors is using measurements from a
closed loop, hardwired system such as IMU/INS that is secure from any attacks and provides
ground truth measurements for error correction.

Table 3 shows the overview of potential causes and their respective descriptions for ADS-B/GPS
anomalies of dropout and erroneous data.
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Table 3. Dropout and Erroneous data in ADS-B systems.
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IVV. GPS and ADS-B Signal Jamming Literature Review

Security and safety implications of relying on GPS and ADS-B

Autonomous vehicles require high accuracy and precision from the measurements provided by
GNSS and signals ADS-B systems. During operation, these devices provide critical position
information needed to maintain safe distances from civilians, obstacles, flight traffic and restrictive
areas. However, there exist persistent limitations in the use of ADS-B and GPS along with their
signal integrity (Pollack and Ranganathan 2018). Signal integrity problems include both data
anomalies and data dropouts, therefore, consequent security challenges must be considered.
(Hunter and Wei 2019).

Since the mandated use of ADS-B in 2020 for some aircraft type operations in Europe and U.S.A,
advancement in lighter, smaller, and low-cost electronics has been made. By using ADS-B
receivers each aircraft obtains its coordinates from global navigation satellites and messages are
transmitted to the ground-based receivers over the 1090MHz band. ADS-B messages contain
coordinates, velocity, a unique identifier (ICAO) and other ATC related data (Darabseh, Bitsikas,
and Tedongmo 2019). This technology has also been tested on UAS demonstrating over 20 nmi
(nautical miles) range (Hunter and Wei 2019), making ADS-B a promising technology for UAS
and DAA applications. However, dependent surveillance has limitations and challenges. For
instance, signals may degrade due to terrain, structures, and multipath. Additionally, since ADS-
B designs do not have a robust model of deficiency and lack authentication and encryption, making
it vulnerable to a range of cyber-attacks (Sidorov et al. 2017). The susceptibility of the protocol
allows hackers to interfere with the communication signals, resulting in a threat in the safety of
the aerial system as it could lead to collisions and further damage. In (Costin and Francillon 2014),
the authors investigated the lack of security with respect to the protocol used in the communication
and how it is vulnerable to attacks. In the same work, the authors described one major drawback
of ADS-B associated to the dependence on line-of-sight availability and a solid ground-based
transceiver infrastructure to work properly.

According to (International Civil Aviation Organisation 2013), ADS-B data may be used in
combination with data obtained by other means of surveillance (such as radar, flight plan track,
ADS-C) for the application of separation provided appropriate minima as determined by the state
are applied. For the localization and positioning for an ADS-B device, the native GNSS receiver
(for airplane, helicopter or SUAS) is used as source of truth. So, without further validation, this
process is susceptible to errors or interference, where compromised GNSS data poses a single point
of failure, leading to cascading negative effects. Henceforth, a lot of the pertinent literature
concentrates on the security and integrity of GNSS data as means of navigation and separation.

Relevant results have also been indicated in the study (Langejan et al. 2016), where it was found
that increasing ADS-B transmission range also increased signal interference, which in turn lowered
safety. For example, if multiple ADS-B messages are received simultaneously at a receiver, it may
not be possible to decode the received messages depending on the degree of overlap. It was
suggested that the degrading effect of ADS-B signal interference should be considered in future
airborne Conflict Detection and Resolution (CD&R) research, particularly for high traffic
densities. Another concluding remark from this study is that the quality of an ADS-B message is
affected by truncation, state accuracy and latency. Truncation is related to the digit significance in
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the latitude and longitude locations. The accuracy of the on-board sensors affects the location
precision, and the latency is related to the offset in location due to the travel time of signals.

GNSS such as the GPS represents one of the most reliable solutions for position and navigation.
However, operations in urban environments are often referred to as GNSS-challenged
environments due to limited availability and deteriorated navigation performance. This also may
include isolated environments with lack of signal reachability. As described in (Pollack and
Ranganathan 2018), GPS systems are highly vulnerable to large scale failures, hackers' attacks
usually such as jamming and spoofing, and interferences of natural phenomena as geological
locations and weather conditions. For instance, jamming attacks can adversely affect the precision
of received GPS signals and is considered a DoS type attack that can cause erroneous navigation
system information, as mentioned in the study performed by (Darabseh, Bitsikas, and Tedongmo
2019). On this study, a GPS jamming detection model is addressed, based on ADS-B quality
metrics. Numerous jamming detection schemes are presented in this work to explore real world
GPS jamming incidents on air traffic data. As a matter of fact, the authors proposed a scheme
where each sensor is able to determine possible jamming attacks based on the distribution of its
received data in a specific time period. For this purpose, the time history of transmissions for each
aircraft was analyzed to obtain possible patterns and investigate suspicious signals that deviate
from normal transmissions. The following types of jamming attacks were considered on the study:
Constant Jamming, Deceptive Jamming, Adapting Jamming, Channel-hopping Jamming, and
Smart Jamming. Despite the promising results, further experiments need to be performed utilizing
more advanced statistical techniques given the complexity of jamming attacks.

According to (Rufa and Atkins 2016), past research has shown that GPS availability rates in urban
environments range from 30% to 50% at ground level, and that this signal degradation is related
to factors such as multipath, significant signal attenuation, masking, or even intentional acts such
as jamming, denial, or deception. Some of these types of malicious interventions like jamming and
spoofing attacks are described by (Yu et al. 2012). In jamming attacks, significant RF noise is
transmitted so the receiver can no longer acquire satellite signal. On the other hand, in spoofing
attacks, GPS counterfeit signals are generated causing the receiver to have incorrect position and
data. However, in both interventions the attacks are not on the receiver software itself. A deeper
analysis of modeling and characterization of GPS spoofing is developed by (Larcom and Liu
2013). In this work, attack models are described in diverse scenarios to analyze possible vulnerable
aspects of civilian GPS. In a similar work presented by (Kerns et al. 2014), the authors investigated
through modeling the sufficient conditions needed to successfully spoof and capture an
autonomous drone, and demonstrated with field tests the capturing of a simple UAS via civilian
based GPS spoofing. Using simulation environments, the authors showed that by subjecting GPS
receivers, if the spoofer’s estimation errors of the UAS position and velocity are below 50 m and
10 m/s, respectively, the spoofer is capable of reliable and covert capture of the target drone’s
control. The coupled dynamics of the UAS and spoofer showed that a GPS spoofing attack can
force a UAS to unknowingly follow a trajectory imposed by the attacker and counterfeit signal.
The feasibility of these conditions and spoofing attacks were field demonstrated and confirmed.

In a recent work sponsored by NASA(Ippolito et al. 2019), a set of assumptions, concepts of
operations, challenges and design requirements were investigated to characterize flight-operations
of emerging small UAS in heavily populated urban centers. One of the goals of this effort, named
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NASA Safe Autonomous Flight Environment for the Last 50 Feet (SAFE50) project, is to
investigate the challenges of integrating and enabling access of small UAS to low-altitude high-
density urban environments through advanced onboard autonomy. One of the main concerns
discussed in the paper is the flight operations to be developed in degraded or denied GNSS/GPS
conditions. For example, the authors pointed out that urban canyon environments are not reliable
to utilize satellite-based communication for over-the-horizon (OTH) communication. In
consequence, operations near urban canyons will result in disruptions to wireless communication,
degraded air-ground communication, satellite-based communication, line-of-site blockage, and
signal reflections. Additionally, risk and hazard analysis were performed, and the actors involved
in the development of UAS operations were identified as: the general public, supplemental service
data providers, regulatory agencies, insurance companies, other aircraft, dynamic ground objects,
and static ground objects.

Causes and Potential Mitigation Strategies

Operations within urban environments take place in concentrated RF environments with high
levels of noise, degraded signals, and RF issues such as signal reflection, causing impact over
operations relying on GPS signal. As mentioned by (Strimpfel et al. 2020), potential causes for
GNSS unavailability or sparsely availability may be caused due to shadowing effects due to the
presence of objects and buildings or deteriorated positioning performance due to multipath and
poor available satellite geometry. Studies have been performed to analyze the relationship between
predicted receiver position, satellite constellation, and object database to calculate and proof the
LOS to available satellites.

As previously mentioned, natural phenomena may affect the GPS reliability. These include space
weather effects such as solar radio burst, scintillation and geomagnetic storms, atmospheric
refractions and delays, and equatorial regions. As described by (Comberiate et al. 2012) for
example, solar flare eruption produces radio waves that reduces the signal to noise ratio of relative
weak GPS signals and interferes with frequency channels used by GPS. In conjunction with solar
flares, magnetic storms, very well studied by (I. I. Alexeev et al. 2001) (lgor I. Alexeev et al.
2003), cause denominated scintillations in GPS signals that arise from spatial temporal variations
in the ionosphere. Along with this phenomenon, atmospheric effects as ionic concentration,
temperature, pressure, and humidity at the tropospheric layer causes delay in the communication
due to refraction of the signal entering the Earth.

Non-line-of-sight (NLOS) conditions can severely affect the accuracy of the measurements and
the performance of the autonomous drone during operation. NLSO conditions are common within
urbanized cities where the GNSS signals are partially blocked, jammed, or reflected by buildings
surround the drone. These reflections and disruptions can add significant errors to the expected
GNSS measurements and are difficult to account for since these reflections can bounce along
various pathways before being received and processed by the drone. (L. T. Hsu 2018) investigated
the modeling and severity of NLOS for small UASs in an urban environment. The GNSS modeling
was compared to controlled field tests to access the modelling accuracy and a mitigation process
to reduce the noise and error created by the NLOS reflections.

From the cyber-security perspective, since GPS localization relies on active communication,
signals are transmitted and received between different nodes, exposing itself to external
intervention. As presented by (Yu et al. 2012), there exist weaknesses to be detected on the
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software of GPS manufacturers. Although security measurements have been taken to overcome
this problem, as for example validation algorithms in the communication protocols, filters, attack
detectors, satellite identification codes, timing comparison and counter check with IMU or sensor
data, as reported in (Haider and Khalid 2016), the constant innovation in technology also allows
for new jamming and spoofing techniques that exploit hardware and software weak spots.

Another effect, similar to jamming attacks that affects GPS and ADS-B sensors, is obtained
through garbling which also generates the superimposing of signals coming from different sources.
A method to mitigate these effects has been studied using a multichannel ADS-B receiver and
implementing techniques such as Blind Source Separation (BSS) and Principal Component
Analysis (PCA), as presented in (Leonardi and Piracci 2018). For instance, according to the
authors, using a multi-channel/multi-antenna receiver, it is possible to exploit the different signal
sources to estimate and extract the original signals. However, a drawback from this method is that
it requires a multi-channel antenna and receiver, which increases the costs of the ADS-B receiver.
In the literature, multi-channel receivers for ADS-B signals have been widely analyzed to
overcome the problem of overlapping signals coming from different aircraft.

Machine learning techniques have also been studied to mitigate jamming attacks on ADS-B
devices. In (Manesh et al. 2019) the authors performed a comparison analysis of machine learning
based techniques to increase detection rates of cyber-attacks, particularly jamming attacks to the
ground station or to the aircraft. In particular, the study noted that ground stations are more prone
to jamming attacks, as the attack requires less power. In contrast, an aircraft jamming attack would
require more power, more money, and more difficult to make equipment. However, they also note
that other nearby aircraft can easily jam others such as in the case of drones. The authors in this
study compared different techniques from the literature proposed to monitor and detect jamming
attacks. These include support vector machine, k-nearest neighbor, artificial neural network (NN),
and decision tree. Features used to detect jamming using these techniques include bit error rate,
bad packet ratio, and energy statistic of received signal. The study found that the most acceptable
performance in detecting jamming attacks, with high detection rate and relatively low false alarms,
was obtained with the neural network approach. With NN, the detection rate and false alarms were
90.3%, and 30.9%, respectively. All the studied techniques, however, showed high percentage of
false alarm that exceeded 24%, which would be unacceptable in real scenarios.

ADS-B signal validation strategies using vision-aided detection systems have been also proposed
in the literature as alternative approach to mitigate signal degradation. According to (Carrio et al.
2017), kinds of sensing technologies can be deployed onboard UASs to detect flying obstacles. In
particular, the authors demonstrated a low-powered ADS-B system integrated with a Thermal
Infrared (TIR) camera to evaluate the effectiveness of the combined sensors for obstacle and
aircraft detection. This complimentary system was compared to an ADS-B coupled with an RGB
camera. These systems were prototyped and integrated on a UAS platform within a laboratory
environment to develop and test image processing algorithms and sensor fusion techniques. TIR
imaging proved to be effective for vision-based conflict detection systems, allowing visual
detections under extreme illumination conditions such as direct sun exposure or during the night,
at real-time frame rates. “Experimental results report a detection accuracy of 100 % in all cases
and an average recall rate of 65.94 %, acquiring images and processing them at 30Hz, with
detection ranges between 3 to 5 Km.”
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In recent years, there has been a significant interest on investigating compensation strategies for
GPS degradation or absents in the navigation procedures and countermeasures for cyber-attacks
that can disrupt the normal course of action. According to (Striimpfel et al. 2020), to enable
operation of small UAS at any time in any environment, a navigation capability is required that is
robust enough and not solely dependent on GNSS. The problem of deteriorated and sometimes
unavailable GNSS has motivated the study of potential mitigation strategies ranging from GPS
only to trajectory optimization, and complementary multisensory fusion using inertial sensors,
priori urban maps, and ground-based navigation. With the use of these strategies, it is expected
that, as soon as the GNSS is affected, the technology must assess what alternative positioning
strategy is available and switch to a different navigation method. A widely studied alternative is
IMU. The advantage of using IMU resides on the use of only inertial acceleration measurements
which are not affected by disruptions to wireless communication or degraded air-ground
communication. However, a significant disadvantage is that such measurements used to
approximate position and attitude suffers drift over time.

For GPS-denied environments, modern alternative approaches utilize visual odometry, and more
specifically SLAM techniques. An extensive survey of these technologies for GPS denied
navigation have been performed by (Balamurugan, Valarmathi, and Naidu 2017). SLAM
algorithms allow the mobile system to construct a live map of the surroundings by information
obtained from IMU, onboard cameras and additional sensors. This methodology allows the vehicle
to navigate in environments with even no GPS access.

Laser-based solutions have also been investigated along with hybrid approaches that utilize the
observation of features in the environment using laser range scanners and imagery. According to
(Strimpfel et al. 2020) challenging environments are divided into structured and unstructured
environments. The Structured Environment Navigation (SEN) is characterized by well-defined
boundaries such as predictable heights, shapes/sizes, room/corridors and building materials.
Unstructured environment navigation, also known as Probabilistic Environment Navigation
(PEN), is characterized by irregular dimensions and rough surfaces. One of the advantages of using
vision type sensors, as discussed by (Rufa and Atkins 2016), is that they do not depend on any
man-made electromagnetic transmission to work properly, which makes them a suitable and
complementary sensor to GPS.

Additional techniques that rely on visual odometry include optical flow or feature
detection/localization. In particular, optical flow can be applied to small UAS operating in
proximity to urban canyons or buildings. Using a camera with acceptable resolution, this technique
calculates the apparent local velocities of adjacent features (e.g., buildings or the street below) to
estimate the relative position within a pre-defined reference frame. Numerical simulations and
flight tests have shown that vehicles equipped with combined optical flow-stereo sensors can also
navigate 90 degree turns in simulated urban canyons without relying totally on GPS (Chao, Gu,
and Napolitano 2013); (Rhudy et al. 2015). Feature detection/localization uses vanishing points to
measure aircraft pitch and roll angles which can be used to reset the error in the IMU attitude angle
estimate. In addition to supporting navigation, laser and camera data may also be used to support
detect and avoid functions to assess the risk of collisions.

Long-term evolution cellular network has also been reported as an alternative concept that could
increase navigation accuracy of small UASs in urban centers. Since urban environments usually
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have large number of towers, the accuracy of localization navigation estimation can be improved
as a function of the number of towers available. This concept, however, it is still an active area of
research (Khalife, Bhattacharya, and Kassas 2018).

Network navigation-based techniques that use trajectory optimization of multiple small UASs have
been initially studied as a novel solution for GPS-denied navigation. In the work presented by
(Causa, Fasano, and Grassi 2018), an optimization algorithm is developed for flying trajectories
of multi-UAS missions, associating a vehicle not susceptible to GNSS signal corruption, referred
as” father’” vehicle, to support autonomous navigation of a” son’’ vehicle operating in complex
environments. The challenging zones are defined as areas where GNSS satellites are not available,
and in those areas, the number of father vehicles depends on the available GNSS information and
alternative mitigation sensors.

Light Detection and Ranging (LIDAR) is another potential navigation sensor solution for small
UAS navigation operating in urban canyons. These sensors can operate in GPS and weather
degraded conditions. According to (Rufa and Atkins 2016), this sensor can increase urban canyon
navigation accuracy by an order of magnitude compared with the traditional GPS/IMU/Odometry.
However, the only drawback of using this sensor is the associated high cost for small UASs.

Additionally, (Rufa and Atkins 2016) performed a comprehensive study regarding sensor accuracy
and availability as a function of environment characteristics. The authors investigated alternative
signals to GPS, including cellular network, television, wireless fidelity (Wi-Fi), and signals from
other satellites to determine if any of these available technologies would be a viable solution for
GPS independent navigation. They concluded that although LIDAR sensor allow mapping the
environment, complementary solutions such as Wi-Fi and cellular network could provide a long-
term evolution (LTE) technology to support inertial navigation in GPS denied urban environments.

Figure 14 shows a diagram of the possible sensors and existing urban navigation solutions. Table
4 shows the measured states provided by each type of sensor, based on the states for a rigid-body
fixed-wing UAS: north position N; east position XE; altitude h; ground speed VT; angle of attack
a; angle of sideslip B; the following Euler orientation angles of roll angle ¢, pitch angle 6, and yaw
angle y; and the body-fixed angular velocities of roll rate p, pitch rate g, and yaw rate r.
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Figure 14. Sensor System Diagram. Taken from (Rufa and Atkins 2016).
Table 4. UAS Sensor Information. Taken from (Rufa and Atkins 2016).

Sensor Measured states
GPS XN, Xg, h, VT
AHRS o, 6,v,p,q,r

Vision VT
ADS h, VT a, B
LTE XN, Xe

GPS/IMU XN, Xe, h, V1, ¢, 0,y,p, q
, T
ADS/IMU  Vr1,0,8,¢, 0,y,p,q,r

Alongside the additional hardware selected for each approach, a variety of guidance algorithms
can be integrated as part of a robust navigation solution to address external disturbances and
dropouts. These guidance algorithms can enhance the accuracy of the localization and different
hybrid solutions have been studied. As presented in Table 5, possible navigation solutions and
combination of different techniques have been reported in the literature to overcome GPS
unavailability (Balamurugan, Valarmathi, and Naidu 2017).

One more promising solution for navigation in GPS-denied environments includes
nonconventional approaches such as geomagnetic navigation, that combined with machine
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learning techniques could represent a potential navigation solution. The United States Air force
(USAF) and NASA with the National Oceanic and Atmospheric Administration have been
investigating the use of the Earth’s geomagnetic field for navigation for over two decades
(Canciani and Raquet 2017)(Sabaka et al. 2020). This alternative navigation technique, proposed
even before the GPS era, provides terrain navigation based on map contours. In1940, Goodyear
Aircraft Corporation started developing the Automatic Terrain Recognition and Navigation
System (ATRAN), a radar-map matching system capable of correcting the flight path deviation by
correlating measurements from a radar scanning antenna with a series of maps on board a missile.
Later in 1958, this was successfully demonstrated at Holloman AFB by using a three-axis precision
magnetometer attached to a plane and finding the best fit between the geomagnetic profile
measured during the flight and the corresponding profile in a stored map. With these initiatives, a
foundation for modern geomagnetic navigation was established (Goldenberg 2006).

Geomagnetic based methodology, however, is also affected by the solar winds and magnetic
storms. Currently, machine learning techniques are used to provide support in the forecasting of
key magnetic storm indicators for real-time applications, including navigation (Cuenca and
Moncayo 2021).

Table 5. Visual Navigation Solutions for GPS-denied Scenarios from (Balamurugan, Valarmathi,

and Naidu 2017)

No Type of Vehicle Strategy Sensors Used Year
1 AscTec Pelican Quadrotor Visual Odometry Stereo camera 2015
Visual SLAM and Laser IMU, Sonar, Scanning laser and
2 Quadrotor (GTQ) SLAM with EKF Camera 2014
3 Hexacopter Visual SLAM with EKF IMU, Monocular camera 2014
4 Mikrokopter EKF IMU, Monoculgr ca.mera, GPS, 2014
Barometric altimeter
5 Six Wheeled UGV Bayesian In(f;zg;atlon Filter IMU and Stereo Camera 2013
6 AsTec Pelican MAV VO and SLAM Stereo camera 2013
7 Simulator with flight data UKF IMU, GPS and Camera 2013
8 Quadrotor Invariant EKF IMU and RGBD Odometry (Kinect) 2013
9 Astec Pelican Quadrotor UKF IMU, Monocular camera 2013
10 Astec Firefly MAV EKF IMU, Pressure sensor and Monocular 2013
camera
11 Quadrotor Visual SLAM with KF IMU with Monocular camera 2013
12 Hexacopter Visual SLAM with EKF IMU and WVGA Monocular camera 2012
13 Simulator with data EKF IMU, Monocular camera 2012
14 Multi-Stereo Helmet tracking system EKF IMU and Monocular camera 2012
15 Test bed which is gas-powered radio- Visual SLAM with EKF IMU, Monocular camera 2012

controlled model helicopter
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No Type of Vehicle Strategy Sensors Used Year
16 Quadcopter Visual SLAM with EKF IMU, Pressure Sensor, USB Firefly )
Monocular camera
17 Gas-powered raqlo-controlled model Visual Odometry with EKF IMU, Monocular camera 2011
helicopter
18 Scout B1-100 Helicopter Using Pre-Existing Maps IMU and Monocular camera 2011
19 Six-Legged Crawler Visual Odometry IMU with Stereo camera 2011
20 Simulator with Flight Data Image Registration using IMU, GPS, Camera and GIS Data 2010
GIS Data
21 Simulator with Flight Data Visual SLAM Camera 2010
22 Quadrotor Visual SLAM with EKF IMU, Stereo camera, Monocular
Color Camera with Laser finder
23 HMAV EKF IMU and Wi-Fi camera 2009
24 Quadcopter KF IMU and VGA camera 2009
25 Yamaha RMAX Helicopter KF with Image Registration IMU, GPS, Cfrr:gzsand satellite 2008
26 Simulator with Vehicle data Kalman Filter IMU with Laser scanner 2008
27 Simulator with synthetic MAV flight UKF F.ramework utl.llzmg IMU and Stereo Camera 2008
data epipolar constraint
28 Simulator with MAV flight data Iterative Registration IMU with Monocular camera 2007
method, UKF
29 Simulator with MAV flight data Visual Odometry with EKF IMU with Monocular camera 2007
30 Acrobatic 23cc helicopter Non-Linear observer IMU and Webcam 2007
31 Simulator with Vehicle data EKF IMU with Camera 2007
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V. ECD, GPS and ADS-B Signal Spoofing Literature Review

Three main topics are included in this section of the literature review: 1) GPS spoofing detection
and mitigation for GNSS / GPS using the ECD algorithm; 2) GPS spoofing of ADS-B systems,
and 3) indoor localization with aircraft signals.’ Recognize that ADS-B is a subset of the larger
receiver localization problem. Solutions that apply to the larger vector space, GNSS / GPS also
are valid for the subset, ADS-B, if computational hardware is available.

GPS spoofing is a reasonably well researched topic. Many methods have been proposed to detect
and mitigate spoofing. The majority of the research focuses on detection of spoofing attacks.
Methods of spoofing mitigation are often specialized or computationally burdensome. Civilian
COTS anti spoofing countermeasures are rare. This report highlights the brilliant additive research
by Dr Manuel Eichelberger on mitigation and recovery of GPS spoofing. (Eichelberger 2019) ECD
implementation and evaluation shows that with some modifications, the robustness of collective
detection (CD) can be exploited to mitigate spoofing attacks. (Eichelberger 2019) shows that
multiple locations, including the actual one, can be recovered from scenarios in which several
signals are present. Experiments based on the TEXBAT database show that a wide variety of
attacks can be mitigated. In the TEXBAT scenarios, an attacker can introduce a maximum error
of 222 m and a median error under 19 m. "This is less than a sixth of the maximum unnoticed
location offset reported in previous work that only detects spoofing attacks. (Ranganathan and al.
2016).

ECD does not track signals. It works with signal snapshots. It is suitable for snapshot receivers,
which are a new class of low-power GPS receiver. (Eichelberger 2019; J.Liu and etal 2012).

ADS-B high dependency on communication and navigation (GNSS) systems causes the system to
inherit the vulnerabilities of those systems. This results in more opportunities to exploit those
vulnerabilities. In general, advancements in computers, connectivity, storage, hardware, software,
and apps are major aids to malicious parties who wish to carry out the spoofing and other threats
by exploiting the vulnerabilities of ADS-B. Another main vulnerability of ADS-B systems is its
broadcast nature without security measures, which can easily be exploited to cause harm.

Qualitative Risk Assessment Opinion based on FAA SRM Reference Guidelines (F.A.A.
2018; 2019; 2021).

After reviewing data, papers, and reports regarding the Severity, Likelihood, and Risks associated
with spoofing GNSS/ GPS signals, there are two schools of thought. Before 2015, transmitting
fake GNSS/GPS signals was both a qualitative - unlikely [Table 3-C Remote] (F.A.A. 2018) risk
and a niche issue. After 2015, the world changed considerably. Low-cost SDR RF signal
generators combined with awareness that spoofing was a powerful disruption technique, and
availability of COTSs precipitated a sharp increase in incidents ranging from amateur, to researcher
generated, to professional crook, to nation-state. The Ling and Qing demonstration of SDR signal
spoofer at DEFCON 2015 plus the 2013 spoofing of the 213" motor yacht White Rose of Drachs,
by Humphreys' team set the stage for significant spoofing incidents to follow. (Humphrees and e
2008).

There are two organizations which report the spoofing risks quite differently: the FAA and US
Navy. The FAA is concerned with the safe operation of aircraft, including UAS, in the NAS.
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Using the FAA SRM definitions the maximum severity of signal spoofing threat is Major [Table
2 -3] (F.A.A. 2018). This is because the threat would most likely result in substantial damage to
the aircraft vehicle and physical distress or injuries to persons without loss of life. Depending on
circumstances, the FAA SRM definitions result in the maximum likelihood as Probable -
especially for UAS. [Table 4-B]. (F.A.A. 2018)

The US Navy sees the spoofing threat quite differently. It considered the spate of incidents in 2016
in Moscow, Black Sea in 2017, Port of Shanghai in 2019 and the loss of 20 sailors in the South
China Seas in 2017 involving incidents with the USS McCain and USS Fitzgerald colliding with
commercial vessels Alnic MC and ACX. The US Navy sees the spoofing severity as Catastrophic
[Table 2-1] because of multiple fatalities, loss, and/or severe damage to ships and defensive
aircraft. Further, the US Navy view appears to be that the likelihood is Probable [Table 3-B].
(F.A.A. 2018) Depending on the view, spoofing can be considered at Risk Levels Yellow or Red
[Medium to High], i.e., medium acceptable risk to unacceptable risk. This bears out based on the
number of researchers and analysts studying / reporting / conventions on GNSS/GPS spoofing
countermeasures since 2018.

Using FAA SRM Guidelines, signal spoofing on UAS /ADS-B systems is above average
likelihood (probable -> frequent) and severity [Yellow bordering on Red or in terms of the severity
qualitative scale 3-> 2]. (F.A.A. 2019; 2018) As such, it is definitely not negligible and further
investigation is warranted. Further, ECD countermeasure methodology appears to be the superior
solution for outdoor localization. Simulation of ECD by ERAU is recommended.

In addition, the European Union Aviation Safety Agency’s (EASA) Opinion No 03/2021 regarding
Management of Information Security Risks offers some relevant information. (E.A.S.A. 2021)
SME Discussion is found in the end notes. "' "V (R. Nichols and Ryan 2000) ¥ "'

ASSURE A44

The ASSURE A44 project requires further definition of the Risk Assessment for spoofing threats
into four classifications: Part 107 Operations, BVLOS, Urban Areas, and Near Airports. Tables
1-3 show the Severity and Likelihood Probability, Associated References, and Mitigation Schemes
associated with the increasing Risk Profile for these classes. Because of federal guidelines and
licensing requirements, Part 107 Operations specifies a near pristine Risk level, or The Best-Case
Scenario. Because the UAS is not limited to a specified space and may cross the visual horizon,
BVLOS represents an elevated UAS spoofing threat and risk. Urban area operations represent a
difficult case for spoofing with increased Severity of consequences. Urban areas present difficulty
to enact countermeasure to a spoofing attack. Humans and equipment are at risk. Near Airports
represents the Worst-Case scenario with the highest Severity and Likelihood Probability. There
are globally reported UAS — aircraft and UAS — ship spoofing incidents that present serious
consequences to human life. In all four classifications, spoofing is probable. Both FAA and USN
consider spoofing a real and escalating threat. It no longer represents a remote or niche possibility
(Khan, Mohsin, and Igbal 2021; R. Nichols and Ryan 2000; M. L. Psiaki and Humphreys 2016).
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DISCLAIMERS / ASSUMPTIONS

Readers are assumed to have a reasonable knowledge of GNSS / GPS and ADS-B “IN” and “OUT”
systems. For those that need a refresher, (Moncayo, Yanke, and Yuetong 2020) gives a good
discussion of ADS-B “IN” vulnerabilities against jamming and spoofing threats. The FAA defines
the scope of ADS-B “OUT” in its 2018 Edition on the subject. (F.A.A. 2018) Chapter 4 of
(Busyairah 2019) gives a detailed view of Aircraft Surveillance Systems and the Radar limitations,
advantages, disadvantages, infrastructure, and applicable standards for a complete ADS-B system.
Chapter 6 discusses the security considerations of ADS-B systems. (Busyairah 2019) UAS and C-
UAS Cybersecurity considerations for GPS and ADS-B systems are effectively detailed in (R.K.
Nichols and a 2020), (Randall K. Nichols et al. 2019) and (D.H.S. 2018). GPS systems and
message formats are described in both (Eichelberger 2019) and (Wikipedia 2021).

Jamming attacks are briefly covered in this report. However, the ECD/CD method described in
(Eichelberger 2019) is an effective countermeasure to jamming attacks on GPS and ADS-B
systems.

History of spoofing countermeasures is covered up through 2016 with sole reference to (Haider
and Khalid 2016)

Intersecting Vulnerabilities

It is important to understand that both GPS (part of the GNSS family) and ADS-B systems are
vulnerable to spoofing attacks on both manned and unmanned aircraft. In general, GPS
vulnerabilities translate down to the more specific ADS-B subset which has vulnerabilities in its
own right. This report will cover in detail the brilliant work of Dr. Michael Eichelberger on Robust
Global Localization using GPS and Aircraft Signals. He describes a functional tool known as CD
to detect, mitigate and counter spoofing (and jamming) attacks on all stages of GPS. (Eichelberger
2019)

GPS is ubiquitous and is incorporated into so many applications (aircraft, ship, car /truck
navigation; train routing and control; cellular network, stock market, and power grid
synchronization) that it makes a “rich” target for spoofing a receiver's perceived location or time.
Wrong information in time or space can have severe consequences.

ATC is partially transitioning from radar to a scheme in which aircraft (A/C) transmit their current
location twice per second, through ADS-B messages. This system is mandated in Europe and well
under way in US since 2020. The A/C determine their own location using GPS. If a wrong location
is estimated by the on-board GPS receiver due to spoofing, wrong routing instructions will be
delivered due to a wrong reported A/C location, leading to an A/C crash.

Ships depend heavily on GPS. They have few reference points to localize themselves apart from
GPS. Wrong location indication can strand a ship, cause a collision, push off course into dangerous
waters, ground a ship, or turn a ship into a ghost or a missile. 2017 incidents in the Black Sea and
South China Seas have been documented. (Burgess 2017; Randall K. Nichols et al. 2019)

While planes and ships suffer spoofing attacks in the domain of location, an attacker may also try
to change the perceived time of a GPS receiver. Cellular networks rely on accurate time
synchronization for exchanging communication data packets between ground antennas and mobile
handsets in the same network cell. Also, all neighboring cells of the network need to be time
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synchronized for seamless call handoffs of handsets switching cells and coordinating data
transmissions in overlapping coverage areas. Since most cellular ground stations get their timing
information from GPS, a signal spoofing attacker could decouple cells from the common network
time. Overlapping cells might send data at the same time and frequencies, leading to message
collisions and losses. (Anonymous 2014) Failing communications networks can disrupt
emergency services and businesses. (Eichelberger 2019)

SPOOFING

Threats and weaknesses show that large damages (even fatal or catastrophic) can be caused by
transmitting forged GPS signals. False signal generators may cost only a few hundred dollars of
software and hardware.

A GPS receiver computing its location incorrectly or even failing to estimate any location at all
can have different causes. Wrong localization solutions come from 1) a low signal-to-noise ratio
(SNR) of the signal (examples: inside a building or below trees in a canyon); 2) reflected signals
in multipath scenarios, or 3) deliberately spoofed signals. (Eichelberger 2019) discusses mitigating
low SNR and multipath reflected signals. Signal spoofing is the most difficult case since the
attacker can freely choose the signal power and delays for each satellite individually. (Eichelberger
2019)

Before discussing ECD — Collective detection maximum likelihood localization approach,
(Eichelberger 2019) it is best to step back and briefly discuss GPS signals, classical GPS receivers,
A-GPS, and snapshot receivers. Then the ECD approach to spoofing will show some real power
by comparison. Power is defined as both enhanced spoofing detection and mitigation capabilities.
Vil

GPS SIGNAL

The GPS system consists of a control segment, space segment, and user segment. The space
segment contains the 24 orbiting satellites. The network monitor stations, and GCS and their
antennas make up the control segment. The third and most important are the receivers which make
up the user segment. (U.S.G.P.O. 2021)

Satellites transmit signals in different frequency bands. These include the L1 and L2 frequency
bands at 1.57542 GHz and 1.2276 GHz. (DoD 2008) Signals from different satellites may be
distinguished and extracted from background noise using code division multiple access protocol
(CDMA).(DoD 2008) Each satellite has a unique course / acquisition code (C/A) of 1023 bits. The
C/A codes are PRN sequences transmitted at 10.23 MHz which means it repeats every millisecond.
The C /A code is merged using an XOR before being with the L1 or L2 carrier. The data broadcast
has a timestamp called HOW which is used to compute the location of the satellite when the packet
was transmitted. The receiver needs accurate orbital information (aka ephemeris) about the satellite
which changes over time. The timestamp is broadcast every six seconds, the ephemeris data can
only be received if the receiver can decode at least 30 seconds of signal. (Eichelberger 2019)™

CLASSIC RECEIVERS

Classical GPS receivers use three stages when obtaining a location fix: acquisition, tracking, and
localization.
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Acquisition. The relative speed between satellite and receiver introduces a significant Doppler
shift to the carrier frequency. * GPS receiver locates the set of available satellites. This is achieved
by correlating the received signal with the known C /A codes from satellites. Since satellites move
at considerable speeds. The signal frequency is affected by a Doppler shift. So, the receiver must
correlate the received signal with C/ A codes with different Doppler shifts. (Eichelberger 2019)*

Tracking. After a set of satellites has been acquired, the data contained in the broadcast signal is
decoded. Doppler shifts and C /A code phase are tracked using tracking loops. After the receiver
obtained the ephemeris data and HOW timestamps from at least four satellites, it can start to
compute its location. (Eichelberger 2019)*"

Localization. Localization in GPS is achieved using signal time of flight (ToF) measurements.
ToFs are the difference between the arrival times of the HOW timestamps decoded in the tracking
stage of the receiver and those signal transmission timestamps themselves. X' The local time at the
receiver is unknown and the localization is done using pseudo-ranges. The receiver location is
usually found using least-squares optimization. (Eichelberger 2019; Wikipedia 2021)*V

A main disadvantage of GPS is the low bit rate of the navigation data encoded in the signals
transmitted by the satellites. The minimal data necessary to compute a location fix, which includes
the ephemerides of the satellites, repeats only every 30 seconds. *V

A-GPS (ASSISTED GPS) - REDUCING THE START-UP TIME

Assisted GPS (A-GPS) drastically reduces the start-up time by fetching the navigation data over
the internet, commonly by connecting via a cellular network. Data transmission over cellular
networks is faster than decoding the GPS signals and normally only takes a few seconds. The
ephemeris data is valid for 30 minutes. Using that data, the acquisition time can be reduced since
the available satellites can be estimated along with their expected Doppler shifts. With A-GPS, the
receiver still needs to extract the HOW timestamps from the signal. However, these timestamps
are transmitted every six seconds, which translates to how much time it takes the A-GPS receiver
to compute a location fix. (Eichelberger 2019)*"!

COARSE - TIME NAVIGATION

Coarse -Time Navigation (CTN) is an A-GPS technique which drops the requirement to decode
the HOW timestamps from the GPS signals. (Diggelen 2009) The only information used from
the GPS signals are the phases of the C/A code sequences which are detected by a matched filter.
Those C/A code arrival times are directly related to the sub-milliseconds unambiguously, the
deviation may be no more than 150 km from the correct values. *'! Vil Since the PRN sequences
repeat every millisecond, without considering navigation data flips in the signal, CTN can, in
theory, compute a location from one millisecond of the sampled signal. ** Noise can be an issue
with such short signal recordings because it cannot be filtered out the same way with longer
recordings of several seconds. The big advantage is that signal processing is fast and power-
efficient and reduces latency of the first fix. Since no metadata is extracted from the GPS signal,
CTN can often compute a location even in the presence of noise or attenuation (Diggelen 2009).

SNAPSHOT RECEIVERS
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Snapshot receivers aim at the remaining latency that results from transmission of timestamps from
satellites every six seconds. Snapshot receivers can determine the ranges to the satellite modulo 1
ms, which corresponds to 300 km.

COLLECTIVE DETECTION

Collective Detection (CD) is a maximum likelihood snapshot receiver localization method, which
does not determine the arrival time for each satellite, but rather combine all the available
information and decide only at the end of the computation. ™ This technique is critical to the
(Eichelberger 2019) invention to mitigate spoofing attacks on GPS or ADS-B. CD can tolerate a
few low-quality satellite signals and is more robust than CTN. CD requires a lot of computational
power. CD can be sped up by a branch and bound approach which reduces the computational
power per location fix to the order of one second even for uncertainties of 100 km and a minute.
CD improvements and research has been plentiful. (Eichelberger 2019; J.Liu and etal 2012;
Axelrod and al 2011; Bissag and M 2017)

ECD

Returning to the spoofing attack discussion, Dr Manuel Eichelberger’s CD — Collective detection
maximum likelihood localization approach, his method not only can detect spoofing attacks but
also mitigate them. The ECD approach is a robust algorithm to mitigate spoofing. ECD can
differentiate closer differences between the correct and spoofed locations than previously known
approaches. (Eichelberger, Robust Global Localization using GPS and Aircraft Signals, 2019)
COTS have little spoofing integrated defenses. Military receivers use symmetrically encrypted
GPS signals which are subject to a “replay” attack with a small delay to confuse receivers.

ECD solves even the toughest type of GPS spoofing attack which consists of spoofed signals with
power levels similar to the authentic signals. (Eichelberger 2019) ECD achieves median errors
under 19 m on the TEXBAT dataset, which is the de facto reference dataset for testing GPS anti-
spoofing algorithms. (Ranganathan and al. 2016; Wesson 2014) The ECD approach uses only a
few milliseconds worth of raw GPS signals, so called snapshots, for each location fix. This enables
offloading the computation into the Cloud, which allows knowledge of observed attacks. **
Existing spoofing mitigation methods require a constant stream of GPS signals and track those
signals over time. Computational load is increased because fake signals have to be detected,
removed, or bypassed. (Eichelberger 2019)

RESEARCH TO 2016: SURVEY OF EFFECTIVE GPS SPOOFING
COUNTERMEASURES

Because of the overwhelming dependence on GPS in every sector, ranging from civilian to
military, researchers have been trying to desperately find a complete solution to meet spoofing
threat. To understand that ECD (following sections) is a brilliant departure from the past efforts,
it is necessary to briefly cover the prevailing common wisdom. Haider and Khalid in 2016
published an adequate survey of spoofing countermeasures up through the end of 2016. (Haider
and Khalid 2016)
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SPOOFING TECHNIQUES

According to (Haider and Khalid 2016) there are three common GPS Spoofing techniques with
different sophistication levels: simplistic, intermediate, and sophisticated (Humphreys and al.
2008).

The simplistic spoofing attack is the most commonly used technique to spoof GPS receivers. It
only requires a COTS GPS signal simulator, amplifier, and antenna to broadcast signals towards
the GPS receiver. It was performed successfully by Los Alamos National Laboratory in 2002.
(Warner and Johnston 2003) Simplistic spoofing attacks can be expensive as the GPS simulator
can cost $400K and be heavy (not mobile). Simulator signals are not synchronized by the available
GPS signal and detection is easy.

In the intermediate spoofing attack, the spoofing component consists of GPS receiver to receiver
genuine GPS signal and spoofing device to transmit a fake GPS signal. The idea is to estimate the
target receiver antenna position and velocity and then broadcast a fake signal relative to the
genuine GPS signal. This type of spoofing attack is difficult to detect and can be partially prevented
by use of an IMU. (Humphreys and al. 2008)

In sophisticated spoofing attacks, multiple receiver-spoofer devices target the GPS receiver from
different angles and directions. The angle-of-attack defense against GPS spoofing in which the
angle of reception is monitored to detect spoofing, fails in this scenario. The only known defense
successful against such attack is cryptographic authentication. (Humphreys and al. 2008) i

Note that prior research on spoofing was to exclude the fake signals and focus on a single satellite.
ECD (next section) includes the fake signal on a minimum of four satellites, and then progressively
| selectively eliminates their effect until the real weaker GPS signals become apparent.
(Eichelberger 2019)

According to (Haider and Khalid 2016), there have been six innovative research papers that cover
spoofing countermeasures.

A. Multi-test Detection and Protection Algorithm against Spoofing Attacks on GNSS
Receivers (Jovanovic and Botteron 2014)

The CM presented in this paper relies on statistical properties of the GPS signal, signal power
level, Doppler frequency offset, and carrier to noise ratio. " The method monitors the above
statistical properties and checks for inconsistencies to detect the presence of a GPS spoofer signal.
The test results show that the proposed CMs can successfully detect the presence of the GPS fake
signal with a low probability of false alarm. The method offers a protection module (once the
spoofed signal is detected) where the tracking history is further evaluated to re-establish the lock
on correct signal. This method only works against simplistic spoofer attacks. However, it is cost-
effective as it requires only changes to the classic GNSS receiver, not the whole GPS
infrastructure. (Jovanovic and Botteron 2014)

B. GPS Spoofing Countermeasures (Warner and Johnston 2003)

The Warner and Johnson paper is good material for anyone interested in learning about GPS
spoofing CMs, but the techniques discussed were general not specific. The effectiveness of the
approaches and strategies to defend against spoofing mentioned cannot be measured because no
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tests were performed to evaluate the methods presented. None of the presented methods were
implemented in the field. The majority of strategies discussed were based on the monitoring of
signal properties. (Haider and Khalid 2016)

C. An Asymmetric Security Mechanism for Navigation Signals (Kuhn 2015)

The method described in Kuhn is based on cross-correlation and short-term information
processing.™" It is proposed that each satellite transmitter will transmit a signal known as a hidden
mark signal at regular intervals of time with a power level lower than receiver noise level. After
each mark signal transmission, a signed (encrypted) data signal is transmitted with a power level
above the receiver noise level. The hidden mark signal can only be assessed by GPS receivers after
receiving the signed data signal. This approach is best for a spoofed -replayed attack. The crystal
oscillators inside classic GPS receivers can easily measure the delay between the data signal and
the hidden mark signal despite being less than accurate as compared to onboard atomic clocks of
the satellite. The method fails for multiple spoofer antennas. (Kuhn 2015)

D. A Cross layer defense mechanism against GPS spoofing attacks on PMUs in Smart Grid
(Fan and al. 2015)

The CM described is a method to protect the electrical grid PMUs from possible GPS spoofing
attacks. The protection method consists of cross layer protection. The first layer (physical) receives
signals from hybrid antennas, and then measure the AOA of the signals of all the GPS receivers.
AOA will be the same to GPS receiver if sourced at the same satellite. Spoofed signals will have
a different AOA. The second layer (upper layer) receives input from the physical layer then
processes using state-based estimation techniques to detect bad data. The technique is feasible and
only requires additional GPS receiver and antenna. The method works against simple and
intermediate attacks. (Fan and al. 2015)

E. Detection and Mitigation of GPS Spoofing Based on Antenna Array Processing
(Magiera and Katulski 2015)

This paper focuses on a CM that uses spatial processing. It tests well for both detection and
reducing the impact of spoofed receivers. The method uses multiple antennas for reception and
combines with the AOA approach. The phase delay measurement is used distinguish the fake and
authentic signals. The accuracy of the CM was tested when 4-8 spoofed signals were in play.
Accuracy prediction was 99% when carrier to noise ratio was at least 46 dBHz (Magiera and
Katulski 2015).

F. GPS Spoofing Detection via Dual- Receiver Correlation of Military Signals (M. Psiaki
and al. 2013)

The authors proposed a cross-layer detection mechanism to detect multiple spoofing attacks
against the smart grid. In the physical layer, an AOA based mechanism is employed. The
distribution of the normal to spoofed standard deviation of the difference of the C/No from
different antennas is calculated. The prior probability of spoofing is calculated then fed into the
upper layer for further detection. In the upper layer, a Kalman filter is applied to estimate the state
of the power system and use the measurement error to calculate the trustworthiness value of being
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spoofed. The information is all combined and correlated / integrated into the cross-layer
mechanism. Results have posted well but computation time is high (M. Psiaki and al. 2013).

A-F ANALYSIS (Haider and Khalid 2016)

Table 6, reprinted from (Haider and Khalid 2016), shows the criteria used to evaluate each
technique to find the most effective GPS spoofing CM. Table 7, reprinted from (Haider and Khalid
2016), presents an analysis of A-F with respect to criteria set forth in Table 11.

From Table 7, it can be discerned that almost all the techniques can offer protection against a
simplistic spoofing attack (Kuhn 2015; Jovanovic and Botteron 2014; Fan and al. 2015; Magiera
and Katulski 2015; M. Psiaki and al. 2013). Only two techniques can offer protection against
sophisticated types of attacks (Kuhn 2015; M. Psiaki and al. 2013). This represents a reasonable
look at the state-of-the-art in GPS spoofing CMs in 2016.

Table 6. GPS spoofing effectiveness criteria.

Criteria Definition Passible Values
Quick Implementation Ability to apply the technique quickly and as soon as possible Yes /No
Cost effective Cast should be low and affordable to apply ptl]:d te‘wcgle‘lque either in small scale or large number of Yes/ No
Prevent Simplistic Attack Ability to detect simplistic attack Yes/ No
"""“‘;‘;“w"]‘(“m Ability to detect intermediate type of attack " Yes/No
S el Ability to detect sophisticated and advanced types of attacks Yes/ No
g o Requires changes to satellite transmitters for impl ion of techniq Yes/No
Req;i:e;vcerm;nigf to Requires changes to receiver for impl jon of technig Yes/ No
Validation How easy to test Yes/ No
Interoperability Machine Independence Yes/ No
L RequueH' s] External Does the technique require Yes/ No

Table 7. Analysis of spoofing technologies with respect to effectiveness criteria.
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GPS SPOOFING RESEARCH: OUT OF THE BOX BRILLIANCE TO ECD DEFENSE

Three tracks of research are most relevant to ECD / CD: Maximum Likelihood Localization,
Spoofing Mitigation algorithms, and Successive Signal Interference Cancellation (SIC). Note that
historical spoofing research focusses primarily on detection on singular SPS source attacks. The
focus on mitigation, correction, and recovery attending to multiple spoofing signals on multiple
satellite attack surface is the hallmark of ECD.

Maximum Likelihood Localization

CD is a maximum likelihood GPS localization technique. It was proposed it 1996 but considered
computational infeasible at that time. (Spilker 1996) CD was first implemented by Axelrod et al.
in 2011 (Axelrod and al 2011). The search space contained millions or more location hypotheses.
Improvements in the computational burden were found using various heuristics (Cheong and al.
2011; Jia 2016). A breakthrough came with the proposal of a branch-and-bound algorithm that
finds the optimal solution within ten seconds running on a single CPU thread. (Bissag and M 2017)

Spoofing Mitigation

GPS spoofing defenses have been intensively studied. Most of the defenses focus on detecting
spoofing attacks. There is a paucity of prior research for spoofing mitigation and recovering from
successful attacks by finding and authenticating the correct signals (M. L. Psiaki and Humphreys
2016). In contrast to the vast research on GPS spoofing, there is a lack of commercial, civil
receivers with anti-spoofing capabilities (Eichelberger 2019). ECD inherently mitigates spoofing
attacks. The tide will turn.*¥

Spoofing hardware performing a sophisticated seamless satellite-lock takeover attack has been
built (Humphreys and al. 2008). Challenges associated with spoofing are matching the spoofed
and authentic signal’s amplitudes at the receiver, which might not be in LOS and moving (Schmidt
and al 2016).

It is practically feasible for a spoofer to erase the authentic signals at a 180-degree phase offset
(M. L. Psiaki and Humphreys 2016). This is one of the strongest attacks that can only be detected
with multiple receiver antennas or by a moving receiver (M. L. Psiaki and Humphreys 2016). For
signal erasure to be feasible, the spoofer needs to know the receiver location more accurately than
the GPS L1 wavelength, which is 19 cm. Receivers with only a single antenna cannot withstand
such an erasure attack. ECD targets single-antenna receivers and does not deal with signal erasure
(Eichelberger 2019). In all other types of spoofing attacks, including signal replay and multiple
transmission antenna implementations, the original signals are still present and ECD remains
robust (Eichelberger 2019). Detecting multi-antenna receivers and differentiating signal timing
consistencies is covered in (Tippenhauer and etal 2011).

The GPS anti-spoofing work most relevant to ECD is based on joint processing of satellite signals
and the maximum likelihood localization. One method is able to mitigate a limited number of
spoofed signals by vector tracking of all satellite signals (Jafarnia-Jahromi and al. 2012). A similar
technique is shown to be robust against jamming and signal replay (Ng and Gao 2016).
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Successive Signal Interference Cancellation !

ECD uses an iterative signal damping technique with spoofing signals similar to SIC. SIC removes
the strongest received signals one by one in order to find the weaker signals and have been used
with GPS signals before (Lopez-Risueno and Seco-Granados 2005; Madhani and al. 2003). That
work is based on a classical receiver architecture which only keeps a signal’s timing, amplitude,
and phase. The ECD has its own snapshot receiver based on CD, which directly operates in the
localization domain and does not identify individual signals in an intermediate stage. It is
impossible to differentiate between authentic and spoofed signal, a priori, ECD does not remove
signals from the sample data. Otherwise, the localization algorithm might lose the information
from authentic signals. Instead, ECD dampens strong signals by 60% to reveal weaker signals.
This can reveal localization solutions with lower CD likelihood. (Eichelberger 2019)

GPS Signal Jamming

The easiest way to prevent a receiver from finding a GPS location is jamming the GPS frequency
band. GPS signals are weak and require sophisticated processing to be found. Satellite signal
jamming considerably worsens the signal to noise ratio (SNR) of the satellite signal acquisition
results. ECD algorithms achieve a better SNR than classical receivers and are able to tolerate more
noise or stronger jamming (Eichelberger 2019).

A jammed receiver is less likely to detect spoofing since the original signals cannot be accurately
determined. The receiver tries to acquire any satellite signals it can find. The attacker only needs
to send a set of valid GPS satellite signals stronger than the noise floor, without any
synchronization with the authentic signals *"" (Eichelberger 2019).

There is a more powerful and subtle attack on top of the jammed signal. The spoofer can send a
set of satellite signals with adjusted power levels and synchronized to the authentic signals to
successfully spoof the receiver (Eichelberger 2019). So even if the receiver has countermeasures
to differentiate the jamming, the spoofer signals will be accepted as authentic (R. Nichols and al.
2020).

Two Robust GPS Signal Spoofing Attacks and ECD

Two of the most powerful GPS signal spoofing attacks are: Seamless Satellite-Lock Takeover
(SSLT) and Navigation Data Modification (NDM). How does ECD perform against these?

Seamless Satellite-Lock Takeover (SSLT)

The most powerful attack is a seamless satellite-lock takeover. In such attack, the original and
counterfeit signals are nearly identical with respect to the satellite code, navigation data, code
phase, transmission frequency, and received power. This requires the attacker to know the location
of the spoofed device precisely, so that ToF and power losses over a distance can be factored in.
After matching the spoofed signals with the authentic ones, the spoofer can send its own signals
with a small power advantage to trick the receiver into tracking those instead of the authentic
signals. A classical receiver without spoofing countermeasures, like tracking multiple peaks, is
unable to mitigate or detect the SSLT attack, and there is no indication of interruption of the
receiver’s signal tracking. (Eichelberger 2019)
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Navigation Data Modification (NDM)

An attacker basically has two attack vectors: modifying the signals code phase or altering the
navigation data. The former changes the signal arrival time measurements. The latter affects the
perceived satellite locations. Both influence the calculated receiver location. ECD works with
snapshot GPS receivers and are not vulnerable to NDM changes as they fetch information from
other sources like the Internet. ECD deals with modified, wireless GPS signals.

ECD ALGORITHM DESIGN

ECD is aimed at single-antenna receivers. Its spoofing mitigation algorithm object is to identify
all likely localization solutions. It is based on CD because 1) CD has improved noise tolerance
compared to classical receivers, 2) CD is suitable for snapshot receivers, 3) CD is not susceptible
to navigation data modifications, and 4) CD computes a location likelihood distribution which can
reveal all likely receiver locations including the actual location, independent of the number of
spoofed and multipath signals. ECD avoids all the spoofing pitfalls and signal selection problems
by joining and transforming all signals into a location likelihood distribution. Therefore, it defeats
the top two GPS spoofing signal attacks (Eichelberger 2019).

Relating to the fourth point, spoofing and multi-path signals are actually similar from a receiver’s
perspective. Both result in several observed signals from the same satellite. The difference is that
multipath signals have a delay dependent on the environment while spoofing signals can be crafted
to yield consistent localization solution at the receiver. In order to detect spoofing and multipath
signals, classical receivers can be modified to track an arbitrary number of signals per satellite,
instead of only one (S.A.Shaukat and al. 2016). In such a receiver, the set of authentic signals —
one signal from each satellite — would have to be correctly identified. Any selection of signals can
be checked for consistency by verification that the resulting residual error of the localization
algorithm is very small. This is a combinatorically difficult problem. For n satellites and m
transmitted sets of spoofed signals, there are (m+ 1) " possibilities for the receiver to select a set
of signals. Only m + 1 of those will result in a consistent localization solution, which represents
the actual location and m spoofed locations. ECD avoids this signal selection problem by joining
and transforming all signals into a location likelihood distribution (Eichelberger 2019).

ECD only shows consistent signals, since just a few signals overlapping (synced) for some location
hypotheses do not accumulate a significant likelihood. All plausible receiver locations — given the
observed signals - have a high likelihood. Finding these locations in four dimensions, space, and
time, is computationally expensive (Bissig and Wattenhoffer 2017).

Branch and Bound

To reduce the computational load comparing to exhaustively enumerating all the location
hypotheses in the search space, a fast CD leveraging branch and bound algorithm is employed.
(Eichelberger 2019) describes the modifications to the B&B algorithm for ECD in copious detail
in Chapter 6. Eichelberger also discusses acquisition, receiver implementation and experiments
using the TEXBAT database. Vil xxix

One of the key points under the receiver implementation concerns correlation of C/A codes. **
The highest correlation is theoretically achieved when the C/A code in the received signal is
aligned with the reference C/A code. Due to the pseudo-random nature of the C/A codes, a shift
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larger than one code chip from the correct location results in a low correlation value. Since one
code chip has a duration of 1/1023 ms, the width of the peaks found in the acquisition vector is
less than 2% of the total vector size. ECD reduces the maximum peak by 60% in each vector. A
detection for partially overlapping peaks prevents changes to those peaks. Reducing the signal
rather than eliminating it has little negative impact on the accuracy. Before using these vectors in
the next iteration of the algorithm, the acquisition result vectors are normalized again. This reduces
the search space based on the prior iteration (Eichelberger 2019).

ADS-B SECURITY

A subset problem, namely ADS-B systems on aircraft both manned and unmanned needs to be
explored. ADS-B ubiquitously uses GPS location and signal receiver technologies. ADS-B has a
very high dependency on communication and navigation (GNSS) systems. This is a fundamental
cause of insecurity in the ADS-B system. It inherits the vulnerabilities of those systems and results
in increased Risk and additional threats. (R.K. Nichols and a 2020; Randall K. Nichols et al.
2019)* Another vulnerability of the ADS-B system is its broadcast nature without security
measures. These can easily be exploited to cause other threats such as eavesdropping aircraft
movement with the intention to harm, message deletion and modification. The systems
dependency on the on-board transponder is also considered a major vulnerability, which is shared
by the SSR. This vulnerability can be exploited by aircraft hijackers to make the aircraft
movements invisible (Busyairah 2019).

ADS-B Standards

ICAO has stressed including provisions for the protection of critical information and
communication technology systems against cyberattacks and interference as stated in the Aviation
Security Manual Document 8973/8 (1.C.A.O. 2021). This was further emphasized in ATM
Security Manual Document 9985 AN/492 to protect ATMs against cyberattacks (I.C.A.O. 2021).

ADS-B Security Requirements ¥

Strohmeier, et al. (M. Strohmeier 2015) and Nichols, et al. (Randall K. Nichols et al. 2019) have
both outlined a set of security requirements for piloted aircraft and unmanned aircraft, respectively.
The combined security requirements for the ADS-B system in sync with the standard information
security paradigm of CIA are as follows:

e Data integrity ¥
o The system security should be able to ensure that ADS-B data received by the
ground station or other aircraft (a/c) or UAS (if equipped) are the exact message
transmitted by the a/c. It should also be able to detect any malicious modification
to the data during the broadcast.
e Source integrity
o The system security should be able to verify that the ADS-B message received is
sent by the actual owner (correct a/c) of the message.
e Data origin (location / position fix) authentication
o The system security should be able to verify that the positioning information in the
ADS-B message received is the original position of the a/c at the time of
transmission.
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e Low impact on current operations
o The system security hardware / software should be compatible with the current
ADS-B installation and standards.
e Sufficiently quick and correct detection of incidents
e Secure against DOS attacks against computing power
e System security functions need to be scalable irrespective of traffic density.
e Robustness to packet loss

Vulnerabilities in ADS-B system

Vulnerability in this section refers to the Ryan Nichols (RN) equations for information Risk
determination. A vulnerability is a weakness in the system that makes it susceptible to exploitation
via athreat or various types of threats (Randall K. Nichols et al. 2019). ADS-B system is vulnerable
to security threats.

Broadcast Nature of RF Communications

ADS-B principle of operation, system components, integration and operational environment are
adequately discussed in Chapter 4 of (Busyairah 2019). The ADS-B system broadcasts ADS-B
messages containing a/c state vector information and identity information via RF communication
links such as 1090ES, UAT, or VDL Mode 4. The broadcast nature of the wireless networks
without additional security measures is the main vulnerability in the system. (R.K. Nichols and
Lekkas 2002) v

No Cryptographic Mechanisms

Neither ADS-B messages are encrypted by the sender at the point of origin, nor the transmission
links. There are no authentication mechanisms based on robust cryptographic security protocols.
The ICAO (Airport’s authority of India 2014) has verified that there is no cryptographic
mechanism implemented in the ADS-B protocol (ADDIN ZOTERO_ITEM CSL_CITATION
{"Ci.XXXV

ADS-B COTS

ADS-B receivers are available in COTS at affordable prices. The receiver can be used to track
ADS-B capable a/c flying within a specific range of the receiver. The number of ADS-B tracking
gadgets for all kinds of media is growing every year. They can be used to hack the systems on
UAS (Randall K. Nichols et al. 2019).

Shared Data

As a results of COTS availability of ADS-B receivers, various parties, both private and public, are
sharing real-time air traffic information on a/c on the internet. There are a number of websites on
the internet that provide digitized live ADS-B traffic data to the public, e.g., flightradar24.com,
radarvirtuel.com, and Flightaware. The available of the data and the capability to track individual
a/c movements open the door to malicious parties to perform undesired acts that may have safety
implications (Busyairah 2019).
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ASTERIX Data Format

All-purpose Structured EUROCONTROL Surveillance Information eXchange (ASTERIX) is a
binary format for information exchange in aviation (ADDIN ZOTERO_ITEM CSL_CITATION
Surveillance Data Exchange - Part 1” 2016). ADS-B data is encoded into ASTERIX CAT 21
format and transmitted by ADS-B equipped a/c to ADS_B ground stations and decoded into usable
form for ATC use. The ASTERIX format decoding guidance, source code and tools are widely
available in the public domain.

Dependency On the On-Board Transponder

ADS-B encoding, and broadcast are performed by either the transponder (for 1090ES) or an
emitter (for UAT/ VDL Mode 4) on board the a/c. Therefore, the ADS-B aircraft surveillance is
dependent on the on-board equipment. There is a vulnerability (not cyber or spoofing) whereby
the transponder or emitter can be turned off inside the cockpit. Obviously, the a/c becomes
invisible and SSR and TCAS operation integrity is affected.

Complex System Architecture and Pass-through of GNSS Vulnerabilities

ADS-B is an integrated system, dependent on an on-board navigation system to obtain information
about the state of the a/c as well as a communication data link to broadcast the information to ATC
on the ground and other ADS-B equipped a/c. The system interacts with external elements such as
human, (controllers and pilots) and environmental factors. The integrated nature of the system
increases the systems vulnerability. The vulnerabilities of the GNSS on which the system relies to
obtain a/c positioning information are inherited by the system. Vulnerabilities of the
communications links are also inherited by the ADS-B system (Eichelberger 2019; The Royal
Academy of Engineering 2011).

Threats in ADS-B system

Threats in this section refers to the Ryan Nichols (RN) equations for information risk
determination. A threat is an action exploiting a vulnerability in the system to cause damage or
harm specifically to a/c and generally to the Air Traffic Services (ATS), intentionally or
unintentionally (Randall K. Nichols et al. 2019). The ADS-B system is vulnerable to security
threats.

Eavesdropping

The broadcast nature of ADS-B RF communication links without additional security measures
(cryptographic mechanisms) enables the act of eavesdropping into the transmission. While ADS-
B information is meant to be shared with others top provide traffic information, eavesdropping can
lead to serious threats such as targeting specific a/c movement information with intention to harm
the a/c. This can be done with more sophisticated traffic and signal analysis using available sources
such as Mode S and ASDS-B capable open-source GNU Radio modules or SDR. Eavesdropping
is a violation of confidentiality and compromises system security (Busyairah 2019).

Data-Link Jamming

Data-link jamming is an act of deliberate/non-deliberate blocking, jamming, or causing
interference in wireless communications (R.K. Nichols and Lekkas 2002). Deliberate jamming
using a radio jammer device aims to disrupt information flow (message sending/receiving)
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between users within a wireless network. Jammer devices can be easily obtained as COTS devices
(M. Strohmeier 2015; R.K. Nichols and Lekkas 2002). Using the Ryan Nichols equations, the
impact is severe in aviation due to the large coverage area (airspace) which is impossible to control.
It involves safety critical data; hence the computed Risk / lethality level is high (R.K. Nichols and
Lekkas 2002) (Busyairah 2019). The INFOSEC quality affected is availability because jamming
stops the a/c or ground stations or multiple users within a specific area from communicating.

Jamming is performed on ADS-B frequencies, e.g., 1090MHz. Targeted jamming attack would
disable ATS at any airport using ATCC. Jamming a moving a/c is difficult but feasible (M.
Strohmeier 2015).

ADS-B system transmitting on 1090ES is prone to unintentional signal jamming due to the use of
the same frequency (Mode S 1090 MHz) by many systems such as SSR, TCAS, MLAT and ADS-
B, particularly in dense space (Busyairah 2019).**V! Not only is ADS-B prone to jamming, so is
SSR (Adamy 2001, 2).0xVii

Two Types of Jamming Threats for ADS-B

Apart from GNSS (positioning source for ADS-B) jamming, the main jamming threats for the
ADS-B system include GS Flood Denial and A/C Flood Denial.

Ground Station Flood Denial (GSFD)

The GSFD blocks 1090 MHz transmissions at the ADS-B ground station. There is no difficulty in
gaining close proximity to a ground station. Jamming can be performed using a low-power
jamming device to block ADS-B signals from A/C to the ground station. The threat does not target
individual a/c. It blocks ADS-B signals from all A/C within the range of the ground station.

Aircraft Flood Denial (A/C FD)

A/CFD blocks signal transmission to the a/c. This threat disables the reception of ADS-B IN
messages, TCAS, and interrogation from WAM/MLAT and SSR. It is very difficult to gain close
proximity to a moving A/C. The attacker needs to use a high-powered jamming device. According
to (McCallie and a 2011) these devices are not easy to obtain. >V |t is true is the jamming function
will be ineffective as soon as the a/c moves out of the specific range of the jamming device.
Actually, better attempts can be made from within the a/c.

ADS-B SIGNAL SPOOFING

ADS-B signal spoofing attempts to deceive an ADS-B receiver by broadcasting fake ADS-B
signals, structured to resemble a set of normal ADS-B signals or by re-broadcasting genuine
signals captured elsewhere or at a different time. Spoofing an ADS-B system is also known as
message injection because fake (ghost) a/c are introduced into the air traffic. The vulnerability of
the system — having no authentication measures implemented at the systems data link layer —
enables this threat. Spoofing is a hit on the security goal of Integrity. This leads to undesired
operational decisions by controllers or surveillance operations in air or on ground. The threat
affects both ADS-B IN and OUT systems (Busyairah 2019). Spoofing threats are of two basic
varieties: Ground Station Target Ghost Injection / Flooding and Ground Station Target Ghost
Injection / Flooding.

Ground Station Target Ghost Injection / Flooding
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Ground Station Target Ghost Injection / Flooding is performed by injecting ADS-B signals from
a single a/c or multiple fake (ghost) a/c into a ground station. This will cause single /multiple fake
(ghost) a/c to appear on the controller’s working position (radar screen). X!

Aircraft Target Ghost Injection / Flooding

Aircraft Target Ghost Injection / Flooding is performed by injecting ADS-B signals from a single
a/c or multiple fake (ghost) a/c into an airplane in flight. This will cause ghost a/c to appear on the
TCAS and CDTI screens in the cockpit to perform erratically. Making the situation even worse,
the fake data will also be used by airborne operations such as ACAS, ATSAW, ITP and others for
aiding a/c navigation operations. (Busyairah 2019)

ADS-B message deletion

An a/c can be made to look like it has vanished from the ADS-B based air traffic by deleting ADS-
B message broadcast from the a/c. This can be done by two methods: destructive interference and
constructive interference. Destructive interference is performed by transmitting an inverse of an
actual ADS-B signal to an ADS-B receiver. Constructive interference is performed by transmitting
a duplicate of the ADS-B signal and adding the two signal waves (original and duplicate). The two
signal waves must be of the same frequency, phase and travelling in the same direction. Both
approaches will be result in discarded by the ADS-B receiver as corrupt (Busyairah 2019).

ADS-B message modification

ADS-B message modification is feasible on the physical layer during transmission via datalinks
using two methods: Signal Overshadowing and Bit-flipping. Signal overshadowing is done by
sending a stronger signal to the ADS-B receiver, whereby only the stronger of the two colliding
signals is received. This method will replace either the whole target message or part of it. Bit
flipping is an algorithmic manipulation of bits. The attacker changes bits from 1 to O or vice versa.
This will modify the ADS-B message and is a clear violation of the security goal of integrity (M.
Strohmeier 2015). This attack will disrupt ATC operations or a/c navigation.

Circling back to ECD

Note that all of the ADS-B vulnerabilities and threats above are amenable to ECD mitigation if
sufficient computing horsepower is available. For an a/c or ground station, this condition bodes
well. For a UAS or sUAS, the ability for sufficient computational performance is limited.

INDOOR LOCALIZATION WITH AIRCRAFT SIGNALS USING ECD VS
COMPETITIVE TECHNOLOGIES

GPS does not work well indoors due to the low signal strength. GPS satellite gets its energy from
a dual solar array, which generates about 400-2900 W of power (depending on the satellite
generation). X With an altitude of about 12,427 miles, this relatively weak signal barely makes it
to earth. (Accuracy 2021) The free space path loss is on the order of 180 dB (anonomous 2021)
(Eichelberger and Tanner 2017).

Airplanes and other aircraft fly at an altitude below 8.5 miles. They also have ample power leaving
for communications.X!' For safety reasons, airplanes and helicopters repeatedly transmit their
location (like GPS satellites). These ADS-B signals are strong enough to be received indoors, even
with cheap hardware. However, the question is if these ATC signals precise enough to not only
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locate the aircraft but any mobile device. ATC signals have not been designed for indoor
localization. Three challenges are present: (Eichelberger and Tanner 2017)

1) Aircraft do not fly in an orbit. Aircraft do not have accurate predetermined flight paths
and unexpected changes to their route are always possible (i.e., holding pattern, weather,
crowded airport).

2) Aircraft are not uniformly distributed in the sky. GPS satellites cover the sky in a regular
pattern to maximize use position fixing (localization).

3) Aircraft position signals are not precise. An aircraft has an unpredictable delay between
learning its position from the GPS satellites and retransmitting this position (LI1. 2021).
Xl Unlike GPS satellites with their atomic clocks, aircraft transmissions may not include
complete time information; some aircraft do not even include precise position
information.

There are key differences in “accuracy” and “precision” and “absolute” and “relative” accuracy
when it comes to discussions of GNSS/ GPS position fixing, mapping, and surveying. Schaefer
devotes Chapter 19 Accuracy and Precision of GNSS in the field, in his book, GPS and GNSS
Technology in Geosciences (2021) (Schaefer and Pearson 2021) .

Eichelberger points out a few mitigating factors. Aircraft do not fly in orbits, but passengers and
crew certainly do not appreciate abrupt flight path changes. Aircraft positions are not optimized
for ground user-localization, but rather for air traffic safety. In urban areas there are more aircraft
available than satellites. This increases the number of signals and reduces statistical uncertainty in
position estimation from noisy measurements (item 3) (Eichelberger and Tanner 2017) . However,
at night, frequency of received A/C signals is substantially lower than during the daytime.

Therefore, the question is if the mitigations above outweigh the communications issues using just
aircraft signals to retransmit the GPS signals to ground stations and users. The answer is no as
Eichelberger presents a indoor localization method using ECD. It requires only a network of
receivers, [ground stations]; a receiver whose position should be determined [handset]; and a
server which connects the handset. His entire approach, mathematics, field tests, and conclusions
may be found in the publication by Eichelberger and Tanner (Eichelberger and Tanner 2017).

ECD vs minimum US government GPS standards

The GPS Performance Standard the US government currently lists a worse-case horizontal
accuracy better than 17 meters (~55.8 ft) in 95% of all cases (U.S.G.P.O. 2020). Depending on the
quality of the receiver and available correction methods, the horizontal can be substantially better,
on the order of 3-7 meters (~9.8 - 23 ft).X'"V Usually, indoor localization methods attempt to be
more accurate, as for instance military targeting or user in large mall.

ECD cannot compete with other indoor localization methods. ECD prototype implementation has
a median error of about 25 m (82 ft). On the plus side, ECD works very well for both outdoors and
marginally for indoor localization. For purposes of this research, ECD does not report well for
indoor localization operations. Rather than describe the indoor ECD implementation, prototype
methods, simulations, and details results, the reader is guided to the primary paper for further
discussion (Eichelberger 2019).
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Related Work

Much research on indoor localization focuses on providing accurate position fixes (localization)--
for instance room level or sub-meter accuracy. The cost factors are ITE:

1. Installation of dedicated infrastructure like beacons in each building or room (ex.,
hospital neo-natal or heart surgery recovery),

2. Training or initialization phase to gather data, which is necessary for subsequent
localization,

3. Usage of Expensive user equipment (Eichelberger and Tanner 2017).

Most methods do not suffer all three drawbacks. However, lower cost is a trade-off for less
accuracy. Liu et al. provide an overview of indoor localization methods. They differ by
fundamental measurements, which are received signal strength (RSS), time of arrival (TOA), time
difference of arrival (TDOA),*" or angle of arrival (AOA). = (G. Li et al. 2007). Below are briefly
listed the main ECD competitors with ITE drawbacks in brackets.

WiFi [T]

WiFi signals are popular for indoor localization because of the wide use of WiFi hotspots. No
dedicated infrastructure like beacons are needed. WiFi based approaches generally have an
accuracy of a few meters (“few” x 3.280 = ft). WiFi localization methods require a training phase
in which positions or fingerprints of the access points are determined at different locations.

Infrastructure changes have to be detected and database needs to be updated regularly (G. Li et al.
2007).

Ultrasound [1]

Ultrasound based methods require dedicated hardware. Cheap equipment with excellent results.
Ultrasound systems have proven to be very accurate achieving centimeter-level accuracy. (1 cm=
0.393 in) The drawbacks are limited effective distance, prone to ambient noise (Oberholzer and
etal 2011).

Light [T, E]

The most accurate results are achieved by laser- and camera — based methods. The best system in
2016 achieved an accuracy of 5 cm (1.968 in) using two lasers and multi high-end cameras. It costs
a quarter million dollars. (Microsoft 2016) LEDS and miniaturization has opened up the visible
light spectrum to communication and localization techniques. Pathak et al. give an extensive
overview of current methods (Pathak and al 2015).

Bluetooth [T, I]

Bluetooth like WiFi uses 2.4 GHz frequency band. WiFi may take tens of seconds to identify base
stations, faster response times can be achieved with Bluetooth (Mair 2012). Bluetooth pairing
presents a delay before users can exchange information. Accuracy of Bluetooth methods
approaches 3 m (9 ft).

RFID [1]
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RFID systems are either active or passive. They have limited capacity, energy and require many
units to communicate over short distances. Bouet and Dos Santos explore RFID localization
systems (Bouet 2008) .

Sensor Fusion

Sensor assisted localization methods are favored in smartphone applications, because all these
devices feature an inertial measurement unit (IMU) comprising an accelerometer, a gyroscope, and
acompass (Ye and al 2012). Accuracy ranges are dependent on local conditions, tower availability,
4 or 5G / LTE available networks.

HAPS

Of special interest to this reviewer is the possibility of using High Altitude UAS Platforms for
wireless communications (HAPS) to replace the aircraft in retransmitting GPS signals and acting
as the primary agent for indoor and outdoor localization procedures. Two important references
detail the advantages and disadvantages of HAPS for communication systems and localization use
(Alejandro Aragon-Zavala 2008). Nichols, et. al provides an especially strong analysis of HAPS
capabilities compared to terrestrial and satellite systems for telecommunications, HAPS platform
advanced telecommunications services in various stages of engineering and development, HAPS
link budgets, and characteristics of terrestrial, satellite and haps systems (Randall K. Nichols et al.
2019).

Security of GNSS (Shrivastava 2021) (Ochin and Lrmieszewski 2021)

In 2021, (Ochin and Lrmieszewski 2021) Ochin & Lemieszewski penned an excellent update to
the spoofing threat covering air, land and sea operations in Europe and Asia. Some of the
interesting topics covered were self-spoofing or limpet spoofing technologies; DIY GNSS
spoofers; XV GNSS interference modalities; complementary countermeasures like INS; XV GNSS
jamming techniques; GNSS meaconing; and detailed sections on cloud based GNSS positioning.
Modern satellite navigation is based on the use of NO-Request range measurements between
navigation satellite and the user. It means that the information about the satellites’ coordinates
given to the user is included into the navigation signal. The way of range measurement is based
on the calculation of the receiving signal time delay compared with the signals generated by the
user’s equipment (Ochin and Lrmieszewski 2021). Chapter 3 divides cloud based spoofing
detection into four classes and proceeds to mathematically define the antenna distances and
navigation modes based on those classes. All of these detection modes are based on a single
antenna spoofer and do not consider mitigation and recovery steps. This is in comparison to ECD
which does all three steps in the security solution.

Ochin & Lemieszewski (Ochin and Lrmieszewski 2021) present a fascinating picture of the history
of anti-spoofing from 1942 patent to fight the American radio-controlled sea-based torpedoes with
a radio jamming of German boats and submarines. (US Patent 1942) They continue with a
European view of security measures for the six satellite constellations. They conclude with a
Postscript on the drama behind the taking by Iran of the US RQ-170 Sentinel and how they did it!
(Goward 2020) The Ochin & Lemieszewski chapter supports the risk opinions presented earlier.
“The risk of losing GNSS signal (to spoofing) is growing every day. The accessories necessary for
the manufacture of systems for GNSS “jamming” and / or “spoofing” are now widely available,
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and this type of attack can be taken advantage of by not only the military but also by terrorists”
(Ochin and Lrmieszewski 2021).

Acronyms XV Spoofing - A Cyber-weapon attack that generates false signals to replace valid
ones. GPS Spoofing is an attack to provide false information to GPS receivers by broadcasting
counterfeit signals similar to original GPS signal or by recording original GPS signal captured
somewhere else in some other time and then retransmitting the signal. The Spoofing attack causes
GPS receivers to provide the wrong information about position and time (Humphrees and e 2008;
Tippenhauer and etal 2011).

Definitions **

Acquisition — Acquisition is the process in a GPS receiver that finds the visible satellite signals
and detects the delays of the PRN sequences and the Doppler shifts of the signals.

Circular Cross-Correlation (CCC) — In a GPS classical receiver, the circular cross-correlation is a
similarity measure between two vectors of length N, circularly shifted by a given displacement d:

N-1
Cxcorr (a, b,d)=) aidotb;+d modN
=0

The two vectors are most similar at the displacement d where the sum (CCC value) is maximum.
The vector of CCC values with all N displacements can be efficiently computed by a fast Fourier
transform (FFT) in O (N log N) time. ' (Eichelberger 2019)

Coarse-Time Navigation (CTN) is a snhapshot receiver localization technique measuring sub-
millisecond satellite ranges from correlation peaks, like classical GPS receivers. (1IS-GPS-200G,
2013) [See also expanded definition.]

Collective Detection (CD) is a maximum likelihood snapshot receiver localization method, which
does not determine the arrival time for each satellite, but rather combine all the available
information and decide only at the end of the computation. This technique is critical to the
(Eichelberger 2019) invention to mitigate spoofing attacks on GPS or ADS-B.

Coordinate System — A coordinate system uses an ordered list of coordinates, to uniquely describe
the location of points in space. The meaning of the coordinates is defined with respect to some
anchor points. The point with all coordinates being zero is called the origin. [ Examples: terrestrial,
Earth-centered, Earth - fixed, poles, ellipsoid, equator, meridian longitude, latitude, geodetic
latitude, geocentric latitude, and geoid. "

Localization — Process of determining an object’s place with respect to some reference, usually
coordinate systems. [aka Positioning or Position Fix]

Navigation Data is the data transmitted from satellites, which includes orbit parameters to
determine the satellite locations, timestamps of signal transmission, atmospheric delay estimations
and status information of the satellites and GPS as a whole, such as accuracy and validity of the
data. (1.5.-G.P.S.-200G 2013) "

Pseudo — Random Noise (PRN) sequences are pseudo — random bit strings. Each GPS satellite
uses a unique PRN sequence with a length of 1023 bits for its signal transmissions. aka as gold
codes, they have a low cross correlation with each other. (1.S.-G.P.S.-200G 2013)
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Snapshot GPS Receiver- A snapshot receiver is a GPS receiver that captures one or a few
milliseconds of raw GPS signal for a location fix. (Diggelen 2009)

CYBER RISK ASSESSMENT - RYAN - NICHOLS EQUATIONS
Standards

Some globally renowned risk frameworks and standards include OCTAVE (Carnegie Mellon),
NIST Risk Management Framework (800-53, 800-60,800-37), AS/NZS 4360, ISO 31000:2009
Risk Management Standard, COSO ERM, RiskIT, and Safety Management System (SMS) Air
Traffic Organization (ATO) SMS Manual and Safety Risk Management Guidance for System
Acquisitions (SRMGSA\) along with internal risk assessment measures. (Morana, 2015) Although
well-known throughout the globe, many of these frameworks lack the technical specificity to
provide an actionable implementation of effective countermeasures or controls during the
remediation phase of the risk management process.

Cybersecurity

Cybersecurity generally refers to the ability to control access to computer-networked systems and
their information. Cyber information may be stored or in transit between systems. Where Cyber
security controls (countermeasures) are effective, cyberspace is a reliable, trustworthy, and
resilient digital infrastructure. Where cyber security controls are absent, compromised, incomplete,
ineffective, delayed, or poorly designed, cyberspace is the treasure of hackers, crackers, terrorists,
spies, and thieves. Whether a system is a physical facility or a collection of cyberspace
components, the role of the Cybersecurity professional is to plan for a potential attack, identify
threats, prepare for consequences, calculate Impact, and identify/deploy appropriate
countermeasures (controls). (Nichols R. K.-P., 2019)

Role of UAS/ UAVs

UAS/UAVs are advanced technology, unmanned vehicles deployed within cyberspace for global
multiple hybrid missions: intelligence, military, and commercial. They come in all sizes, deploy
in four different FAA levels of airspace, and carry a wide variety of special equipment
instrumentation controlled by SCADA systems. They are essential assets of National Critical
Infrastructure. They use computer networking for critical control systems, communications,
navigation, payload delivery, and intelligence coordination from various land, sea, air, and satellite
platforms. The larger threat is that a terrorist organization will interfere or take command of the
SCADA or information control systems in a UAS and turn the payload or down the aircraft. [The
T.V. series "24" actually happened in real life - Iran seized control of an RQ-170 UAV drone in
December 2011. It bragged that it had done so by cyber warfare and reengineered the critical
intelligence components.] (Nichols R. K.-P., 2019)

Cyber Attack Taxonomy
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Chapter 3: Understanding Hostile Use and Cyber-Vulnerabilities of UAS: Components, Autonomy
v Automation, Sensors, SAA, SCADA, and Cyber Attack Taxonomy in (Nichols R. K.-P., 2019)
provides the most detailed and extensive look at the Cyber Theater of Operations and the
relationship to Unmanned Aircraft Systems. The taxonomy has been updated and extended further
to include 10T and artificial intelligence in (R. K. Barnhart, 2021) Chapter 18: Cybersecurity
Counter Unmanned Aircraft Systems and Artificial Intelligence.

Traditional risk assessment efforts within a risk management practice are inherently qualitative.
This is opposed to quantitative risk analysis, which concentrates on probability and business
impact values and financial losses. Traditional risk formula encompasses the following variables
for Risk: Impact (or consequence), Threat (or attack), and Vulnerability. (Morana, 2015)

Unmitigated Risk can be thought of as the intersection of three vector sets:

1) Attack complexity which includes the ease of vulnerability exploitation and probability
of attacker successfully executing,

2) Consequence which is Impact if the information (cyber) asset is compromised and the
probability of various impact scenarios, and

3) Ease of Exploitation is the ability to exploit vulnerability(ies) and the probability of
successful exploitation.

Ryan - Nichols Information Risk Assessment Framework (RN) and Equations

The Ryan - Nichols Risk Assessment Framework (RN) was initially developed as an application
threat model in 2000 (Nichols & Ryan, 2000). It is based on the scholastic works of Dr. Julie JCH
Ryan and Dr. Dan J. Ryan (Ryan J. J., 2006), (Ryan & Ryan, Proportional Hazards in Information
Security, 2005) and (Ryan J. J., An Exploration of Information Security Aspects in the Thirty
Elements of Systems Engineering, 1998). The RN framework was designed to assist the DoD,
DHS, and DTRA plus commercial organizations to

1) Identify unique threat scenarios,

2) Incorporate business objectives,

3) Improve on probability calculations and predictions by establishing probability ranges,
4) Performing attack exploits to simulate real-life risk scenarios,

5) Incorporate countermeasures and mitigation steps to reduce the overall Risk by reducing
threats to the system. (Nichols R. K.-P., 2019) (Nichols R. K., 2020) (Morana, 2015)

This last element was the key to adopting this framework to other fields — specifically Counter-
Terrorism, UAS, and UUV. See: (Nichols & Sincavage, Disruptive Technologies with
Applications in Airline, Marine, and Defense Industries, 2021), (Nichols & al., Unmanned Vehicle
Systems and Operations on Air, Sea, and Land, 2020) and (Nichols R. K.-P., 2019)
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A gualitative view of information risk (also a measure of cyber-attack lethality) in a system such
as ADS-B, SAA, or any computer networked communications affecting navigation, control, or
signals may be expressed as (Nichols & Ryan, 2000)

RISK = THREATS X VULNERABILITIES X IMPACT / COUNTERMEASURES

Where: THREATS are real, act on a system, and represent the possibility that the attack vectors
become accessible for exploitation. (The attacker has the necessary time and resources to conduct
the exploit) VULNERABILITIES are inherent weaknesses in the information system and
represent the vulnerabilities becoming successfully exploited. IMPACT is the business value of a
successful exploit. COUNTERMEASURES represent the technical mitigations/solutions or
probability that a particular mix of counter-technologies will reduce the active THREATS on a
system. The above equation is used to calculate the Initial Risk Assessment (IRA) before any
perturbation by Threats.

At time state = 0, we note that Vulnerabilities are constant and always present, and Impact is just
a "delta number" and a constant. Threats and Countermeasures are independent variables; Risk is
the dependent variable. Using calculus, both Vulnerabilities and Impact drop out of the IRA
equation to give a compressed form:

RISK = THREATS / COUNTERMEASURES

This well-designed equation is used to calculate the absolute value (plus or minus) changes away
from the IRA and to account for differences (or levels of Risk) based on the scenario. If the IRA
is the Normal case (or Base case), then the compressed RN equation helps calculate the Worst-
and Best-Case Scenarios. A detailed discussion of the variables, constants, probabilities, use, and
procedures for the RN model is found in Chapter 2: Wireless Information Warfare (R.K. Nichols
& Lekkas, 2002). The RN framework uses a Legend to classify changes in levels of Risk. An
example of a team-defined Lethality Matrix is shown in the figure below. Risk probabilities are
always positive, and changes can be visualized linearly. See a partial example from a recent
assessment of a potential terrorist incident involving UAS assets against an Air Defense System
(ADS).

Figures 15-17 show only a small part of the detailed analysis that the Ryan Nichols Risk
Assessment Framework requires. RN equations have been used effectively to assess risk changes
and required mitigation funding for Nuclear war calculations, Suicide Bombers, Piracy,
Kidnapping, attacks on National Critical Infrastructure Systems, ADS, malware analysis / affects,
INFOSEC, network security, Unmanned Aircraft Systems and Unmanned Underwater Systems
(robots), signals spoofing, communications networks, ADS-B and GNSS navigation data systems.
(R.K. Nichols, 2020) The most recent example of the RN approach used is determining the
intelligence Threats due to satellite imagery being spoofed by "deep fakes."”
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RN Equation Legend: Team Defined
Risk Analysis Probabilities

Qualitative Measure Quantitative Value

High >75%

Medium - High 61-75%

Medium 31-60%

Low 16-30%
Very Low 1-15%

Fig. 13. RN equation risk analysis probabilities. (Redetzke, 2021)

DEFENSE BOOST - RISK PROBABILITY

Threat Vulnerability Impact Countermeasure | Risk

RDD Swarm Iron Dome Mass panic and Iron Dome,

Attack Saturation fear — Economic Response Plan,
and Food Diplomacy, EMP,

Pre-emptive,
Swarm, Comms

15%- Low to 20% - Low to

.03 Very Low
Medium Medium

Overall Risk with Defense Boost 3% Very Low

Fig. 14 Defense boost risk probabilities. (Redetzke, 2021)
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CONCLUSIONS: NET RISK CASE

Net Defense Boost 3% Net Attack Boost 36%

A +29%

:

Initial Risk 7% Net Risk Case = A 33%

Fig. 15 Final net risk case. (Redetzke, 2021)
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V1. Standards Bodies Literature Review

Below is a list and synopsis of updates from several external organizations and working groups
that were deemed important and pertinent by the FAA. Weight was placed on staying up to date
with RTCA SC-228. Significant work was done regarding reviewing all SC-228 meeting minutes,
phases of work, and all released and published documents for information applicable to this
project. All other organizations, sub committees, and working groups have been investigated for
applicability of previous, current, and upcoming work and deliverables. Some of the areas
reviewed are not directly associated with ADS-B and GPS, but are related and assessed on the
potential impact on these systems. Throughout the period of performance of the project, the
researchers will continue to stay up to date with all organizations to inform the project.

RTCA SC-228 Detect and Avoid standards
SC-228 of RTCA is meant to work closely with the UAS community to develop the
Minimum operational Performance Standards (MOPS) for DAA equipment and the
Performance Standards for the C2 Data Link.
SC-228 deliverables include several performance standards documents which have been
reviewed in their entirety for applicability to this effort. All documents have a disclaimer
mentioning applicability only to Part 91 aircraft and operations and not Part 107 SUAS.
Only DO-365 and DO-381 specifically mentioned ADS-B and GPS.

o DO-362A — Command and Control Data Link Minimum Operational Perf.

Standards (MOPS)

The main focus of this MOPS is the technical standards describing how
CNPC Data Link Systems can compatibly share the spectrum that has
been allocated for their use, yet remain waveform agnostic (i.e.,
unspecified). There are no interoperability requirements, as these are
internal UAS interfaces. Rather, this MOPS provides required
electromagnetic compatibility that permits simultaneous operation of
federated designs in common spectrum.

o DO-365A — MOPS for DAA Systems

The DAA system for UAS flight was developed to assist the PIC with
his/her duties of operating an aircraft safely in the NAS.
All aircraft flying in the NAS must comply with the operating rules of
Title 14 of the Code of Federal Regulations (14 CFR). Specifically, Part
91, .3,.111, .113(b), .115, .123 and .181(b), which address see and avoid,
collision avoidance, and right-of-way rules. These operating regulations
assumed that a pilot would be onboard the aircraft, so he/she would be
able to exercise his/her authority to fully comply with these rules.
This document contains Phase 1 MOPS for DAA systems used in aircraft
transitioning to and from Class A or special use airspace (higher than 500’
AGL), traversing Class D, E, and G airspace in the NAS. It does not apply
to small UAS operating in low-level environments (below 500°) or other
segmented areas. Likewise, it does not apply to operations in the Visual
Flight Rules (VFR) traffic pattern of an airport.
Applicability:

e DO-365 talks through ideal and safe performance standards that

OEMs should meet for the safest and most efficient operations and
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walks through several con-ops that could apply to GPS/ADS-B
DAA

DO-366A — MOPS for Air-to-Air Radar for Traffic Surveillance

This document contains the first update to the MOPS for the air-to-air
radar for traffic surveillance.

The intended application is supporting DAA operations including collision
avoidance to detect intruders below 10,000' Mean Sea Level (MSL).
These standards specify the radar system characteristics that should be
useful for designers, manufacturers, installers and users of the equipment.

DO-377 — Minimum Aviation Safety Performance Standards (MASPS) for C2
link systems supporting operations of unmanned aircraft systems in US Airspace

This document contains the MASPS for a C2 Link System connecting a
Control Station (CS) and an UAS.

It covers UA operations requiring a C2 Link System that allows the UA to
operate within line of sight and beyond the line-of-sight of a CS. This
MASPS contains the standards which specify system characteristics, i.e., it
is design independent, that should be useful to UAS operators, 701 OEM,
and equipment manufacturersl plus the FAA, as UAS operate within the
U.S. airspace.

DO-381 — MOPS for Ground Based Surveillance System (GBSS) for Traffic
Surveillance

This document contains MOPS for GBSS used for air traffic surveillance
in support of DAA operations for unmanned aircraft. The primary
applications will be used in terminal, transit, or extended operational areas
in the NAS as defined in RTCA Document 365A (DO 365A), Minimum
Operational Performance Standards for Detect and Avoid Systems.

These standards specify the GBSS characteristics that should be useful for
designers, manufacturers, installers and users of the equipment. Note that
in this context, surveillance “systems” includes one or more networked
non-cooperative sensors (e.g., radar and lidar), Electro-Optical/Infrared
(EO/IR), etc.) needed to meet these MOPS.

Applicability:

e DO-381 addresses several performance standards including but not
limited to false track, latency, range, weather and environmental
impacts and effect. It should be further investigated for exact
applicability to A44.

RTCA SC-147 Traffic Alert and Collision Avoidance System

SC-147, since it was established in 1980, has produced and maintained MOPS for
Collision Avoidance Systems (CAS) and surveillance techniques required to meet desired
levels of performance and safety.

Since 2013, SC-147 has worked with EUROCAE WGT75 to develop a new generation of
collision avoidance systems called ACAS X

Recently, SC-147 has also worked closely with SC-228 on standards to ensure
interoperability between all existing and future CAS and DAA systems (DO-382) and
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variants of ACAS X for UAS and Vertical Take-off and Landing (VTOL) aircraft that are
compliant and integrated with DAA standards published in versions of DO-365
e In December 2020, SC-147 published the ACAS Xu MOPS (DO-386) which is a
DAAJ/CA system for fully equipped (Transponder and ADS-B Out) aircraft flying in
controlled airspace and receiving ATC services.
o DO-386 — This defines the minimum operational performance standards (\Vol 1)
and Algorithm Design Descriptions (\Vol I1) for the Airborne Collision Avoidance
System Xu (ACAS Xu) equipment, designed for platforms with a wide range of
surveillance technologies and performance characteristics such as UAS.

RTCA SC-186 Automatic Dependent Surveillance Broadcast (ADS-B)

e The purpose of SC-186 is to codify requirements based upon the airborne and ground
user needs for an ADS-B system.

e MOPS published by SC-186 are intended to be used by the FAA and other civil aviation
authorities (CAA’s) as an acceptable means of certifying ADS-B equipment for civil
aircraft.

e Deliverables are intended to result in revised Technical Standard Orders for
manufacturers of ADS-B equipment.

e In 2009, SC-186 published DO-282B — MOPS for Universal Access Transceiver (UAT)
ADS-B. This document is scheduled to be updated and delivered by March 2022 as DO-
282C. This will ultimately mean a higher degree of applicability to the A44 project.

Effort is also being made to become up to speed with ASTM F38 and the following standards:

ASTM F38 WK16285 New Spec for Design and Performance of UAS Class 1320

ASTM F38 WK27055 New Practice for UAS Remote 1D

ASTM F38 WK53964 Design, Construct, and Test of VTOL

ASTM F38 WK62670 New Standard Large UAS Design and Construction

ASTM F38 WK62668 Detect and Avoid Performance Requirements

ASTM F38 WK62669 Detect and Avoid Test Methods

ASTM F38 WK28019 New Practice for selecting SUAS Launch and Recovery

ASTM F38 WK59317 Vertiport Design

ASTM F38 WK63418 Service Provided under UAS Traffic Management (UTM)

ASTM F38 WK62344 BVLOS Package Delivery sUAS Operations

ASTM F38 WK11425 New Practice for Private UAS Pilot Practical Test Standards for UAS
ASTM F38 WK62730 UAS Operator Audit Programs

ASTM F38 WK62733 Training and Development of Training Manuals for UAS Operator
ASTM F38 WK63407 Required Product Information to be provided with an SUAS
ASTM F38 WK69690 Surveillance UTM Supplemental Data Service Provider (SDSP)
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VII. Summary and Conclusions

This Literature Review Report fulfills Task 1 for the A44 ASSURE project. It provides a
literature review and meta-analysis that identified the potential safety and security risks of
relying on GPS and ADS-B data used for UAS operations. It is divided into three areas of
investigation, signal dropouts and erroneous data, jamming, and spoofing that may result in
safety or security risks to UAS operations that rely on GPS and ADS-B data. Based on the
information gathered, a safety and security risk assessments of potential UAS operations that
rely on GPS and ADS-B data is presented.

A summary of the risk assessments is provided using the Safety Management System (SMS)
Air Traffic Organization (ATO) SMS Manual and Safety Risk Management Guidance for
System Acquisitions (SRMGSA). This manual provides guidelines to assess the severity and
likelihood of identified risks. The risk assessment is broken into four classifications: Part 107
Operations, Beyond Visual Line Of Sight (BVLOS), Urban Areas, and Near Airports. For each
category, the severity and likelihood probability, associated references, and mitigation
schemes associated with the increasing risk profile is presented. Part 107 Operations specifies
a near pristine risk level, or the best-case scenario and will serve as the base reference for the
increasing risks in the other environments. BVLOS is the next category as it is a crucial for
many UAS operations and is of great importance to the UAS community. Urban area
operations represent a unique case due to signal interruptions and other artifacts along with the
density of humans and infrastructure. Near airports operations represents another unique
situation due to the air traffic density and potential impacts to commercial airline traffic.

From this analysis it is evident that the only low risk situations occur with operations in the
Part 107 conditions. This was expected due to the nature of Part 107 and the current operability
allowed by the FAA. In the medium risk category, most of the operating environments are in
the BVLOS operations. This is also expected since both cases can be allowed by using a FAA
waiver process to allow operations in these areas. The waiver and potentially other situations
may be mitigated using additional processes, procedures, and technology to reduce the risk to
a lower acceptable level. The high risk category contains mainly urban and near airport
operations. These areas result in high risk operations and significant mitigation schemes are
needed to reduce the risk to an acceptable level.

BVLOS operations are of special interest as these are in great demand from operators and
industry. Mitigating BVLOS operations flying at low altitudes and conducting long linear
infrastructure inspection, agriculture operations, package delivery, or aerial surveillance are
focus areas. As mitigation strategies are found and evaluated the impact of them as well as the
costs associated will be assessed. There is a desire to minimize cost and weight while still
providing a high level of safety. These operations do have significant potential for adverse
outcomes, however several mitigation techniques show promise as tools to be used in
conjunction with regulatory requirements.

Based on the risk assessment in Task 1, a market survey of market solutions to mitigate loss of
GPS and loss of ADS-B data will be conducted as part of Task 2. The work will focus on reducing
those medium risk operations to an acceptable level. However, these and other mitigations found
may also offer solutions to the high risk operations. The commercial market solutions to mitigate
unvalidated GPS and unvalidated ADS-B In data and will include estimated costs, ease of
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implementation, and a preliminary assessment of the effectiveness of market solutions to mitigate
the various risks identified in Task 1. An assessment of whether there are other potential methods,
operational mitigations, strategic mitigations, or other means for addressing potential safety and
security risks will be completed. GPS mitigation strategies for denied and/or jammed
environments will be explored and potential solution proposed.  Cybersecurity and
counterintelligence measures will also be explored to decrease the risk of disruption or takeover.
Examination of recorded ABS-B data will be conducted to expose potential risks and provide
guidance on mitigation schemes will also be included.
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' Aircraft signal transfer is not the only means to localize indoor signals. HAPs, WiFi,
Ultrasound, Light, Bluetooth, RFID. Sensor fusion and GSM all have a place in the decision-
making process.

' The results are defined and graphically presented in (Eichelberger, Robust Global Localization
using GPS and Aircraft Signals, 2019) p87-ff.

il i Randy, based on your findings of FAA and US Navy spoofing risk assessment, | did some
research about the status here in Europe. EASA is currently looking at jamming/spoofing as a
general threat for manned aviation, there is currently no UAS-focused consideration about this.
The main docs | found are listed below:
https://www.easa.europa.eu/sites/default/files/dfu/EASA-REP-RESEA-2016-1-v0.2-cln.pdf
https://www.easa.europa.eu/sites/default/files/dfu/easa_opinion_no_03-2021.pdf
https://www.easa.europa.eu/download/etso/ETSO-C146e_CS-ETSO_13.pdf,

Kind regards, Chris” (Sep 7, 2021, at 11:27)

 «Chris, on page 15/41 in this complex rule making document (Opinion #03/2021) under
applicability to operators of UAS, there are three key exclusions: 1) Operators of UAS in “Open’
& “Specific” categories. 2) Operators in “Certified” category. Both are Excluded from the
regulation. # 2) will be addressed in a future RMT .0230

& 3) Third country Operators required under EU #452/2014 Also excluded under scope of
proposed regulations

Page 27/41 discusses the rule and information risk assessment and treatment. It is standard
practice guidance.

Page 33/41 mentions cybersecurity and incorrectly lumps it into IS category which applies to
subjects like networking and cloud storage not cyber risks like spoofing and SCADA attacks. It
gives no specific coverage other than EU 2015/1998 and ‘similar’ by requiring “consistency
among other organizations and rules”. The most one can say positive about this document is that
it a General / Legal attempt to harmonize among all actors / participants (EU) in their collection
and use of Information Risk Events in the Aviation System. It requires support of AMC
(acceptable means of compliance) and GM (guidance material) and industry standards. The list
of organizations that are affected are listed on page 11/41. You are correct it does not specify
any cybersecurity risk. It leaves it to the member organizations within guidance found in Part-
IS.AR &. OR standards. The most useful information is found on page 23/41 regarding Part-
IS.AR standards (Authority requirements) IS.AR.100-235 and

Part-IS. OR (Organization Requirements) IS.OR.100-260. These are the same normal IS Protect-
Detect-Correct; Response, Recovery, Training, Policy functions discussed in many Information
Risk Textbooks. My co-authors and | wrote a best- seller about these IS security processes in
Nichols, R.K, Ryan, D.J, & Ryan, J.C.H. (2000) Defending Your Digital Assets against Hackers,
Crackers, Spies and Thieves, San Francisco: McGraw Hill, RSA Press. It contained: {Part 1:
Digital Espionage, Warfare, and Information Security (INFOSEC); Part 2: Information
Concepts; Part 4: Enterprise Continuity Planning; Part 5: Appendices C, D, E on Enacted
legislation, Policy Initiatives and International - 35 Countries and Political entities enacting
Digital legislation} 1 will find a place for it as a reference but will not reissue 12A or Table RA-
0. Thank you for the heads-up. Best Randy. Professor Randall K Nichols” (Tue 07-Sep-21
20:52)
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https://www.easa.europa.eu/sites/default/files/dfu/EASA-REP-RESEA-2016-1-v0.2-cln.pdf
https://www.easa.europa.eu/sites/default/files/dfu/easa_opinion_no_03-2021.pdf
https://www.easa.europa.eu/download/etso/ETSO-C146e_CS-ETSO_13.pdf

v “It seems the FAA views the primary risk of GPS denial as pertinent to system reliability and
not much more. For most SUAS, particularly multi rotors, this perspective may be appropriate.
But keep in mind that there are some sUAS (fixed wing) that can have hours’ worth of
endurance. As we see the industry, the FAA, and other Civil Aviation Authorities (CAAS)
evolving into BVLOS and transitioning into larger systems (think urban air mobility and
advanced air mobility/cargo delivery), nefarious threats will become an increased concern.
Many agencies are not necessarily thinking this far ahead...but need to. In those cases, it is
helpful to factor in vulnerabilities seen in other transportation modalities. Is that beyond the
scope of this project? If so, we can capture it in the lit review and pin it for future work. If not, it
is important to consider, even if we are ahead of the CAAs on the subject (actually, that
means we’re adding significant value with our work). Kurt, Kurt J. Carraway, UAS
Department Head

UAS Executive Director, Applied Aviation Research Center, Kansas State University, Aerospace
and Technology Campus” (Wed 08-Sep-21 09:15)

Vi “T agree with you, and I believe our risk analysis should indicate that this situation does result a
higher risk level when we are operating in BVLOS mode. | hope our findings do help guide
efforts in the more sever risk cases, as is intended. William H. Semke, PhD, Associate Dean
for Academic Affairs, Professor of Mechanical Engineering

College of Engineering and Mines, University of North Dakota” (Wed 08-Sep-21 12:44)

Vil The author translated part of (Eichelberger, Robust Global Localization using GPS and
Aircraft Signals, 2019) reference from the original German.

Vil The author has nicknamed Dr. Manuel Eichelberger’s brilliant doctorial research, ECD. ECD
is Dr. Manuel Eichelberger’s advanced implementation of CD to detect and mitigate spoofing
attacks on GPS or ADS-B signals

X This is a key point. CD reduces this timestamping process significantly.

* Data is sent on a carrier frequency of 1575.42 MHz. (1S-GPS-200G, 2013)

X This is a key point. CD reduces this timestamping process significantly.

X This is a key point. CD reduces this timestamping process significantly.

Xilt GPS satellites operate on atomic frequency standard, the receivers are not synchronized to
GPS time.

XV This is a key point. CD reduces this timestamping process significantly.

¥V Because the receiver must decode all that data, it has to continuously track and process the
satellite signals, which translates to high energy consumption. Furthermore, the TTFF on startup
cost the user both latency and power.

I This is a key point. CD reduces this timestamping process significantly.

il The deviation is defined as the time offset multiplied by the speed of light plus the location
distance.

xvill Eor those who insist on SI / metric, 1 km = ~ 0.62 mi (miles)

XX Data bit flips can happen. The normal practice is 2 milliseconds of sample time.

**The vector / tensor mathematics for localization are reasonably complex and can be found in
Chapter 5.3 of (Eichelberger, Robust Global Localization using GPS and Aircraft Signals, 2019)
4 Cloud offloading also makes ECD suitable for energy- constrained sensors.

xdi (Njchols & al., Unmanned Vehicle Systems and Operations on Air, Sea, and Land, 2020)
have argued the case for cryptographic authentication on civilian UAS /UUV and expanded the
INFOSEC requirements.
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Xl T evaluate the performance of the (Jovanovic & Botteron, 2014) CM, an attack was
performed on a GNSS receiver through a GSS8000 full constellation simulator attached to a
rooftop antenna.

XV This cross-correlation portion of this CM method syncs well as a forerunner of ECD.

v Author opinion.

XV This is a key section to understanding the beauty of ECD. The entire SIC algorithm and ECD
implications is found in detail in (Eichelberger, Robust Global Localization using GPS and
Aircraft Signals, 2019) p81-ff.

it This is what makes jamming a lesser attack. The jamming is detectable by observing the
noise floor, in-band power levels and loss of signal -lock takeover.

xwill See (Eichelberger, Robust Global Localization using GPS and Aircraft Signals, 2019)
Sections 6.5 — 6.7 pages 84-94.

xxix See (Eichelberger, Robust Global Localization using GPS and Aircraft Signals, 2019)
Sections 5.34 — 5.5 for extended discussions on space discretization, satellite visible set V, time
discretization, averaging over likely hypotheses, hypothesis h, coding, efficient implementation
of the B&B, local oscillator bias, criteria and test evaluations of ECD, computational
considerations, and conclusions. (Closas & al., 2007) (J.Liu & et.al., 2012) (Diggelen 2009)

X This is accomplished in the acquisition stage of a GPS receiver. The received signals is
correlated with the C/A codes.

X (Nichols R. K., 2020) presents a model of Risk as a function of Threats, Vulnerabilities,
Impact and Countermeasures known as the Ryan- Nichols equations, that models the qualitative
effects of information flow through the communications and navigation systems in UAS.

Xt These INFOSEC goals are admirable but considering that most GPS and UAS COTS do not
have sufficient GPS spoofing countermeasures or cybersecurity protections (most are legacy),
the list is more of a wish list. [Author opinion]

xiil please note the word “should.” Hackers just love this word.

XV \Wireless networks present few obstacles to access and can easily be attacked by open-source
software. (R.K. Nichols, 2020)

XV This is still true in legacy systems. Newer implementations have additional protections. UAS
systems are notoriously weak in terms of security.

XV Alj et al. identified that jamming of GPS transmissions from the satellite affected the ADS-
B system. (Ali, 2014)This is a rather obvious statement of research considering that we have also
established that the vulnerabilities of GNSS/GPS pass down to ADS-B systems because they are
subset of the larger problem.

xvit Dave Adamy is the leading global expert in EW. He teaches it is more difficult to jam a
PSR due to its rotating antenna and higher transmission power. (Adamy 2001)

XVt This might have been true in 2011, however a decade of change, growth, cost-effective
COTS, and state sponsored hackers says that this observation is severely dated. (Author
comment)

xxix Aythor comment based on experience. Jamming devices are as small as your cell phone and
more powerful than computers available in 2011. (Nichols R. K., 2020)

X This is a headache to say the least. Consider a SWARM of 100 + UAS bursting onto the
controller’s screen at a busy airport.

Xl This is about the consumption of a GSM base station.

Xlit A Boeing 747 has an average power consumption of 140 MW, leaving power to spare for
GPS communications.
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Xliit Uncompensated latency of up to 0.6 s. (Cornell-LII 2021)

Xiv'1 m=3.280 ft

XV TDOA is also called multilateration.

XM DIY — Do it yourself

Vil INS- an inertial navigation system is composed of motion sensors (accelerometer, gyrometer,
and magnetometer) allowing determination of the absolute movement of a platform. Using this
information and knowledge of the last position, it is possible using dead reckoning to provide an
estimation of position, velocity, and time of the platform after spoofing or jamming detection.
Vil A1l Acronyms taken from (Nichols R. K., 2020) unless otherwise noted.

XIX All Definitions taken from (Eichelberger, Robust Global Localization using GPS and Aircraft
Signals, 2019) unless otherwise noted.

' G = Order of magnitude; dot = dot product for vectors

" All these systems are discussed in Chapter 2 of (Eichelberger, Robust Global Localization
using GPS and Aircraft Signals, 2019)

i Each satellite has a unique 1023-bit PRN sequence, plus some current navigation data, D. Each
bit is repeated 20 times for better robustness. Navigation data rate is limited to 50 bit / s. This
also limits sending timestamps every 6 seconds, satellite orbit parameters (function of the
satellite location over time) only every 30 seconds. As a result, the latency of the first location
estimates after turning on a classic receiver, called the time to first fix (TTFF), can be high.
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